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DAS Policy 

Information Security and Privacy 
Awareness Training Policy 

POLICY NUMBER:   
2100-05 

EFFECTIVE DATE:
01/19/2021 

  APPOINTING AUTHORITY APPROVAL: 

REPLACES POLICY DATED:
08/07/2018 

 AUTHORITY:  Ohio Revised Code Section 125.18 Office of 
Information Technology - duties of director - contracts, Ohio IT 
Standard ITS-SEC-02, “Security Controls Framework” 

1.0 PURPOSE 

Information security and privacy awareness training is necessary so that organizational 
users of Ohio Department of Administrative Services (DAS)-managed information 
systems understand their responsibilities to protect state systems and the information 
they contain. 

A glossary of terms found in this policy is located in Section 8.0 Definitions. The first 
occurrence of a defined term is in bold italics. In addition, references to National Institute 
of Standards in Technology (NIST) Special Publication (SP) 800-53 family identifiers and 
control numbers are provided in parentheticals next to requirement headers, where 
applicable. The requirements of the NIST SP 800-53 Awareness and Training (AT) control 
family are addressed in this policy. 

2.0 SCOPE 

The scope of this policy includes DAS-managed information systems, service owners, 
managers of DAS business units, and those who use or administer such systems. This 
policy is not intended for the general population that accesses State of Ohio government 
services or applications.  

3.0 BACKGROUND 

Organizational users of DAS-managed information systems are the first line of defense in 
protecting State of Ohio IT assets. Effective security and privacy controls are typically 
layered defenses designed to protect the availability, confidentiality, and integrity of 
our systems. Many of these layers of defense can be circumvented by an uninformed 
organizational user community. Information security and privacy awareness training 
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programs are known to positively contribute to an organization’s overall security and 
privacy posture. 

4.0 REFERENCES 

4.1 State of Ohio Administrative Policy IT-15, Information Security and Privacy 
Awareness Training: Ohio Administrative Policy IT-15 provides information security 
and privacy awareness training requirements for organizational users. 

4.2 Ohio IT Standard ITS-SEC-02, Security Controls Framework: This state IT 
standard specifies the minimum requirements for information security in all agencies 
and identifies the National Institute of Standards and Technology (NIST) Special 
Publication 800-53 (NIST 800-53) as the framework for information security controls 
implementation for the state.  

4.3 NIST SP 800-53, Security and Privacy Controls for Federal Information 
Systems and Organizations: NIST SP 800-53 provides guidelines for selecting and 
specifying security controls for federal government information systems. 

4.4 DAS Policy 700-01, Information Technology Resource Usage: This policy 
addresses permitted and prohibited use of IT resources in the DAS workplace and/or 
for DAS business. 

5.0 POLICY 

DAS established an information security and privacy awareness training program to 
assure that all organizational users, who use or operate DAS-managed information 
systems understand and adhere to all IT security policies. 

5.1 Basic Information Security and Privacy Awareness Training (AT-2): DAS 
programs, with support from the DAS Office of Information Security and Privacy 
(OISP), shall provide ongoing information security and privacy awareness training for 
all organizational users. 

5.1.1 Additional training may also be prescribed based on the data an individual 
has access to, either explicitly or incidentally, as a result of their job functions. 
Examples include: 

• Confidential Personal Information (CPI) (Section 1347.15 of the Ohio
Revised Code)
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• Criminal Justice Information (CJI)

• Federal Educational Rights and Privacy Act (FERPA) Information

• Federal Tax Information (FTI)

• Payment Card Industry (PCI) Information

• Personal Health Information (PHI) or Health Insurance Portability and
Accountability Act (HIPAA) Information

• Social Security Administration (SSA) Information

5.2 Role-Based Security and Privacy Training (AT-3): In accordance with Ohio 
Administrative Policy IT-15, “Information Security and Privacy Awareness Training,” 
DAS identified the following job functions that require additional role-based training: 

• Business managers and senior executives

• Application developers, system administrators, and database
administrators

• Desktop support

• Customer Service Center representatives (help desk personnel)

5.2.1 DAS OISP shall determine the specific nature and frequency of additional 
information security and privacy awareness training. 

5.3 Information Security and Privacy Awareness Training Records (AT-4): 
General information security and privacy awareness training records shall be 
maintained in accordance with Ohio Administrative Policy IT-15, “Information 
Security and Privacy Awareness Training.” State records retention schedules 
shall be followed for all training records. 

6.0 PROCEDURES 

None. 

7.0 COMPLIANCE 

Due to the length of time that this policy has been in effect, it is expected that DAS entities 
are already in alignment with the information security and privacy awareness training 
requirements. For compliance related questions, please contact DAS OISP (refer to 
section 9.0 Inquiries for DAS OISP contact information). 
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8.0 DEFINITIONS 

Availability - Ensuring timely and reliable access to and use of information.1 

Basic Information Security and Privacy Awareness Training - The purpose of this type 
of training is for the participant to gain a basic understanding of the need for information 
security and privacy and the actions that he/she can take to maintain security and privacy 
and respond to suspected incidents. This training also increases awareness regarding the 
importance of operations security. 

Confidentiality - Preserving authorized restrictions on information access and disclosure, 
including means for protecting personal privacy and proprietary information. 2 

Confidential Personal Information (CPI) - Personal information that falls within the 
scope of Section 1347.15 of the Ohio Revised Code and that an agency is prohibited from 
releasing under Ohio’s public records law. 

DAS-managed Information System - Information systems that reside in facilities or 
infrastructure managed by DAS OIT personnel. Primary responsibility for managing these 
systems may be assigned to DAS OIT personnel or other outside entities. 

Integrity - Guarding against improper information modification or destruction, and includes 
ensuring information non-repudiation and authenticity.3 

Organizational User - An organizational user is anyone who is an employee of the state, 
or is otherwise authorized to work on behalf of the state, and who has a need to access 
State of Ohio IT systems and has secured agency authorization for such access. The 
organizational identifier will help to distinguish the individual during the authentication 
process. Examples of resources that may fall into this category include full-time 
employees, part-time employees, seasonal employees, temporary contract workers, 
independent contractors or consultants, volunteers or unpaid interns. The organizational 
user identifier category may also include university and federal government resources. 

Role-Based Security and Privacy Training - Role-based training strives to produce 
relevant and needed security and privacy knowledge and skills within the workforce. Role-
based security and privacy training supports competency development and helps 

1 “NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal Information Systems 
and Organizations,” U.S. Department of Commerce National Institute of Standards and Technology, April, 2013 
<https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf>. 
2 Ibid.  
3 Ibid. 
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personnel understand and learn how to better perform their specific security or privacy 
role, which ultimately achieves more secure and protected information and systems. 

Service Owner - A service owner is responsible for the delivery (design, performance, 
integration), continual improvement and management of assigned IT services. 

9.0 INQUIRIES 

Direct inquiries about this policy to: 

Office of Information Security & Privacy 
Office of Information Technology 
Ohio Department of Administrative Services 
30 East Broad Street, 19th Floor 
Columbus, Ohio 43215 

614.644.9391| state.isp@das.ohio.gov 

DAS Policies may be found online at 
https://das.ohio.gov/technology-and-strategy/policies 

Additional information regarding the Office of Information Security & Privacy may be 
found online at https://das.ohio.gov/technology-and-strategy/information-security-privacy. 

10.0  REVISION HISTORY 

Date Description of Change 
12/01/2009 New policy for DAS, replaces OIT policy dated 11/02/07 

12/05/2012 Policy reissued under Director Robert Blair. 
08/07/2018 Updated the requirements and terminology to align with the current DAS 

IT security awareness and training process. 

01/19/2021 

Incorporated privacy requirements into the policy. The term 
“organizational user” was applied more consistently to clarify the scope. 
References, definitions and branding were modified to reflect current 
practices. 

06/09/2021 Conducted routine maintenance review of citations and references. 

06/09/2022 Scheduled policy review. 
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11.0 ATTACHMENTS 

None. 
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