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POLICY NUMBER: 

2100-12 
EFFECTIVE DATE:

12/22/2017 
 A ROVAL: PPOINTING AUTHORITY APP

REPLACES POLICY DATED:

N/A 
 AUTHORITY:  Ohio Revised Code Section 125.18 Office of 

Information Technology - duties of director - contracts 

1.0 PURPOSE 

The purpose of this policy is to define information system audit and accountability 

requirements that will assist in assessing the adequacy of system controls, ensuring 

compliance with established policies and operational procedures, and uniquely tracing the 

actions of system users.    

A glossary of terms found in this policy is located in Section 8.0 Definitions. The first 

occurrence of a defined term is in bold italics. In addition, references to National Institute 

of Standards and Technology Special Publication 800-53, “Security and Privacy Controls 

for Federal Information Systems and Organizations,” family identifiers and control numbers 

are provided in parentheticals next to requirement headers, where applicable.  

2.0 SCOPE 

The scope of this policy includes information systems that are developed or acquired by 

the Ohio Department of Administrative Services (DAS). This policy also applies to DAS 

data, service, and system owners. 

3.0 BACKGROUND 

Comprehensive audit and accountability procedures will assist DAS in maintaining a 

consistent and reliable record of information system activity. When properly implemented, 

information system auditing can serve as a preventive measure as well as a forensic aid. 

A comprehensive record of “who-did-what-when” can discourage asset abuse or be a vital 

form of evidence.  

The requirements outlined in this policy will help ensure that DAS data owners and system 

owners have visibility into the security status of information systems. In the event of an 

incident, audit and accountability procedures will provide a record that can be examined to 

help determine the cause.  
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4.0 REFERENCES 

4.1 

4.2 

4.3 

4.4 

4.5 

4.6 

4.7 

4.8 

4.9 

NIST SP 800-53, Security and Privacy Controls for Federal Information 

Systems and Organizations: NIST SP 800-53 provides guidelines for selecting 

and specifying security controls for federal government information systems. 

Ohio Revised Code 1347.15, Access rules for confidential personal 

information: This section of Ohio Revised Code (ORC) outlines what needs to 

be included in the rules that each state agency adopts under Chapter 119 of the 

Revised Code, regulating access to the confidential personal information the 

agency keeps, whether electronically or on paper. 

Ohio Administrative Policy IT-07, Electronic Records: Ohio Administrative 

Policy IT-07 establishes uniform electronic records guidelines for all state 

agencies; and supports the creation and maintenance of electronic records to 

ensure integrity, usability and survivability. 

Ohio Administrative Policy IT-13, Data Classification: Ohio Administrative 

Policy IT-13 provides a data classification methodology to state agencies for the 

purpose of understanding and managing data and information systems with 

regard to their level of confidentiality and criticality. 

Ohio IT Standard ITS-SEC-01, Data Encryption and Cryptography: Ohio IT 

Standard ITS-SEC-01 defines the minimum requirements for cryptographic 

algorithms that are cryptographically strong and are used in security services that 

protect at-risk or sensitive data as defined and required by agency or state 

bulletin, policy or rule. 

DAS Policy 2100-07, Incident Response: DAS Policy 2100-07 defines the 

requirements for an enterprise and an Ohio Department of Administrative 

Services information security and privacy incident response capability. 

DAS Policy 2100-08, Risk Assessment: DAS Policy 2100-08 provides risk 

assessment requirements for DAS-managed system assets. The requirements 

address preparing for, conducting, communicating and maintaining a risk 

assessment. 

DAS IT Standard DAS-ITS-2100-12-A, Auditable Events: DAS IT Standard 

DAS-ITS-2100-12-A provides requirements to DAS technical teams that will allow 

for the consistent implementation of auditable event standards across information 

systems. 

DAS IT Standard DAS-ITS-2100-12-B, Application Security Log Output 

Standard: DAS IT Standard DAS-ITS-2100-12-B provides requirements to Ohio 

Department of Administrative Services technical teams that will allow for the 

consistent implementation of application audit log output standards. 
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5.0 POLICY 

Information systems shall be configured to produce, store, and retain audit records for 
specific system, application, network, and user activity. Procedures shall be developed to 
guide the implementation and management of audit controls. The procedures shall be 
consistent with applicable laws, Executive Orders, directives, policies, regulations, 
standards, and guidance. In addition, audit procedures shall be reviewed annually and 
updated as necessary.  

5.1 Auditable Events (AU-2): Information systems shall be configured to generate an 

audit record for a pre-defined set of events that are adequate to support after-the-fact 

security incident investigations. The selection of auditable events shall be based 

upon the results of a data classification assessment that is conducted in accordance 

with Ohio Administrative Policy IT-13, “Data Classification,” a  risk assessment 

conducted in accordance with DAS Policy 2100-08, “Risk Assessment,” and a 

Privacy Impact Assessment conducted in accordance with Ohio Revised Code 

(ORC) 1347.15. These assessments shall identify which events require continuous 

auditing, and which events require auditing in response to specific situations in 

accordance with DAS IT Standard DAS-ITS-2100-12, “Auditable Events.” 

5.1.1 Auditable Events Review: Auditable events and review frequencies shall be 

documented. The documentation shall be evaluated on an annual basis and 

updated as necessary. 

5.1.2 Minimum Event Audit Requirements: At a minimum, event audit 

requirements shall include recording the date, timestamp, logon/logoff and 

failed access attempts for operating systems, databases and applications. 

5.1.3 Privileged Functions: Privileged functions, including changes in the status 

of auditable events, shall generate audit records and shall be audited.  

5.1.4 Changes by Authorized Individuals: Only authorized personnel shall be 

allowed to make changes to the audit system. Changes to the audit system 

may include adjustments to capture more or less information to comply with 

investigation requirements, as well as modifications that would facilitate audit 

reduction, analysis and reporting. 

5.1.5 Systems Capability and Auditable Events: Systems shall have the 

capability to meet any legal requirements for logging and other accounting of 

user activities. 

5.1.5.1 Systems maintaining confidential personal information (CPI) 

within the scope of ORC 1347.15 shall have a mechanism for 

recording specific access by agency employees to CPI. For 

example, the recording mechanism may include application logging 
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access or passing the employee’s identifier to the database using a 

monitoring tool.  

5.2 Content of Audit Records (AU-3): Information systems shall have the capability 

to include specific information in audit records. Audit records shall contain 

sufficient information to establish what events occurred, when the events 

occurred, the source of the events, the identity of any user associated with the 

event and the event outcome. 

5.2.1 Centralized Management of Audit Record Content: Audit logs shall 

be forwarded to a centralized audit management system. 

5.3 Audit Storage Capacity (AU-4): A sufficient amount of information system 

storage capacity shall be allocated for audit records. Information systems shall 

be configured to reduce the likelihood of audit records exceeding such storage 

capacity. 

5.4 Response to Audit Processing Failures (AU-5): Information systems shall 

provide the capability to generate information system alerts and send them to the 

appropriate personnel in the event of an audit failure or audit storage capacity 

being reached. In the event of an audit processing failure, the system shall 

shutdown or provide limited functionality, based on the outcome of the risk 

assessment conducted in accordance with DAS Policy 2100-08, “Risk 

Assessment.” 

5.5 Audit Review, Analysis and Reporting (AU-6): Information system audit 

records shall be regularly reviewed and analyzed to identify unauthorized, 

inappropriate, unusual, or suspicious activity. Such activity shall be investigated 

and reported to the appropriate officials, in accordance with DAS Policy 2100-07, 

“Incident Response,” and agency incident response procedures.  

5.5.1 Frequency of Review and Analysis:  As a minimum, audit records shall 

be reviewed and analyzed at least weekly by the system owner, and 

reporting shall be directed to the appropriate contacts. 

5.5.1.1 Risk Escalation: If there is an increased risk to operating 

systems, databases or applications, review and analysis shall be 

performed more frequently. 

5.5.2 Integrate Alert Processes: Audit review, analysis and reporting 

processes shall be integrated to support investigations and subsequent 

responses to suspicious activities. 
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5.5.3 Correlate Audit Repositories: Audit records shall be analyzed and 

correlated across different repositories to gain organizational situational 

awareness.  

5.6 Audit Reduction and Report Generation (AU-7): The centralized audit 

management system shall automatically process audit records for events of 

interest based upon selectable event criteria. The system shall also summarize 

the auditable events.  

5.7 Timestamps (AU-8): Audit records shall employ timestamps for use in audit 

record generation. Timestamps of audit records shall be generated using internal 

system clocks that are synchronized to a recognized network time protocol 

source. 

5.8 Audit Information Protection (AU-9): Audit information and audit tools shall be 

protected from unauthorized access, modification, and deletion.  

5.8.1 Audit logs shall be protected from unauthorized modification, access, or 

deletion while online and during offline storage: 

5.8.1.1 Only authorized system administrators, and the designated 

security personnel for the system, are permitted access to audit 

logs and audit tools.  

5.8.1.2 Audit logs containing sensitive information, such as CPI or 

personally identifiable information (PII), shall be encrypted. 

5.8.2 Frequency: A monthly review of audit logs and access shall be executed 

to detect any instances of unauthorized access, modification or deletion. 

5.9 

5.10 

5.11 

Nonrepudiation (AU-10): Information systems shall protect against an individual 

falsely denying having performed a particular action. 

Audit Record Retention (AU-11): Audit records shall be retained to provide 

support for after-the-fact investigations of security incidents and to meet 

regulatory and record retention requirements. Electronic record management 

requirements are outlined in Ohio Administrative Policy IT-07, “Electronic

Records.”   

Audit Generation (AU-12): The information system provides audit record 

generation capability for the auditable events defined in Section 5.1. Audit 

records shall be generated for the events defined in Section 5.1 with the content 

defined in Section 5.2. System Owners shall select which events are to be 

audited by specific components of the information system. 

Page 5 of 8 



AUDIT AND ACCOUNTABILITY POLICY 2100-12 

Service, Support, Solutions for Ohio Government 
The State of Ohio is an Equal Opportunity Employer 

6.0 PROCEDURES 

None. 

7.0 COMPLIANCE 

As of the effective date of this policy, some DAS data, service, and system owners are 
unlikely to be completely aligned to the audit and accountability requirements outlined in 
the policy. A general implementation framework for the requirements of this policy 
includes: 

7.1 The audit and accountability requirements for existing information systems shall be 
implemented within six months from the effective date of the policy. 

7.2 All planned and future DAS information system development initiatives shall 
immediately comply with the audit and accountability requirements outlined in this 
policy. 

8.0 DEFINITIONS 

Accountability - The security goal that generates the requirement for actions of an entity to 
be traced uniquely to that entity.1 

Audit - A review and examination of information system records and activities to assess the 
adequacy of system controls, to ensure compliance with established policies and 
operational procedures, and to recommend necessary changes in controls, policies, or 
procedures.2 

Audit Logs - A record showing who has accessed a computer system and what operations 
have been performed during a given time period. Audit logs are useful both for maintaining 
information technology security and recovering lost transactions. 

Audit Records - A compilation of details of an action performed by a system user or 
process that is captured by an information system in an effort to create an audit trail of 
system activity. This activity can include system changes, as well as capturing details 
associated with viewing records contained in a system. Audit records often include, but are 
not limited to, information such as date/time stamps, user identification, action attempted, 
success and/or failure of action. 

Audit Reduction - Concept designed to reduce the volume of audit records to facilitate 
manual review. This principle is often used to remove audit records generated by a 

1 Nieles, Michael, Kelley Dempsey, Victoria Yan Pillitteri,  “NIST Special Publication 800-12 Revision 1, An 
Introduction to Information Security,” U.S. Department of Commerce National Institute of Standards and Technology, 
June, 2017 <https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-12r1.pdf>. 
 2 “NIST Special Publication 800-32, Introduction to Public Key Technology and the Federal PKI Infrastructure,” U.S. 
Department of Commerce National Institute of Standards and Technology, February, 2001 
<https://csrc.nist.gov/publications/nistpubs/800-32/sp800-32.pdf>. 
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specified class of events known to have little security significance. For example, records 
generated by nightly backups may be determined to provide little or no security 
significance; and therefore, would not be considered when assessing security events. 

Auditable Events - Actions performed by a system user or process which results in an 
audit record being written to an audit log. 

Confidential Personal Information (CPI) - Personal information that falls within the scope 
of section 1347.15 of the Ohio Revised Code and that an agency is prohibited from 
releasing under Ohio’s public records law. 

Incident - A security incident threatens the confidentiality, integrity or availability of state 
information resources. 

Information System - A discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of information.3 

Nonrepudiation - Protection against an individual falsely denying having performed a 
particular action. Provides the capability to determine whether a given individual took a 
particular action such as creating information, sending a message, approving information, 
and receiving a message. 4 

Personally Identifiable Information (PII) - “Personally identifiable information” is 
information that can be used directly or in combination with other information to identify a 
particular individual. It includes: 

• a name, identifying number, symbol, or other identifier assigned to a person,
• any information that describes anything about a person,
• any information that indicates actions done by or to a person,
• any information that indicates that a person possesses certain personal characteristics.

Privileged Functions - Security-relevant functions that ordinary users are not typically 
authorized to perform. Privileged functions are often associated with network and/or system 
administrators and accounts with root-level authority. 

Service Owner – A service owner is responsible for the delivery (design, performance, 
integration), continual improvement and management of assigned IT services. 

3 “NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal Information Systems 
and Organizations,” U.S. Department of Commerce National Institute of Standards and Technology, April, 2013 
<https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf>. 
4 Ibid. 
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User - An individual or (system) process authorized to access an information system.5 

9.0 INQUIRIES 

Direct inquiries about this policy to: 

Office of Information Security & Privacy 
Office of Information Technology 
Ohio Department of Administrative Services 
30 East Broad Street, 19th Floor 

1.614.644.9391 | state.isp@das.ohio.gov 

DAS Policies may be found online at 
https://das.ohio.gov/technology-and-strategy/policies 

Additional information regarding the Office of Information Security & Privacy 
may be found online at https://das.ohio.gov/technology-and-strategy/
information-security-privacy. 

10.0 REVISION HISTORY 

Date Description of Change 
12/22/2017 Original Policy 

12/04/2018 Conducted scheduled maintenance review, no changes were made to 
the policy as a result. 

02/26/2020 Updated the policy template to align with the current format. 

06/22/2021 Conducted routine maintenance review of citations and references. 

06/22/2022 Scheduled Policy Review. 

11.0 ATTACHMENTS 

None. 

5 “FIPS 200, Minimum Security Requirements for Federal Information and Information Systems.” Federal Information 
Processing Standards Publication (FIPS) March 2006. <https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf>. 
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