Supplement N:

State Architecture and Computing Standards
Requirements

State Security and Privacy Requirements
State IT Computing Policy Requirements

State Data Handling Requirements

State of Ohlo Department of Administrative Services / Office of Information Technology
Supplement 4 State Dato Hondling, Security and Privacy Requirements

Page |1



Contents

State Archltecture and Computing Standards Requlraments.............c.cccceeeeeirecimensccsmenssnsemsnsemsnnaees . 1
State Securlty and Privacy Requiréments ...........cccinnsimmimmm s s s s sossumesmsons R emsessteasremsma s an s ansemna 1
State IT Computing Pollcy Requiraments..............ccccimiinimn s secsansnmsncnns COTANE b e AR AR AR SRS R R RS 1
State Data HandlINg ROCQUIFSMBITS ....vicusierisssaissiassmssinssemsninsssss ssanssasssnssssssisasensstanssas ss 1assnsasnssns sanssssmsnsssns sranansas sesummsmamsnnnsmsnssns . |
1. Overview and Scope........ccccemercemseesenisens

2. State Archltecture and Computing Standards Requirements..............

2.1. ROGUINGIMEITS OVEBIVIEW ..o e ceiesrmsessnsrsn e sns b sesms sesa s saaa s asa 18R E AR R HARa R AR S ARE AR AR RN RRRRE P AR RN RERE R4 PR ERA RO PR T PR RS DR BRSO PeSR R
21.1. State OF Ohlo StANCAMS .......cc.cccierreieirrrer s sesre e st s iessrses s sem e EEES 4R PO Ea R AR RS R 842§ Ra SR F S RRRS b RRRR R SRR Sumem b muna maEBa T

21.2. Offeror ReBponSIbIltIES ........ccuicerrineeeiamssesmsmmraemsniseensssens sasssernessns nsssssansssanssns snsns esme nsmnn e nmsnsns ssmsses bnass

2.1.3. State INfTASUUCIUNE SEIVIOES ... .cviee ceeremcieesemesnesmsmassmsmss s essen s essemsssssns smsanssmssnssmess nsemsesas smssessas aeESRS R BRESETRS

22, Compute Requirements ...........ccuoieeemmsenenecsnsnseaees

2.21. Cllent COmMPULNG......cccsme s ssssniees

222 Server/ 08 ... e

2.23. Ohio Cloud: Hypervisor Environment....

2.3. Storage and Backup Requirements......

2,3.1. Storage Pools
232 Backup....

24. Netwoﬂclng Requlremenls Local Alaa Network (LAN) I Wlde Area Network (WAN)

25. Applicetion ReQUINEMENtS ......cceeiierseeiirniinsmasmsss nsmna mssssassssnsssss snasssns snsms samsnssmsessasensmessnss

25.1. Application Platforms...... eeeeatemaseemsemeasimeseseimessatsaEEiREReEeaR BESEan nEsmna RnREnnae s

25.2 Open API'S........ccoevvermmreerrstmsssanisssisannans

2.5.3. SOA (Service Orlented ArchItaCtUre)...........ccoceeicemsicnsmss s e s s ssessaa s s e sa e s s nms s

26. Databans PIAFONMEB..... ... oo e isesmesemerisnisansas s ssssssnssns ssmsns nmssnass smnsassnasnns

2.7. Enterprise Application Services ... s s s e s

2.71. Health and Human Services: integrated EligIbIlIfy ...........ccc.cceimiimsscninssenseissnnansamsessenienes PP -

2.7.2. The Ohlo Business GateWaY (OBG).......uuurwousressrsriasssessrasssserssssasssessessassssss s ssessasses sessas sessnss sessss s sssedbassb 168 PARTA1 RSS2 RS RS2 BES DR S 2R RERS SRR EREE 8
2.1.3. IT SOrVICEH MANMBGEIMIBIL t1riieiariversestretsrsrsnnstnansans iassanssasnnsnsanmssassansssns nssns snmssssnsss s sas saesas saassasisne sone s bunan s Hnbun tmnans 10 Huneun muunssunsunsnudd HEIIRRSE 8
28. Productivity, Administrative and Communication ReQUIFEMEeNtS .............ccsiammesmmsieim s s s s s ssese s sssas sassess e
28.1. COMMUNICALION SBIVIOBE. ... c..ccceeeerceiiceeseamesrscs e snsnssmsn s sresssemesansmens smeses SU0 848 PREREEBEIR S FRRRS SR ERRS 14 AR RRR S RERSE AR SRR ER EEREEm S EEEERAAE OO EBREDRO RSO SE s annEnn s 8
3. General State Securlty and Information Privacy Standards and Requirements...........cccummmmimssmmsmmns 9
3.1. State Provided Elements: Contractor Responsibllity Consldergtions............c e sesssesssesessssasssessesarsasenss 10
3.2. Periodic Seourity @nt PrVACY AUIES ..........ouccorssrerssesmmsnens s sasassasesnassesss sessas sesess sas seses s mssnss s smssnss s emsbins rabds 4419420200t sn08E s anmsmn nmsnnsrans 11
3.3. Annual Securlty Plan: State and Contractor ObIIGAUONS ... e ssmessesmsamsssassmsssessmsacsmssnssmmsanessasssne msmsanamssnns sssnnssssssnsmsssasmnsasnssspeas 1
34. SHaLE NEIWOIK ACCEEE (VPN ... oor et eercreeernisnemsessesranssnsms sessesmssemssasassassrsesbs B EASR ERERE S RRRS SRS SRARS S RER SRR B RRRERSBRERE S RE RS EORERS S Henm s nmREnm wmrm s 12
3.5. Security and Data ProtBCHON. ..o e crrims s smcr s e s ernne sesas i sassne st e s er e e nm e R BB OR R SRR R R R AR AR 13
3.6. State Information TachnOIogY PoOlICIBB...cuurirmmemniremnisrsnssrssnisesesnssesss sesnnssrssas smssssssssesmsassne sssans famssnnsnmsnssasmus smvssms srd HHASERAL PR DR OLS 13
4. State and Federal Data Privacy ReqUIreMeNts.......cccvuiisieimmsimsamssmsmmsisssnssasasarnnsssasnass ssssansmsssssmssn snansmsnnios S — 14
4.1. Protection OF STALE DAUE .......ccccusereerrrevrrennramrsnisesmesmessasmssssssnsemssessssmssnssassd 1HEIFEPBYIFEER 1 §0aEAENS SRR ERE S PR SN §HE AR 4 ERLARP RO RO RO SRR manRn R mnm nnes 14
42, HANAING the STALE S DBEEA.....cceu creriessressesranssnranssessn e sms sessesanee 180 80s 8e RS S ERE R L RR RS ERRR RER RS SRR AERRRS S RERE RS PRR SRS BE SRR A RRn s BeREnm s RE e nmE e nannsnb B 15
4.3. Contractor Access to State Networks Systems and Data ..........ciicnismisncmiensunmasmenemss e s s s s sssressn sssnas s 16
4.4, Portable Devices, Data Transfar and Metla ..........cciurveeiirsiiasnisammissessesissses ssss s onsms sesssssessssss sasessns s5sans asan e sesmnns samassns s mnmsn s avans roaed 17
4.5. Limited Use; Survival of OblIGRHONS. .......cuseiseissimsimamsernssmsenansessniasessniassnssnssstsamsassessasnansarsessssssnassnases AT
4.6. DISPOBAL OF PSSl 1eisrinscnsensiarensimiensemusnnmaseme o ma  aescmd a8 182 LR R 2R PR PRSP SR SRS R s 17

4.7. [Ty T P ToTTTIrTTor T T I 17
4.8. Prohlbltion on Off-Shore and Unapproved ACCESS..........c.cx s s sssses e 1T
4.9. Background Check of CONrACtOr PBIBOMMAL...........ccouimusersrsssmsrsssmsmnssesesssmsssssses s sess e sas 44044 1A DY 1828 nms emnanns sennsseaea s HERRE BRRRS Bas SR snES 18
4.10. Federal Tax Information.. . e 18
§. Contractor Responslbllltles Relatad to Reporting of COncams. lssues am:l sgcurltylPrIvacy Issues ....................... 20
5.1. LT T - | PP PSP DP P
5.2. Actual or Attempted Access or DISClOSUre........ccc.cccc s iincncisecsniisanse

State of Ohlo Departmant of Adminlstrative Services / Office of Informatlon Technology
Supplement 4 State Data Handling, Securlty and Privacy Requirements Page |2



5.3.
5.4.

8.1.
6.2.
6.3.
6.4.
8.5.
6.6.
6.7.
6.8.

Unapproved Disclosures and Intruslons: Contractor ResponsIbIIHes..............sssasesrsmnmsesrsemssnnsssssss sesesssessessssssssmse s snmssenssnms 20
Security Breach Reporting and Indemnification Requirements ... vasurmmmimmmmn i st sssnas sassmassessaninssssss sesss s sssasms sessasnes 21

Security Review Services............ L e R RRE NARER 4R 8RR AR R RS4R8B4 SRR RS R RAR £ £ e AR R me e men AR E R AR 21

Hardware and Software Aseets
Security Standards by Davice and ACCESE TYDB......cumsieimeessimisimniiimssns snssme anss sesssnss srasnse s snanasprsnas sesessasasens s nms
BOUNGATY DIBfBNBEB.......ceec . cememirmemremsseimse e aasa s o0 s r e SeaR AR RAE e EE RN RSN R SRS RREBRS E B 00 S8 AR FmaE v wm e ann s 1EAE
AUDIE LOG REVIBWS .......ccicerioesretnsssesassasssssssss sessssssuess sassans s sasasss sesessvessus assns 400 9EERITS LS ama bhSRES SRRRSE 1R AER SRRA A sERBRSIRRSRESE
Application Software SeCUMLY ... i reisnin i imsessne s smsann s smsan s sne sanse s sasss seses ensses snsms e e TR 04 S

System AdmMiniStrator ACCOBE .....uuursiieesrsesserassessras e 1ae 1800180180018 1 vasanannsanesmnsnmsnmsannsemsan smssnsrnnsbesbpasnss nmsss san

ACCOUNt ACCEBE PHVIIBGES 1. euvrrsnssnsrsnssmssmsssmssmsssmssmsssassonssmssasanassanss sassnas sassn sanmssn sasnns snsssnssnsentsaaes

Additional Controls and Responsibilitles

State of Ohlo Department of Administrative Services / Office of Information Technology
Suppiement 4 State Dota Handling, Securlty and Privacy Requirements Page |3



1. Overview and Scope

This Supplement shall apply to any and all Work, Services, Locations and Computing Elements that the Contractor
will perform, provide, occupy or utilize in conjunction with the delivery of work to the State and any access of State
resources in conjunction with delivery of work.

This scope shall specifically apply to:

= Major and Minor Projects, Upgrades, Updates, Fixes, Patches and other Software and Systems inclusive
of all State elements or elements under the Contractor's responsibility utilized by the State;

= Any systems development, Integration, operations and maintenance activities performed by the Contractor;
»  Any authorlzed Change Orders, Change Requests, Statements of Work, extensions or Amendments to
this agreement;
= Contractor locations, equipment and personnel that access State systems, networks or data directly or
indirectly; and
= Any Contractor personnel, or sub-Contracted personnel that have access to State confidential, personal,
financial, infrastructure details or sensitive data.
The terms in this Supplement are additive to the Standard State Terms and Conditions contained elsewhere in this
agreement. In the event of a conflict for whatever reason, the highest standard contalned in this agreement shaill
prevall.

2. State Architecture and Computing Standards Requirements

2.1. Requirements Overview

Offerors responding to State issued statement of work (SOW) requests, and as Contractors performing the work
following an award are required to propose solutions that comply with the standards outlined in this document. In
the event of a conflict with any published Standard, a variance may be requested, and the Offeror must show
sufficient business justification for the varlance request. The Enterprise IT Architecture Team wili engage with the
Contractor and appropriate State stakeholders to review and approve / deny the variance request.

2.1.1. State of Ohlo Standards

The State has a published Core Technology Stack as well as Enterprise Design Standards as outlined in this
document and, due to State preferences, are subject to improvements and change. The State also provides
numerous [T Services in both the Infrastructure and Application categories, as outlined in the State's IT Services
Catalog at: http://das.ohio.gov/Divisions/InformationTechnology/StateofOhiol TServiceCatalog.aspx

2.1.2. Offeror Responsibilities

Offerors can propose on-premise or cloud-based solutions. When proposing on-premise solutions, vendors must
comply with State requirements including using the State’s Virtualized Compute Platform. Unless otherwise
specified in the SOW request, offerors proposing on-premise solutions are required to install third party
applications on State provided compute platforms. Dedicated server platforms are not compliant with the State’s
Virtualization Requirements.

Hardware and storage (memory, speeds, cpu and other configuration details} should be proposed to adhere to
established State standards (generally VMware based system images for x86 environments) and or virtualized
Oracle Exadata/Exalogic frames and components unless otherwise specified In the SOW Request.

In addition, Offerors are required to take advantage of all published IT Application Services where possible, i.e.
Enterprise Service Bus, Content Management, Enterprise Document Management, Data Warshousing, Data
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Analytics and Reporting and Business Intelligence. When dedicated Application components are required, i.e.
Application Servers, Databases, etc., they should comply with the Core Technology standards.

2.1.3. State Infrastructure Services

The State of Ohio’s Office of Information Technology Infrastructure Services Division (OIT/ISD) will be responsible
for providing the technical infrastructure platform as a service to the Contractor and will host the Contractor
developed software and operating solution following the conclusion of the project for on-premise solutions. In
general, this service includes the following:

Primary Computing Facility: State of Ohio Computing Center (secure Tier lll capabie facllity)
Alternate/Disaster Recovery Center: Ohio Based Secure Tier Il facility

Redundant Networking between State facilities and Data Centers (Metro-E to 10Gb/s OARnet)

Physical and Infrastructure Security Services

Redundant Power, Cooling, Fire Suppression and onsite Redundant UPS/Power Generation

Servers, Storage, Networking Devices, Firewalls, Security Appliances, Vulnerability and Virus Scanning to
the operating system prompt

* Binding SLAs regarding performance, availability, reliability, provisioning and systems administrative

access

The State of Ohio will provide ITIL based services in support of the Contractor as follows:

2.2,

‘Stale Infrastructure Responsibility Matrix
Asaet Management Enhrprlso Security Managemsnt

= Hardware Asset Tracking Emergency Response Service
= Software Assst Tracking = Threat Analysis
®  Logistics Support = Managed Intrusion/Detection/Prevention
*  Inventory Capture and Maintenance = System Securlty Checking

= Securlty Advisory and Integrity
Service Desk = Malware Dafense Management
" Help Dask Operations ®  Vulnerability Management
= Help Desk Tools =  |D Management
= Service Desk Procasses »  Securty Pollcy Management

= Securty Compllance Support

| = Security Audit
Server Management Data Center and Wide Area LAN/WAN Management
' Platform Support (Tools/Processes Procedures) = Enterprise Internet Services
s Unixintel Servers *  Regulatory/Change Management
*  Incident Management »  Network Engineering
a  Server Operations = Standards
= High Avallabllity = LANAWAN Management
= Flle Management = Network Operatlons and Management
Storage Planning »  Network Capaclty/Availabllity Management
= Capacity Management s Network HW/SW Management
= Storage Performance Management = Network Securlty
_ = Network MIA/G/ID
Data Center Architecture Planning Data Center Facllities Management
' Hardware/Facililes Planning = Site Malntenance and Operations
= Unix/intel Servers = She Availability Management
' Platform Configuration Management =  Routine Maintenance and Upgrades
*  Performance Managsment ®  Non-Technlcal Services (parking lot, landscaping, snow
= Capacity Management removal etc.)
= Batch Operations/Scheduling
= Storage Management
= Backup/Restore
®*  Media Management, Medla Operations, Offsite
Storage

Compute Requirements
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2.2.1. Client Computing

Offerors musgt not propose solutions that require custom PC's, Laptops, Notebooks etc. Unless otherwise
specified in the SOW request, the State will source its own Client computing hardware and the Offeror's proposed
solutions are required to be compatible with the State’s hardware.

2.2.2. Server/0S

Offerors must propose solutions that comply with the State's supported Server / OS versions.
The following are the State's Required Server and OS versions.

Table 1 - Supported Server/OS versions

Operafing Systen Varsion Edition
Microsoft Windows Server @2. 2012 R2 Stanaard, Enterprise, & Datacenter
RedHat Linux 7 Enterprise
SUSE Linux 11 Enterprise
1BM AIX 7.1
Oracle Enterprise Linux Enterprise

When Offerors are proposing on-premise solutions, these solutions must comply with the State's supported Server
Compute Platforms.

The State hosts and manages the Virtual Server hardware and Virtualization layer. The State Is also responsible
for managing the server's Operating System (OS). This service includes 1 virtual CPU (vCPU), 1 GB of RAM and
50 GB of Capaclty Disk Storage. Customers can request up to 8 vCPUs and 24GB of RAM.

For Ohlo Benefits and the Ohlo Administrative Knowledge System (OAKS) — Exalogic Version 2.0.6.0.2
2.2.3. Ohio Cloud: Hypervisor Environment

2.3. Storage and Backup Requirements

2.3.1. Storage Pools

The State provides three pools (tlers) of storage with the ability to use and allocate the appropriate storage type
based on predetermined business criticality and requirements. Storage pools are designed to support different I/O
workloads.

When Offerors are proposing on-premige soiutions, these solutions must take advantage of the State’s Storage
Service Offerings.

The pools and their standard use cases are below:
Table 2 — State Supported Storage Pools

Storage Pool —Availability — Prricrii

. " | Performance pool sulted for high avaliability appiications, with high YO
Performancs - Highest fast (databases).
General High Fast (General pool suitable for file servers, etc.
. Capaclty pool sultable for file servers, Images and backup / archive). Not sulted
Capacity High Average for high randem 1/O.

2.3.2. Backup
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When Offerors are proposing on-premise solutions, these solutions must take advantage of the State's Backup
Service Offering.

Backup service uses IBM Tivoli Storage Manager Software and provides for nightly backups of customer data. It
also provides for necessary restores due to data loss or corruption. The option of performing additional backups,
archiving, restoring or retrieving functions is available for customer data. OIT backup facilities provide a high
degree of stability and recoverability as backups are duplicated to the alternate site. All critical production systems
must also use the State's DR facility.

24. Networking Requirements: Local Area Network (LAN) / Wide Area Network (WAN)

Offerors must propose solutions that work within the State’s LAN / WAN infrastructure.

The State of Ohio’s One Network is a unified solution that brings together Design, Engineering, Operations,
Service Delivery, Security, Mobllity, Management, and Network Infrastructure to target and solve key Government
challenges by focusing on processes, procedures, consistency and accountability across all aspects of State and
Local Government.

Ohio One Network can deliver an enterprise network access experience for their customers regardless of location
or device and deliver a consistent, reliable network access method.

The State provides a high bandwidth internal network for internal applications to communicate across the State’s
LAN / WAN infrastructure. Normal traffic patterns at major sites should be supported.

Today, the State’s WAN (OARnet) consists of more than 1,850 miles of fiber-optic backbone, with more than 1,500
miles of it operating at ultrafast 100 Gbps speeds. The network blankets the state, providing connectivity to all
State Government Agencies.

The State of Ohio Network infrastructure utllizes private addressing, reverse proxy technology and Network
Address Translation (NAT). All applications that are to be deployed within the infrastructure must be tolerant of
these technologles for both internal product interaction as well as external user access to the proposed system,
infrastructure or application.

The State Network team will review applications requirements involving excessive bandwidth {l.e. voice, video,
telemetry, or applications) deployed at remote sites.

2.5. Application Requirements
2.5.1. Application Platforms

When Offerors are proposing on-premise solutions, these solutions must be developed in open or industry
standard languages (e.g. Java, .NET, PHP, etc.)

2.5.2. Open APl's

Proposed vendor applications must be developed with standards-based Open API's. An open APl Is an
application program interface that provides programmatic access to software applications. Proposed vendor
applications must describe in detail all available features and functicnality accessible via APls.

2.5.3. SOA (Service Oriented Architecture)

When Offerors are proposing on-premise solutions, these solutions must be developed using a standards-based
Service Oriented Architecture {SOA) model.
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2.6. Database Platforms

Proposed vendor application designs must run on databases that comply with the State’s supported Database
Platforms.

= DB2 Version 10

= SQL 2012 or higher

= ORACLE 11gand 12C

»  Exadata Version 11.2.3.2.1

2.7. Enterprise Application Services

The State of Ohio Oifice of Information Technology (OIT) provides a number of Enterprise Shared Services to
State agencles as outline in the IT Services Catalog available at:
hitp:fidas.ohig. ivisions/Inform Technol fOhiol T Servi log.aspx

At a minimum, proposed vendor application designs that include the following Application Services must use the
Application IT Services outlined in the IT Services Catalog.

2.7.1. Health and Human Services: Integrated Eligibility

The Integrated Eligibility Enterprise platform provides four key distinct technology domains / capabilities:

»  Common Enterprise Portal — includes User Interface and User Experience Management, Access Control,
Collaboration, Communications and Document Search capability

* Enterprise Information Exchange - includes Discovery Services (Application and Data Integration, Master
Data Management (MDM) Master Person Index and Record Locator Service), Business Process
Management, Consent Management, Master Provider Index and Security Management

* Analytics and Business Intelligence — Integration, Analysls and Delivery of analytics In the form of alerts,
notifications and reports

= Integrated Eligibility — A common Enterprise Application framework and Rules Engine to determine
eligibility and benefits for Ohio Public Benefit Programs

2.7.2. The Ohio Business Gateway (OBG)

The Ohio Business Gateway (OBG) offers Ohio's businesses a time-and money-saving online filing and payment
system that helps simplify business' relationship with Government agencies.

* New Business Establishment — Provides a single, portal based web location for the establishment of new
businesses in Ohlo, file with the required State agencies and ensure that business compiiance
requirements of the State are met.

=  Single Point Revenue and Fee Collection - Manage payments to State’s payment processor (CBOSS) and
broker payment to multiple agencies while creating transaction logs and Business Customer “receipts”.

= One-Stop Filing and Forms - Provides guides and forms to Business Users through complex transactions
that have multiple steps, forms and / or flling requirements for users on procedures to complete the
process including Agencies and (if applicable) systems they will need to interact with.

= Scheduling and Reminders - Notify Business Customers of a particular event that is upcoming or past due
(Filing due) using a “calendar” or “task list” metaphor.

*  Collections and Confirmations — Provides a Payment Card Industry (PCI) certified web-based payment
solution that supports a wide range of payment types: credit cards, debit cards, electronic checks, as well
as recurring, and cash payments.

2.7.3. IT Service Management
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ServiceNow, a cloud-based IT Service Management Tool that provides internal and external support through an
automated service desk workflow based application which provides flexibility and ease of use. The IT Service
Management Tool provides workflows aligning with ITIL processes such as Incident Management, Request
Fulfiliment, Problem Management, Change Management and Service Catalog.

28. Productlvity, Administrative and Communication Requirements

2.8.1. Communication Services

The State of Ohio Office of Information Technology (OIT) provides a number of Enterprise Shared Services to
State agencles as outllned inthe IT Servlces Catalog avallable at:

At a minimum, proposed vendor application designs that include the following Communication Services must use
the Communication Services outlined in the IT Services Catalog.

Exchange

= Exchange Mail
= Office 365
= Skype for Business Instant Messaging & Presence
= Enterprise Vault
= Clearwell eDiscovery
* Exchange Weab Services
*  Bulk Mailing
= External Mail Encryption
= Qutbound Fax
= Mobile devices
EDVApplication Integration/Medicald EDI

Lyrls Listserv
On-premise application based FAX: eFAX

Fax2Mall js a "hosted” fax solution that allows agencies to seamlessly integrate inbound and outbound Fax with
thelr existing desktop E-mall and back-office environments. Fax2Malil is a “cloud-based” solution.

Volce over Internet Protocol (VoIP)

The CBTS VolP service, which is open to all agencies, boards, commissions, local governments and state
supported education Institutions, as well as State of Ohlo Cooperative Purchasing Program members, provides
core telephony, voice mail, collaboration, video, audio, and auto attendant functions to eligible customers. Optional
services including ACR, IVR, Call Center Solutions and SIP Trunking are also available.

3. General State Security and Information Privacy Standards and Requirements

The Contractor will be responsible for maintaining information security in environments under the Contractor's
management and in accordance with State IT Security Policies. The Contractor will implement an information
security policy and security capability as set forth in this agreement.

The Contractor's responsibilities with respect to Security Services will include the followlng:
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* Provide vulnerability management Services for the Contractor’s internal secure network connection,
including supporting remediation for identified vulnerabilities as agreed.

*  Support the implementation and compliance monitoring for State IT Security Policies.

* Develop, maintain, update, and implement security procedures, with State review and approval, including
physical access strategies and standards, ID approval procedures and a breach of security action plan.

* Manage and administer access to the systems, networks, System software, systems files and State data,
excluding end-users.

= Provide support In implementation of programs to educate State and Contractor end-users and staff on
security policies and compiianca.

= Install and update Systems software security, assign and reset passwords per established procedures,
provide the State access to create User ID's, suspend and delete inactive logon IDs, research system
security problems, maintain network access authority, assist in processing State security requests, perform
security reviews to confirm that adequate security procedures are in place on an ongoing basis, and
provide incident investigation support (jointly with the State ), and provide environment and server security
support and technical advice.

* Develop, implement, and maintain a set of automated and manual processes to ensure that data access
rules are not compromised.

= Perform physical security functions (e.g., identification badge controls, alarm responses) at the facilities
under the Contractor's control.

* Prepare an information Securlty Controls Document. Thigs document is the security document that Is used
to capture the security policies and technical controls that the Contractor will implement, as requested by
the State, on Contractor managed systems, supported servers and the LAN within the scope of this
agreement. The Contractor will submit a draft document for State review and approval during the transition
period.

The State will:

* Develop, maintain and update the State IT Security Policies, including applicable State information risk
policles, standards and procedures.

* Provide a State Single Point of Contact with responsibility for account security audits;

= Support intrusion detection and prevention and vulnerability scanning pursuant to State IT Security
Policies;

= Provide the State security audit findings material for the Services based upon the security policies,
standards and practices in effect as of the Effective Date and any subsequent updates.

= Assist the Contractor in performing a baseline inventory of access iDs for the systems for which the
Contractor has security responsibility;

=  Authorize User IDs and passwords for the State personnel for the Systems software, software tools and
network infrastructure systems and devices under Contractor management;

*  Approve non-expiring passwords and policy exception requests, as appropriate.
3.1. State Provided Elements: Contractor Responsibllity Considerations

The State Is responsible for Network Layer (meaning the internet Protocol suite and the open systems
interconnection model of computer networking protocols and methods to process communications across the IP
network) system services and functions that build upon State Infrastructure environment elements, the Contractor
shall not be responsible for the implementation of Security Services of these systems as these shall be retained by
the State.

To the extent that Contractor’s access or utilize State provided networks, the Contractor is responsible for adhering
to State policies and use procedures and do so in a manner as to not diminish established State capabilities and

standards.
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The Contractor will be responsible for maintaining the security of Information in environment elements that it
accesses, utilizes, develops or manages in accordance with the State Security Policy. The Contractor will
implement information security policies and capabilities, upon review and agreement by the State, based on the
Contractors standard service center security processes that satisfy the State's requirements contained herein.

The Contractor's responsibilities with respect to security services must also include the following:

* Support intrusion detection & prevention including prompt agency notification of such events, reporting,
monitering and assessing securlty events.

* Provide vulnerability management services including supporting remediation for identified vulnerabilities as
agreed.

»  Support the State IT Security Policy which includes the development, maintenance, updates, and
implementation of security procedures with the agency’s review and approval, including physical access
strategies and standards, ID approval procedures and a breach of security action plan.

* Support OIT in the Implementation, maintenance and updating of statewide data security policies, including
the State information risk policles, standards and procedures.

* Managing and administering access to the systems, networks, Operating Software or System Software,
(including programs, device drivers, microcode and related code supporting documentation and media
that: 1) perform tasks basic to the functioning of data processing and network connectivity; and 2) are
required to operate Applications Software), systems files and the State Data.

= Supporting the State in implementation of programs to raise the awareness of End Users and staff
personnel as to the existence and importance of security policy compliance.

* Installing and updating State provided or approved system security Software, assigning and resetting
passwords per established procedures, providing the agency access to create user ID's, suspend and
delete inactive logon IDs, research system security problems, maintain network access authority, assisting
in processing the agency requested security requests, performing security audits to confirm that adequate
security procedures are in place on an ongoing basis, with the agency's assistance providing incident
investigation support, and providing environment and server security support and technical advice.

* Developing, implementing, and maintaining a set of automated and manual processes so that the State
data access rules, as they are made known by the State, are not compromised.

* Performing physical securlty functions (e.g., Identification badge controls, alarm responses) at the facliities
under Contractor control.

3.2, Periodic Securlty and Privacy Audits

The State shall be responsible for conducting periodic security and privacy audits and generally utilizes members
of the OIT Chief Information Security Officer and Privacy teams, the OBM Office of Internal Audit and the Auditor of
State, depending on the focus area of an audit. Should an audit issue or finding be discovered the following
resolution path shall apply:

* If a security or privacy Issue is determined to be pre-existing to this agreement, the State will have
responsibility to address or resolve the issue. Dependent on the nature of the issue the State may elect to
contract with the Contractor under mutually agreeable terms for those specific resolution services at that
time or elect to address the issue independent of the Contractor.

* Forin-scope environments and services, all new systems Implemented or deployed by the Contractor shall
comply with State security and privacy policies.

3.3. Annual Security Plan: State and Contractor Obligations

The Contracior will develop, implement and thereafter maintain annually a Security Plan for review, comment and
approval by the State Information Security and Privacy Officer, that a minimum must include and implement
processes for the following items related to the system and services:

= Security policles
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Logical security controls (privacy, user access and authentication, user permissions, etc.)
Technical security controls and securlty architecture {communications, hardware, data, physical access,
software, operating system, encryption, etc.)

Security processes (security assessments, risk assessments, incident response, etc.)
Detail the technical specifics to satisfy the following:

Network segmentation

Perimeter security

Application security and data sensitivity classification

PHI and Pll data elements

Intrusion management

Monitoring and reporting

Host hardening

Remote access

Encryption

State-wide active directory services for authentication

Interface security

Security test procedures

Managing network security devices

Security patch management

Detailed diagrams depicting all security-related devices and subsystems and their relationships with other
systems for which they provide controls

Secure communications over the Internet

The Security Plan must detail how security will be controlled during the Implementation of the System and Services
and contain the following:

34.

High-level description of the program and projects
Security risks and concerns

Security roles and responsibilities

Program and project securlty policies and guidelines
Security-specific project deliverables and processes

Security team review and approval process

Security-ldentity management and Access Control for Contractor and State joiners, movers, and leavers
Data Protection Plan for personal/sensitive data within the projects
Business continuity and disaster recovery plan for the projects
Infrastructure architecture and security processes

Application security and Industry best practices for the projects
Vulnerability and threat management plan (cyber security)

State Network Access (VPN)

Any remote access to State systems and networks, Contractor or otherwise, must employ secure data
transmission protocols, including the secure sockets layer (SSL) protocol and public key authentication, signing
and encryption. In addition, any remote access solution must use Secure Multipurpose Internet Mail Extensions
(S/MIME) to provide encryption and nen-repudiation services through digital certificates and the provided PKI.
Multi-factor authentication is to be employed for users with privileged network access by leveraging the State of
Ohio RSA solution.
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3.5. Security and Data Protection.

All Services must also operate at the [moderate level baseling] as defined in the National Institute of Standards
and Technology (“NIST") 800-53 Rev. 3 [moderate baseline requirements], be consistent with Federal Information
Security Management Act (“FISMA") requirements, and offer a customizable and extendable capability based on
open-standards APIs that enable integration with third party applications. Additionally, they must provide the
State’s systems administrators with 24x7 visibility into the services through a real-time, web-based “dashboard”
capability that enables them to monitor, in real or near real time, the Services’ performance against the established
SLAs and promised operational parameters.

3.6. State Information Technology Policies

The Contractor is responsible for maintaining the security of information in environment elements under direct
management and In accordance with State Security policies and standards. The Contractor will inplement
information security policies and capabilities as set forth in Statements of Work and, upon review and agreement
by the State, based on the Offeror's standard service center security processes that satisfy the State’s
requirements contained herein. The Offeror's responsibilities with respect to security services include the following:

= Support Intrusion detection & prevention including prompt agency notification of such events, reporting,
monitoring and assessing securlty events.

*  Support the State IT Security Policy which includes the development, maintenance, updates, and
implementation of security procedures with the agency’s review and approval, including physical access
strategies and standards, ID approval procedures and a breach of security action plan.

= Managing and administering access to the Operating Software, systems files and the State Data.

* Installing and updating State provided or approved system securlty Software, assigning and resetting
administrative passwords per established procedures, providing the agency access to create
administrative user ID's, suspending and deleting inactive logon IDs, researching system security
problems, maintaining network access authority, assist processing of the agency requested security
requests, performing security audits to confirm that adequate security procedures are in place on an
ongoing basis, with the agency’s assistance providing incident investigation support, and providing
environment and server security support and technical advice.

= Developing, implementing, and maintaining a set of automated and manual processes so that the State
data access rules are not compromised.

= Where the Contractor identifies a potential issue in maintaining an “as provided™ State infrastructure
element with the more stringent requirement of an agency security policy (which may be federally
mandated or otherwise required by law), identifying to agencies the nature of the issue, and if possible,
potential remedies for consideration by the State agency.

= The State shall be responsible for conducting periodic security and privacy audits and generally utilizes
members of the OIT Chief Information Security Officer and Privacy teams, the OBM Office of Internal Audit
and the Auditor of State, depending on the focus area of an audit. Should an audit issue be discovered the
following resolution path shall apply:

* If a security or privacy issue is determined to be pre-existing to this agreement, the State will have
responsibility to address or resolve the issue. Dependent on the nature of the issue the State may elect to
contract with the Contractor under mutually agreeable terms for those specific resolution services at that
time or elect to address the issue independent of the Contractor.

=  If over the course of delivering services to the State under this Statement of Work for in-scope
environments the Contractor becomes aware of an issue, or a potential issue that was not detected by
security and privacy teams the Contractor is to notify the State within two (2) hours. This notification shall
not minimize the more stringent Service Level Agreements pertaining to security scans and breaches
contained herein, which due to the nature of an active breach shall take precedence over this notification.
Dependent on the nature of the issue the State may elect to contract with the Contractor under mutually
agreeable terms for those specific resolution services at that time or elect to address the issue
Independent of the Contractor.
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= For in-scope environments and services, ail new systems implemented or deployed by the Contractor shall
comply with State security and privacy policles.

The Contractor will comply with State Security and Privacy policies and standards. For purposes of convenience, a
compendium of links to this Information is provided in the Table below.

State of Ohio Security and Privacy Policies
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4, State and Federal Data Privacy Requirements

Because the privacy of individuals' personally identifiable information (Pll) and State Sensitive Information,
generally Information that is not subject to disclosures under Ohio Public Records law, (SSI) is a key element to
maintaining the public’s trust in working with the State, all systems and services shall be designed and shall
function according to the following fair information practices principles. To the extent that personally identiflable
information in the system is "protected health information” under the HIPAA Privacy Rule, these principles shall be
implemented in alignment with the HIPAA Privacy Rule. To the extent that there s Pll in the system that Is not
“protected health information” under HIPAA, these principles shall still be implemented and, when applicable,
aligned to other law or regulation.

All parties to this agreement specifically agree to comply with state and federal confidentiality and Information
disclosure laws, rules and reguiations applicable to work associated with this SOW request including but not
limited to:

* United States Code 42 USC 1320d through 1320d-8 (HIPAA);

* IRS 1075 pertaining to FTI data;

* Code of Federal Regulations, 42 CFR 431.300, 431.302, 431.305, 431.3086, 436.945,45 CFR164.502 (e)
and 164.504 (e);

= Ohio Revised Code, ORC 173.20, 173.22, 1347.01 through 1347.99, 2305.24, 2305.251, 3701.243,
3701.028, 4123.27, 5101.286, 5101.27, 5101.572, 5112.21, and 6111.61; and

= Corresponding Ohio Administrative Code Rules and Updates.

= Systems and Services must support and comply with the State’s security operational support model which
is aligned to NIST 800-53 Revision 3.

4.1. Protection of State Data

Protectlon of State Data. To protect State Data as described in this agreement, in addition to its other duties
regarding State Data, Contractor will:

= Maintain in confidence any personally identifiable information (“PI") and State Sensitive Information (*SSI")
it may obtaln, maintain, process, or otherwise receive from or through the State in the course of the
Agreement;

= Use and permit its employees, officers, agents, and independent contractors to use any PI/SSI received
from the State solely for those purposes expressly contemplated by the Agreement;
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= Not sell, rent, lease or disclose, or permit its employees, officers, agents, and independent contractors to
sell, rent, lease, or disclose, any such PI/SSI to any third party, except as permitted under this Agreement
or required by applicable law, regulation, or court order;

* Take all commerclally reasonable steps to (a) protect the confidentiality of PI/SSI recsived from the State
and (b) establish and maintain physical, technical and administrative safeguards to prevent unauthorized
access by third parties to PI/SS! received by Contractor from the State; '

= Give access to PI/SS| of the State only to those individual employees, officers, agents, and independent
contractors who reasonably require access to such information in connection with the performance of
Contractor's obligations under this Agreement;

*  Upon request by the State, promptly destroy or return to the State in a format designated by the State all
PI/SSI received from the State;
= Cooperate with any attempt by the State to monitor Contractor's compliance with the foregoing obligations

as reasonably requested by the State from time to time. The State shall be responsible for all costs
incurred by Contractor for compliance with this provision of this subsection;

* Establish and maintain data security policies and procedures designed to ensure the following:

a) Security and confidentiality of PI/SSI;
b) Protection against anticipated threats or hazards to the security or integrity of PI/SSI; and
c) Protection against the unauthorized access or use of PI/SSI.

4.1.1. Disclosure
Disclosure to Third Parties. This Agreement shall not be deemed to prohibit disclosures in the following cases:

* Required by applicable law, regulation, court order or subpoena; provided that, if the Contractor or any of
Its representatives are ordered or requested to disclose any information provided by the State, whether
PI/SSI or otherwise, pursuant to court or administrative order, subpoena, summons, or other legal process,
Contractor will promptly notify the State (unless prohibited from doing so by law, rule, regulation or court
order) in order that the State may have the opportunity to seek a protective order or take other appropriate
action. Contractor will also cooperate in the State’s efforts to obtain a protective order or other reasonable
assurance that confidential treatment will be accorded the information provided by the State. If, In the
absence of a protective order, Contractor Is compelled as a matter of law to disclose the information
provided by the State, Contractor may disclose to the party compelling disclosure only the part of such
information as is required by law to be disclosed (in which case, prior to such disclosure, Contractor will
advise and consult with the State and its counsel as to such disclosure and the nature of wording of such
disclosure} and Contractor will use commerclally reasonable efforts to obtain confidentlal treatment
therefore;

* To State auditors or regulators;
= Toservice providers and agents of elther party as permitted by law, provided that such service providers
and agents are subject to binding confidentiallty obligations; or

* To the professional advisors of either party, provided that such advisors are obligated to maintain the
confidentiality of the information they receive.

4.2. Handling the State’s Data

The Contractor must use due diligence to ensure computer and telecommunications systems and services
involved In storing, using, or transmitting State Data are secure and to protect that data from unauthorized
disclosure, modification, or destruction. “State Data” includes all data and information created by, created for, or
related to the activities of the State and any information from, to, or related to all persons that conduct business or
personal activities with the State. To accomplish this, the Contractor must adhere to the following principles:

= Apply appropriate risk management techniques to balance the need for security measures against the
sensitivity of the State Data.

= Ensure that its internal security policies, plans, and procedures address the basic security elements of
confldentiality, integrity, and availabllity.
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= Maintain plans and policies that include methods to protect against security and integrity threats and
vulnerabilities, as well as detect and respond to those threats and vulnerabilities.

* Maintain appropriate Identification and authentication processes for Information systems and services
associated with State Data.

= Maintain appropriate access control and authorization policies, plans, and procedures to protect system
assets and other information resources associated with State Data.

* Implement and manage security audit logging on information systems, including computers and network
devices. '

43. Contractor Access to State Networks Systems and Data

The Contractor must maintain a robust boundary security capacity that incorporates generally recognized system
hardening techniques. This includes determining which ports and services are required to support access to systems
that hold State Data, limiting access to only these points, and disable all others.

To do this, the Contractor must:

* Use assets and techniques such as properly configured firewalils, a demilitarized zone for handling pubiic
traffic, host-to-host management, Internet protocol specification for source and destination, strong
authentication, encryption, packet filtering, activity logging, and implementation of system security fixes
and patches as they become available,

= Use two-factor authentication to limit access to systems that contain particularly sensitive State Data, such
as personglly identifiable data.

= Assume all State Data and information is both confidentlal and critical for State operations, and the
Contractor's security policies, pians, and procedure for the handling, storage, backup, access, and, if
appropriate, destruction of that data must be commensurate to this level of sensitivity unless the State
instructs the Contractor otherwise in writing.

*  Employ appropriate intrusion and attack prevention and detection capabilities. Those capabilities must
track unauthorized access and attempts to access the State's Data, as well as attacks on the Contractor's
infrastructure associated with the State's data. Further, the Contractor must monitor and appropriately
address information from Its system tools used to prevent and detect unauthorized access to and attacks
on the infrastructure associated with the State’s Data.

= Use appropriate measures 1o ensure that State Data Is secure before transferring control of any systems
or media on which State Data is stored. The method of securing the State Data must be appropriate to the
situation and may include erasure, destruction, or encryption of the State Data before transfer of control.
The transfer of any such system or media must be reasonably necessary for the performance of the
Contractor's obligations under this Contract.

* Have a business continuity plan in place that the Contractor tests and updates at least annually. The plan
must address procedures for response to emergencies and other business interruptions. Part of the plan
must address backing up and storing data at a locatlon sufficiently remote from the facilities at which the
Contractor maintains the State's Data in case of loss of that data at the primary site. The plan also must
address the rapid restoration, relocation, or replacement of resources associated with the State’s Data in
the case of a disaster or other business interruption. The Contractor's business continuity plan must
address short- and long-term restoration, relocation, or replacement of resources that will ensure the
smooth continuation of operations related to the State’s Data. Such resources may include, among others,
communications, supplles, transportation, space, power and environmental controls, documentation,
people, data, software, and hardware. The Contractor also must provide for reviewing, testing, and
adjusting the plan on an annual basis.

*  Not allow the State’s Data to be loaded onto portable computing devices or portable storage components
or media unless necessary to perform its obligations under this Contract properly. Even then, the
Contractor may permit such only if adequate security measures are In place to ensure the Integrity and
securlty of the State Data. Those measures must Include a policy on physical security for such devices to
minimize the risks of theft and unauthorized access that includes a prohlbition against viewing sensitive or
confidential data in public or common areas.
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* Ensure that portable computing devices must have anti-virus software, personal firewalls, and system
password protection. In addition, the State's Data must be encrypted when stored on any portable
computing or storage device or media or when fransmitted from them across any data network.

* Maintain an accurate Inventory of all such devicas and the individuals to whom they are assigned.

4.4. Portable Devices, Data Transfer and Media

Any encryption requirement identified in this Supplement means encryption that complies with National Institute of
Standards Federal Information Processing Standard 140-2 as demonstrated by a valid FIPS certificate number. Any
sensitive State Data transmitted over a network, or taken off site via removable media must be encrypted pursuant
to the State’s Data encryption standard ITS-SEC-01 Data Encryption and Cryptography.

The Contractor must have reporting requirements for lost or stolen portable computing devices authorized for use
with State Data and must report any loss or theft of such to the State in writing as quickly as reascnably possible.
The Contractor also must malintain an incldent response capability for all security breaches involving State Data
whether Involving mobile devices or media or not. The Contractor must detail this capability in a written policy that
defines procedures for how the Contractor will detect, evaluate, and respond to adverse events that may indicate a
breach or attempt to attack or access State Data or the infrastructure associated with State Data.

To the extent the State requires the Contractor to adhere to specific processes or procedures in addition to those
set forth above in order for the Contractor to comply with the managed services principles enumerated herein,
those processes or procedures are set forth In this agreement.

4.5. Limited Use; Survival of Obligations.

Contractor may use PI/SSI only as necessary for Contractor's performance under or pursuant to rights granted In
this Agreement and for no other purpose. Contractor's limited right to use PI/SSI expires upon conclusion, non-
renewal or termination of this Agreement for any reason. Contractor’s obligations of confidentiality and non-
disclosure survive termination or expiration for any reason of this Agreement.

46. Disposal of PI/SSI.

Upon expiration of Contractor's limited right to use P1/SSI, Contractor must return all physical embodiments to the
State or, with the State's permission; Contractor may destroy PI/SSt. Upon the State's request, Contractor shall
provide written certification to the State that Contractor has returned, or destroyed, all such P¥SSI in Contractor's
possesgion.

4.7. Remedies

If Contractor or any of its representatives or agents breaches the covenants set forth in these provisions,
ireparable injury may result to the State or third parties entrusting PI/SSI to the State. Therefore, the State's
remedies at law may be inadequate and the State shall be entitled to seek an injunction to restrain any continuing
breach. Notwithstanding any limitation on Contractor’s liability, the State shall further be entitled to any other rights
or remedies that it may have in law or in equity.

4.8. Prohibition on Off-Shore and Unapproved Access

The Contractor shail comply in all respects with U.S. statutes, regulations, and administrative requirements
regarding Its relationships with non-U.S. govemmental and quasi-governmental entities including, but not limited to
the export control regulations of the International Traffic in Arms Regulations (“ITAR") and the Export
Administration Act ("EAA"); the anti-boycott and embargo regulations and guidelines issued under the EAA, and
the regulations of the U.S. Department of the Treasury, Office of Foreign Assets Control, HIPPA Privacy Rules and
other conventions as described and required in this Supplement.
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The Contractor will provide resources for the work described hereln with natural persons who are lawful permanent
residents as defined in 8 U.S.C. 1101 (a)(20) or who are protected individuals as defined by 8 U.S.C. 1324b{a)(3).

It also means any corporation, business association, partnership, society, trust, or any other entity, organization or
group that is Incorporated to do business in the U.S. It also includes any governmental (federal, state, local), entity.

g prsonal j ing : - ates in g
manner, except by mere travel outside of the U.S. by a person whose personal knowledge Includes technical data;
or transferring registration, control, or ownership to a foreign person, whether in the U.S. or abroad, or disclosing
(including oral or visual disclosure) or transferring in the United States any State article to an embassy, any agency
or subdivision of a foreign government (e.g., diplomatic missions); or disclosing (inciuding oral or visual disclosure)
or transferring data to a foreign person, whether in the U.S. or abroad,

It is the responsibllity of all individuals working at the State to understand and comply with the policy set forth in
this document as It pertains to end-use export controls regarding State restricted information.

Where the Contractor is handling confldential em ployee or citizen data associated with Human Resources data,
the Contractor will comply with data handling privacy requirements associated with HIPAA and as further defined
by The United States Department of Health and Human Services Privacy Requirements and outlined in

nttp:mM.hhs.ggvlmr[grivggygummam. pdf

It is the responsibility of all Contractor individuals working at the State to understand and comply with the policy set
forth In this document as it pertains to end-use export controls regarding State restricted information.

Where the Contractor is handling confidential or sensitive State, employee, citizen or Ohio Business data
assoclated with State data, the Contractor will comply with data handling privacy requirements associated with the
data HIPAA and as further defined by The United States Department of Health and Human Services Privacy
Requirements and outlined in http:/fiwww.hhs.gov/ocr/privacysummary.pdf.

4.9. Background Check of Contractor Personnel

Contractor agrees that (1) it will conduct 3r party criminal background checks on Contractor personnel who will
perform Sensitive Services (as defined below), and (2) no Ineligible Personne! will perform Sensitive Services
under this Agreement. “Ineligible Personnel” means any person who (a) has been convicted at any time of any
criminal offense involving dishonesty, a breach of trust, or money laundering, or who has entered into a pre-trial
diversion or similar program in connection with a prosecution for such offense, {b) is named by the Office of
Foreign Asset Control (OFAC) as a Specially Designated National, or (b) has been convicted of a felony.

“Sensitive Services™ means those services that (i) require access to Customer/Consumer Information, {ii) relate to
the State’s computer networks, information systems, databases or secure faclliies under circumstances that would
permit modifications to such systems, or (jii) invoive unsupervised access to secure facilities (“Sensitive Services”).

Upon request, Contractor will provide written evidence that all of Contractor's personnel providing Sensitive
Services have undergone a criminal background check and are eligible to provide Sensitive Services. In the event
that Contractor does not comply with the terms of this section, the State may, in its sole and absolute discretion,
terminate this Contract immediately without further liability.

4.10. Federal Tax Information

Contract Language for General Services

4.10.1. Performance
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In performance of this Contract, the Contractor agrees to comply with and assume responsibility for compliance by
his or her employees with the following requirements:

1.
2.

All work will be done under the supervision of the Contractor or the Contractor's employees.

Any return or return information made available in any format shall be used only for the purpose of carrying
out the provislons of this Contract. Information contained in such material will be treated as confidential
and will not be divulged or made known in any manner to any person except as may be necessary in the
performance of this Contract.

Disclosure to anyone other than an officer or employee of the Contractor will be

prohibited.

All returns and return information will be accounted for upon receipt and properly stored before, during,
and after processing. In addition, all related output will be given the same level of protection as required for
the source material.

The Contractor certifies that the data processed during the performance of this Contract will be completely
purged from all data storage components of his or her computer facility, and no output will be retained by
the Contractor at the time the work is completed. if inmediate purging of all data storage components is
not possible, the Contractor certifies that any IRS data remaining In any storage component will be
safeguarded to prevent unauthorized disclosures.

Any spoilage or any intermediate hard copy printout that may result during the

processing of IRS data will be given to the agency or his or her designee. When this s not possible, the
Contractor will be responsible for the destruction of the spoilage or any intermediate hard copy printouts,
and will provide the agency or his or her designee with a statement containing the date of destruction,
description of material destroyed, and the method used.

All computer systems receiving, processing, storing, or transmitting Federal Tax Information must meet the
requirements defined In IRS Publication 1075. To mest functional and assurance requirements, the
security features of the environment must provide for the managerial, operations, and technical controls.
All security features must be available and activated to protect against unauthorized use of and access to
Federal Tax Information.

No work involving Federal Tax Information furnished under this Contract will be

subcontracted without prior written approval of the IRS.

The Contractor will maintain a list of employees authorized access. Such list will be provided to the agency
and, upon request, to the IRS reviewing office.

The agency will have the right to void the Contract if the Contractor fails to provide the safeguards
described above.

4.10.2. Criminal/Civil Sanctions

1.

Each officer or employee of any person to whom returns or return information Is or may be disclosed will
be notified in writing by such person that returns or return information disclosed to such officer or employee
can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such
retums or return informatlon for a purpose or to an extent unauthorized herein constitutes a felony
punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years, or both,
together with the costs of prosecution. Such person shall also notify each such officer and employee that
any such unauthorized further disclosure of returns or return information may also result in an award of
civil damages agalnst the officer or employee in an amount not less than $1,000 with respect to each
instance of unauthorized disclosure. These penalties are prescribed by IRCs7213 and 7431 and set forth
at 26 CFR 301.6103(n)-1.

Each officer or employee of any person to whom returns or retumn Information is or may be disclosed shall
be notified in writing by such person that any return or return information made available in any format
shall be used only for the purpose of carrying out the provisions of this Contract. Information contained in
such material shall be treated as confidential and shall not be divulged or made known In any manner to
any person except as may be necessary in the performance of the Contract. Ingpection by or disclosure to
anyone without an officlal need-to-know constitutes a criminal misdemeanor punishable upon conviction by
a fine of as much as $1,000 or imprisonment for as long as 1 year, or both, together with the costs of
prosecution. Such person shall also notify each such officer and employee that any such unauthorized
inspaction or disclosure of the officer or employee {United States for Federal employees) in an amount
equal to the sum of the greater of $1,000 for each act of unauthorized Inspection or disclosure with respect
to which such defendant Is found liable or the sum of the actual damages sustained by the plantiff as a
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result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure
which Is the result of gross negligence, punitive damages, plus the costs of the action. These penaities are
prescribed by IRC 7213A and 7431.

3. Additionally, it is incumbent upon the Contractor to inform its officers and employees of the penalties for
improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 5652a. Specifically, 5 U.S.C. 5§52a(i)(1),
which Is made applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a
contractor, who by virtue of his/her employmaent or official position, has possession of or access to agency
records which contain individually identifiable information, the disclosure of which is prohibited by the
Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material
is prohibited, willfully discloses the materlal in any manner to any person or agency not entitled to recelve
it, shall be guilty of a misdemeanor and fined not more than $5,000.

4.10.3. Criminal/Civil Sanctions

The IRS and the Agency shall have the right to send its officers and employees into the offices and plants of the
Contractor for inspection of the facilities and operations provided for the performance of any work under this
Contract. On the basis of such inspection, specific measures may be required in cases where the contractor is
found to be noncompliant with Contract safeguards

5. Contractor Responsibilities Related to Reporting of Concerns, Issues and
Securlty/Privacy Issues

5.1. General

If over the course of the agreement a securlty or privacy Issue arises, whether detected by the State, a State
auditor or the Contractor, that was not existing within an in-scope environment or service prior to the
commencement of any Contracted service associated with this agreement, the Contractor must:

* notify the State of the issue or acknowledge receipt of the issue within two (2) hours;

=  within forty-eight (48) hours from the initial detection or communication of the issue from the State, present
an potential exposure or issue assessment document to the State Account Representative and the State
Chief Information Security Officer with a high level assessment as to resolution actions and a plan;

*  within four (4) calendar days, and upon direction from the State, implement to the extent commerclally
reasonable measures to minimize the State's exposure to security or privacy until such time as the issue is
resolved; and

* upon approval from the State implement a permanent repair to the identified issue at the Contractor's cost;
and

5.2. Actual or Attempted Access or Disclosure

If the Contractor determines that there is any actual, attempted or suspected theft of, accidental disclosure of, loss
of, or inabllity to account for any PI/SS| by Contractor or any of its subcontractors (collectively “Disclosure”) and/or
any unauthorized intrusions into Contractor’s or any of its subcontractor's facilities or secure systems (collectively
“Intrusion”), Contractor must immediately:

= Notify the State within two (2) hours of the Contractor becoming aware of the unauthorized Disclosure or
Intrusion;

* Investigate and determine if an Intrusion and/or Disclosure has occurred;

= Fully cooperate with the State in estimating the effect of the Disclosure or Intrusion's effect on the State
and fully cooperate to mitigate the consequences of the Disclosure or Intrusion;

»  Specify corrective actlon to be taken; and
* Take corrective action to prevent further Disclosure and/or Intrusion.

5.3. Unapproved Disclosures and Intrusions: Contractor Responsiblilties
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Contractor must, as soon as is reasonably practicable, make a report to the State including details of the
Disclosure and/or Intrusion and the corrective action Contractor has taken to prevent further Disclosure and/or
Intrusion. Contractor must, in the case of a Disclosure cooperate fully with the State to notify the effected persons
as to the fact of and the clrcumstances of the Disclosure of the PI/SSI. Additionally, Contractor must cooperate
fully with all government regulatory agencies and/or law enforcement agencies having jurisdiction to investigate a
Disclosure and/or any known or suspected criminal activity. '

*  Where the Contractor identifies a potential issue in maintaining an “as provided” State infrastructure
element with the more stringent of an Agency level security policy (which may be Federally mandated or
otherwise required by law), identifying to Agencies the nature of the issue, and if possible, potential
remedies for consideration by the State agency.

* [f over the course of delivering services to the State under this Statement of Work for in-scope
environments the Contractor becomes aware of an issue, or a potential Issue that was not detected by
security and privacy teams the Contractor is to notify the State within two (2) hour. This notification shall
not minimize the more stringent Service Level Agreements pertaining to security scans and breaches
contained herein, which due to the nature of an active breach shall take precedence over this notification.
Dependent on the nature of the issue the State may elect to contract with the Contractor under mutually
agreeable terms for those specific resolution services at that time or elect to address the Issue
independent of the Contractor.

5.4. Security Breach Reporting and Indemnification Requirements

= In case of an actual security breach that may have compromised State Data, the Contractor must notify the
State in writing of the breach within two (2) hours of the Contractor becoming aware of the breach and fully
cooperate with the State to mitigate the consequences of such a breach. This includes any use or
disclosure of the State data that is inconslistent with the terms of this Contract and of which the Contractor
becomes aware, including but not limited to, any discovery of a use or disclosure that Is not consistent with
this Contract by an employee, agent, or subcontractor of the Contractor.

* The Contractor must give the State full access to the detalls of the breach and assist the State in making
any notifications to potentially affected people and organizations that the State deems are necessary or
appropriate. The Contractor must document all such incidents, including its response to them, and make
that documentation available to the State on request.

= Inaddition to any other liability under this Contract related to the Contractor's improper disclosure of State
data, and regardiess of any limltation on liability of any kind in this Contract, the Contractor will be
responsible for acquiring one year's identity theft protection service on behalf of any individual or entity
whose personally identifiable information is compromised while it is in the Contractor's possession. Such
identity theft protection must provide coverage from all three major credit reporting agencies and provide
immediate notice through phone or email of attempts to access the individuals’ credit history through those
services.

6. Security Review Services

As part of a regular Security Review process, the Contractor will include the following reporting and services to the
State:

6.1. Hardware and Software Assets

The Contractor will support the State In defining and producing specific reports for both hardware and software
assets. At a minimum this should includse:

= Deviations to hardware baseline

= Inventory of information types by hardware device

= Software inventory against licenses (State purchased)

= Software versions and then scans of versions against patches distributed and applied
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6.2.

Security Standards by Device and Access Type

The Contractor will;

6.3.

Document security standards by device type and execute regular scans against these standards to
produce exception reports

Document and implement a process for deviation from State standards

Boundary Defenses

The Contractor will:

6.4.

Work with the State to support the denial of communications to/ffrom known maliclous IP addresses*
Require remote login access to use two-factor authentication
Support the State’s monitoring and management of devices remotely logging into Internal network

Support the State in the configuration firewall session tracking mechanisms for addresses that access
OAKS

Audit Log Reviews

The Contractor will;

Work with the State to review and validate audit log settings for hardware and software

Work with the State to devise and Implement profiles of common events from given systems to both
reduce false positives and rapidly identify active access

Provide requirements to the State to configure operating systems to log access control events
Design and execute bi-weekly reports to identify anomalies in system logs

Ensure logs are written to write-only devices for all servers or a dedicated server managed by another
group.

Application Software Security

The Contractor will;

Perform conflguration review of operating system, application and database settings
Ensure software development personnel receive training in writing secure code

System Administrator Access

The Contractor will

Inventory all administrative passwords (application, database and operating system level)

Implement policies to change default passwords in accordance with State policies, particular following any
transfer or termination of personnel (State, existing MSV or Contractor)

Configure administrative accounts to require regular password changes

Ensure service level accounts have cryptographically strong passwords

Store passwords in a hashed or encrypted format

Ensure administrative accounts are used only for administrative activities
Implement focused auditing of administrative privileged functions

Configure systems to log entry and alert when administrative accounts are modified
Segregate adminlistrator accounts based on defined roles
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6.7.

Account Access Privileges

The Contractor will:

Review and disable accounts not associated with a business process

Create daily report that Includes locked out accounts, disabled accounts, ete.
Implement process for revoking system access

Automatically log off users after a standard period of Inactivity

Monitor account usage to determine dormant accounts

Monitor access attempts to deactivated accounts through audit logging

Profile typical account usage and implement or maintain profiles to ensure that Security profiles are
implemented correctly and conslistently

Additional Controls and Responsibilities

The Contractor will meet with the State no less frequently than annually to:

Review, Update and Conduct Security training for personnel, based on roles

Review the adequacy of physical and environmental controls

Verify the encryption of sensitive data in transit

Review access control to information based on established roles and access profiles
Update and review system administration documentation

Update and review system maintenance policies

Update and Review system and integrity policies

Update and Implement Risk Assessment Policles and procedures

Update and implement incident response procedures
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