MASTER SERVICE AGREEMENT
BY AND BETWEEN
NETGAIN INFORMATION SYSTEMS COMPANY AND
THE STATE OF OHIO, DEPARTMENT OF ADMINISTRATIVE SERVICES

THIS MASTER SERVICE AGREEMENT (“Agreement”) is by and between NetGain Information
Systems Company, an Ohio corporation, (“Service Provider”), having an office at 220 Reynolds
Avenue, Bellefontaine, Ohio 43311 and the State of Ohio (“State”), through its Department of
Administrative Services (“DAS”), having its principal place of business at 30 East Broad Street,
40™ Floor, Columbus, OH 43215. The State and the Service Provider also are sometimes referred
to jointly as the "Parties" or individually as a “Party”. The effective date of this Agreement is the
date it is signed on behalf of the State (“Effective Date”).

1.1. Organization

This Agreement covers services through one or more attachments (“Service
Attachments”) that describe the offerings (“Services”) that the Service Provider makes
available to its Subscribing Entity that it is authorized to sell to the State. The Service
Attachments describe the Services the Service Provider offers under this Agreement,
along with any special terms or conditions applicable only to those Services, descriptions
of those Services, features, and all fees associated with such Services, as well as any
other provisions to which the Parties have agreed with respect to the those Services. Such
Service Attachments, when executed by the Parties, are incorporated into this Agreement
and become a part hereof.

1.2. Subscribing Entities

A “Subscribing Entity” means State agencies, boards, and commissions that place
requests through the State’s Ordering System described in another section (“Orders”)
under this Agreement for any of the Services identified by one or more Service
Attachments to this Agreement. And it includes other entities of the State, such as the
legislative and judicial branches of State government and the independent offices of
elected State officials that place Orders under this Agreement. It also means the
Cooperative Purchasing Members, defined in the next section, that place Orders under
this Agreement.

1.3. Cooperative Purchasing Members

“Cooperative Purchasing Members” are entities that qualify for participation in the State’s
cooperative purchasing program under Section 125.04 of the Ohio Revised Code (“ORC”)
and that have completed the steps necessary to participate in that program. They may
include Ohio political subdivisions, such as counties, townships, municipal corporations,
school districts, conservancy districts, township park districts, park districts created under
Chapter 1545 of the ORC, regional transit authorities, regional airport authorities, regional
water and sewer districts, and port authorities. They also may include any Ohio county
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board of elections, private fire companies, private, nonprofit emergency medical service
organizations, and chartered nonpublic schools.

1.4. Term

The current General Assembly cannot commit a future General Assembly to any
expenditure.  Therefore, this Agreement along with all Service Attachments will
automatically expire at the end of the State’s current biennium, which is June 30, 2017.

1.5. Agreement — Renewal

The State may renew this Agreement in the next biennium by issuing written notice to the
Service Provider of the decision to do so. Renewals will be initiated by the State in writing
at least thirty (30) days before the expiration of the then current Term. This expiration and
renewal procedure will also apply to the end of any subsequent biennium.

1.6. Service Attachment(s) — Renewal

Along with renewal of this Agreement, the State may renew any or all Service Attachments
for the next biennium by issuing written notice to the Service Provider of the decision to
do so. Renewals will be initiated by the State at least thirty (30) days before the expiration
of the then current Term. This expiration and renewal procedure will also apply to any
subsequent biennium.

After the first renewal, the Parties agree that pricing of Services under any Service
Attachment may be renegotiated to reflect more favorable rates to the State. Upon
termination of this Agreement, all rights of the Subscribing Entities to order new Services
cease and the Service Provider may not fulfill any such requests for any Subscribing Entity
under this Agreement. Further, all existing Service Attachments and all existing Orders
under those Service Attachments also will terminate, except to the extent that the Service
Provider has any prepaid Services to perform.

The Subscribing Entities have the option anytime during the Agreement’s Term to upgrade
to a new technology or Service offering with the Service Provider without incurring any
charges for terminating the existing technology or Service offering before the agreed upon
Term of the Subscribing Entity’s Order (“Early Termination Charge”), if any such charge
is provided for in the applicable Service Attachment.

1.7. Relationship of the Parties and Subscribing Entities

The Parties are independent contractors and nothing herein creates or implies an agency
relationship, joint venture, or partnership between the Parties. The Service Provider and
its officers, employees, contractors, and subcontractors who may attend meetings and
work in other situations where their independent contractor status is not obvious to third
parties must identify themselves as such to avoid creating an impression that they are
State representatives. In addition, neither the Service Provider nor its officers, employees,
contractors, or subcontractors may make any representation that they are acting,
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speaking, representing, or otherwise advocating any position, agreement, service, or
otherwise on behalf of the State or any Subscribing Entity.

1.8. Dealers and Distributors

The State authorizes the Service Provider to name one or more dealers to work with the
State on behalf of the Service Provider. But if the Service Provider decides to use any
dealers, the Service Provider must submit the name, principal business address,
addresses for Orders and for payments, telephone number, and its federal tax
identification number. The Service Provider also must submit a completed W9 form for
each dealer it wishes to name under this section. The Service Provider's submission must
be on its official letterhead, signed by an authorized representative, and addressed to the
address listed in Section 9.26.

In doing so, the Service Provider warrants that:

i. the Service Provider has provided the dealer with a copy of this Agreement, and a
duly authorized representative of the dealer has agreed, in writing, to be bound by
the terms and conditions in this Agreement.

ii. such agreement specifically provides that it is for the benefit of the State as well
as the Service Provider.

iii. the Service Provider will remain liable under this Agreement for the Services of its
dealers and will remedy any breach of any of its dealers under this Agreement.

iv.  payments under this Agreement for the Services of any dealer may be made
directly to that dealer, and the Service Provider will look solely to the dealer for any
payments due to the Service Provider once the State has paid the dealer.

v. tothe extent that there is any liability to the State arising from doing business with
a dealer that has not signed the Agreement required under this section with the
Service Provider, the Service Provider will indemnify the State for such liability.

If the Service Provider wants to designate a dealer that will not receive payments (a
"distributor"), the Service Provider may do so by identifying the person or organization
as a distributor in the authorizing letter. In such cases, information regarding taxpayer
identification and payment addressing may be omitted, as may the distributor's W9 form.
All other requirements and obligations for designating a dealer apply to designating a
distributor.

The State strongly encourages the participation of small and disadvantaged businesses
in its contracting programs and has created certification programs for Minority Business
Enterprises (MBEs) and to Encourage Diversity Growth and Equity (EDGE) in State
contracting.

1.9. Audits and Reports
During the Term of this Agreement and for three years after its termination, on reasonable
notice and during customary business hours, the State may audit the Service Provider's
records and other materials that relate to the Services performed under this Agreement,
to any billing or invoices under the Agreement, or to pricing representations
that the Service Provider made to acquire this Agreement. This audit right also will apply
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to the State's duly authorized representatives and any organization providing funding for
any Order hereunder.

The Service Provider must make such records and materials available to the State within
fifteen (15) days after receiving the State’s written notice of its intent to audit the Service
Provider’s records and must notify the State as soon as the records are ready for audit.

If any audit reveals any material misrepresentation, overcharge to the State, or violation
of the Terms of this Agreement, the State will be entitled to recover its damages, including
the cost of the audit.

The State also may require various reports from the Service Provider related to the
Services. Such reports include those identified in Section 7.6 and those identified in any
Service Attachment. Further, the State will be entitled to any other reports that the Service
Provider makes generally available to its other customers without additional charge. The
State’s rights under this section will apply to all Services provided to all Subscribing
Entities under this Agreement, but a Subscribing Entity’s rights to reports will apply solely
to Services it orders or receives under this Agreement.

1.10. Subscribing Entities’ Reliance on Agreement

Subscribing Entities may rely on this Agreement. But whenever a Subscribing Entity is a
Cooperative Purchasing Member and relies on this Agreement to issue an Order, the
Subscribing Entity will step into the shoes of the State under this Agreement for purposes
of its Order, and, as to the Subscribing Entity's Order, this Agreement will be between the
Service Provider and that Subscribing Entity. The Service Provider must look exclusively
to that Subscribing Entity for performance, including but not limited to payment, and must
hold the State harmless with regard to such Orders and the Subscribing Entity's
performance. But the State, through DAS, will have the right to terminate this Agreement
and seek such remedies on termination as this Agreement provides should the Service
Provider fail to honor its obligations under an Order from any Subscribing Entity, whether
a Cooperative Purchasing Member or not.

1.11. Third-Party Suppliers

The Service Provider must incorporate the costs of any third-party supplies and services
in the Service Provider’s fees identified on the applicable Service Attachment under this
Agreement.

The Service Provider’'s use of other suppliers does not mean that the State will pay for
them. The Service Provider will be solely responsible for payment of its suppliers and any
claims of those suppliers for any failure of the Service Provider to meet its obligations
under this Agreement in the required manner. The Service Provider will hold the State
harmless and indemnify the State against any such claims.

The Service Provider assumes responsibility for all Services provided under this
Agreement whether it or one of its suppliers provides them in whole or in part. Further,
the Service Provider will be the sole point of contact with regard to contractual matters,
including payment of all charges resulting from the Agreement and all Service requests.
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1.12. Non-Exclusivity

This Agreement is non-exclusive and is not a requirements contract. Nothing herein
prevents either Party from entering into similar agreements with other entities.

1.13. Competitive Pricing and Services

For the purposes of maintaining pricing and Service competitiveness through the Term of
the Agreement, the Service Provider agrees to an annual joint review of its pricing and
Service offerings. The annual review will include, but need not be limited to, a like-
customer review wherein the Service Provider must provide an analysis that includes both
retail and wholesale prices of the similar services it provides to other customers similar to
the State to ensure the State and the Subscribing Entities are receiving cost-competitive
and technologically competitive Services.  Written amendments to the Service
Attachments to reduce fees and introduce technological Service improvements may be
submitted throughout the Term of the Agreement.

Neither Party is obligated to agree to reduce rates, introduce technological service
improvements, or perform any other modification of this Agreement, a Service Attachment,
or any Order hereunder during the Term of this Agreement.

1.14. Conflict Resolution

The Service Provider shall comply with all terms and conditions of this Agreement and
provisions of any Service Attachment. If a Party is noncompliant with any term or condition
of this Agreement or if a dispute arises under this Agreement, the Party raising the dispute
may provide to the other Party written notice referencing this section and specifying the
nature of the dispute (the “Dispute Notification”). The Parties then will seek to resolve
the dispute in accordance with the procedures in this Section.

All disputes will be submitted first to the State’s Contract Category Manager and the
Service Provider's Account Manager (or equivalent) for resolution. For 15 days from
receipt of the Dispute Notification (“Dispute Date”), the State’s Contract Category
Manager and Service Provider's Account Manager will meet in person or by telephone as
often as is reasonably necessary to discuss and attempt to resolve the dispute in good
faith.

If after the fifteen (15) days identified above, the State’s Contract Category Manager and
the Service Provider's Account Manager are unable to resolve the dispute, the Parties will
then submit the dispute to the State’s IT Contract Administrator and to the Service
Provider’s Sales Director (or equivalent) for resolution. For the next fifteen (15) days, the
State’s IT Contract Administrator and Service Provider’s Sales Director will meet in person
or by telephone as often as is reasonably necessary to discuss and attempt to resolve the
dispute in good faith.

If following the fifteen (15) days in the previous section, the State’s IT Contract
Administrator and the Service Provider's Sales Director are unable to resolve the dispute,
the Parties will then submit the dispute to the State’s Chief Information Officer (“CIO”) or
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a designee and to the Service Provider’s Vice President of Sales (or equivalent executive)
for resolution. For the next fifteen (15) days, the State’s CIO and Service Provider’s Vice
President will meet in person or by telephone as often as is reasonably necessary to
discuss and attempt to resolve the dispute in good faith. If the State’s CIO and Service
Provider’s Vice President are unable to resolve the dispute within that time, the Parties
will nevertheless continue to retain their rights to initiate formal proceedings hereunder.

The specific format for such discussions will be left to the discretion of the representatives
of the State and Service Provider responsible for attempting to resolve the dispute, but
each Party will involve the business and legal resources reasonably necessary to attempt
in good faith to resolve the dispute at the earliest possible time and without undue delay.

If the Parties are unable to resolve the dispute and the dispute involves a claim that the
Service Provider is noncompliant with its obligations hereunder or has overcharged for a
Service, the State or affected Subscribing Entities may withhold payment for any Services
that are the subject of the dispute until the Service Provider cures the noncompliance, the
Parties arrive at an agreement to resolve the dispute, or a Party obtains a resolution in a
court of competent jurisdiction.

Nothing in this Section is intended to limit the rights provided under Section 6 or be a
prerequisite to exercising those rights.

Once the dispute has been resolved, any payments withheld will be handled in the
following manner:

If the resolution was in favor of the State or one or more Subscribing Entities, the
Service Provider will issue a credit on the next invoice for the affected Subscribing
Entities. If the credit exceeds the Service charges on the next invoice or an invoice
will not be issued within 60 days of the resolution, the Service Provider will issue
payment in the form of a check in the amount exceeding the Service charges or
for the full amount if an invoice will not be issued within 60 days. Any such checks
must be issued within that 60-day period.

If in favor of the Service Provider, the affected Subscribing Entities will submit
appropriate payment within 30 days of receiving notification of the resolution at the
office designated to receive the invoice.

In either of the above cases, the amount or amounts withheld by the State or Subscribing
Entity(s) will be taken into account in calculating any amount(s) due.
2. General Requirements
2.1. Standards Clauses
All Services must be dependable and must meet the Service Level Agreements (“SLAS”)
provided in the applicable Service Attachment and be supported with sufficient

connectivity and computing resources to handle reasonably anticipated peak demand,
and the Service Provider must ensure that sufficient bandwidth and computing resources
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are dedicated to the Services to meet peak demand times without material degradation in
performance.

2.2. Entire Agreement

This agreement, together with any Service Attachments or Amendments and all applicable
tariffs incorporated herein by this reference, sets forth the entire Agreement of the Parties
with respect to the subject matter hereof, and supersedes any prior agreements, promises,
representations, understandings and negotiations between the Parties.

Any modifications, amendments, supplements to or waivers of this Agreement must be
submitted and approved in writing in accordance with this Agreement and executed by
authorized representatives of both parties.

3. Insurance, Indemnification, Limitation of Liability

3.1. Insurance

The Service Provider must provide the following insurance coverage at its own expense
throughout the Term of this Agreement to the State:

Workers’ compensation insurance, as required by Ohio law, and if some work will
be done outside Ohio, the laws of the appropriate states where work will be done.
The Service Provider also must maintain employer's liability insurance with at least
a $1,000,000.00 limit.

Commercial General Liability insurance coverage for bodily injury, personal injury,
wrongful death, and property damage. The defense cost must be outside of the
policy limits. Such policy must designate the State of Ohio as an additional
insured, as its interest may appear. The policy also must be endorsed to include
a blanket waiver of subrogation. At a minimum, the limits of the insurance must
be:

$ 2,000,000 General Aggregate

$ 2,000,000 Products/Completed Operations Aggregate
$ 1,000,000 per Occurrence Limit

$ 1,000,000 Personal and Advertising Injury Limit

$ 100,000 Fire Legal Liability

$ 10,000 Medical Payments

The policy must be endorsed to provide the State with 30-days prior written notice
of cancellation or material change to the policy. And the Service Provider's
Commercial General Liability must be primary over any other insurance coverage.

Commercial Automobile Liability insurance with a combined single limit of
$500,000. The policy must be endorsed to include a waiver of subrogation.

iv.  Professional Liability insurance covering all staff with a minimum limit of

$1,000,000 per incident and $3,000,000 aggregate. If the Service Provider’s policy
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is written on a “claims made” basis, the Service Provider must provide the State
with proof of continuous coverage at the time the policy is renewed. If for any
reason the policy expires, or coverage is terminated, the Service Provider must
purchase and maintain “tail” coverage through the applicable statute of limitations.

All certificates must be in a form that is reasonably satisfactory to the State as to the
contents of the policies and the quality of the insurance carriers and must identify this
Agreement. All carriers must have at least an “A-“ rating by A.M. Best.

Any Subscribing Entity that is a Cooperative Purchasing Member that Orders Services
also may require a certificate of insurance from the Subscribing Entity naming it as an
additional insured.

Whenever a Subscribing Entity locates its equipment at facilities owned or controlled by
the Service Provider or one of its contractors, the Service Provider must maintain:

i.  property insurance insuring the equipment against loss or damage by fire and all
other risks covered by the standard extended coverage endorsement used by the
Service Provider for its own property or that in common use in the industry, and
any other risks reasonably required and covered by the Service Provider's
insurance. The coverage must be in an amount at least equal to the reasonable
replacement value of the equipment, and

ii. workers’ compensation coverage as required by the laws of the State in which the
equipment is located. The Service Provider must furnish evidence of the coverage
throughout each Order’s Term.

All such insurance must be with insurers that are authorized to issue such insurance in
the state. All such property insurance shall name the applicable Subscribing Entity as the
loss payee. All such insurance also must contain a provision to the effect that it cannot
be canceled or modified without first giving written notice thereof to the Service Provider
and the applicable Subscribing Entities without at least 30 days written notice. Such
changes may not become effective without the applicable Subscribing Entities’ prior
written consent.

3.2. Indemnification for Bodily Injury and Property Damage

The Service Provider must indemnify the State and the Subscribing Entities against all
liability or expense resulting from bodily injury to any person (including death) or damage
to property arising out of its performance under this Agreement, provided such bodily injury
or property damage is due to the negligence or other tortious conduct of the Service
Provider, its employees, agents, or subcontractors.

3.3. Indemnification for Infringement

The Service Provider will release, protect, indemnify, defend, and hold the State and the
Subscribing Entities harmless from and against any claims of infringement by any third
parties based on any Service provided under this Agreement. Any defense of the State
or a State Subscribing Entity requires and is subject to the approval and consent of the
Ohio Attorney General. Any such defense will be at the Service Provider’s sole cost and
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expense. Further, the Service Provider will indemnify the State and Subscribing Entities
for any liability resulting from any such claims, demands, or suits, as well as hold the State
and the Subscribing Entities harmless for the Service Provider’s liability, losses, and
damages resulting from such. This obligation of defense and indemnification will not apply
where the State or a Subscribing Entity has modified or misused the Service and the claim
or the suit is based on the modification or misuse. The State or affected Subscribing Entity
or Entities agrees to give the Service Provider notice of any such claim as soon as
reasonably practicable and to allow the Service Provider to control the defense of any
such claim, upon consultation with and the approval of the Office of the State’s Attorney
General.

If a successful claim of infringement is made, or if the Service Provider reasonably believes
that an infringement or similar claim that is pending actually may succeed, the Service
Provider will do one of the following four things as soon as reasonably possible to avoid
or minimize any interruption of the Subscribing Entities business:

i.  Modify the offending Service so that it is no longer infringing but provides
substantially the same functionality as before the modification;

i. Replace the offending Service with an equivalent or better offering;

iii.  Acquire the right for the Subscribing Entities to use the infringing Service as it was
intended for the Subscribing Entities to use under this Agreement; or

iv.  Terminate the infringing Service and refund the amount the Subscribing Entities
paid for the Service and the amount of any other Service that requires the
availability of the infringing Service for it to be useful to the Subscribing Entities.

3.4. Limitation of Liability - State

The State's and Subscribing Entities’ combined total liability for damages, whether in
contract or in tort, will not exceed two times the amount of compensation payable to
Service Provider for the previous 12 months of Service related to the Service Attachment
under which the damages occurred or the amount of direct damages incurred by the
Service Provider, whichever is less.

3.5. Limitation of Liability - Service Provider

The Service Provider will be responsible for any liability, claims, losses and damages
arising out of the performance of this Agreement provided such liability, claim, loss or
damage is due to the fault or negligence of the Service Provider, its employees, agents,
subcontractors or affiliates. But in no case, other than the Service Provider’s indemnity
obligations under Section 3.2 above, will such liability exceed two times the payments
made by the State to the Service Provider during the twelve (12) months immediately
preceding the incident date from which such liability, claims, losses or damages arose.

NOTWITHSTANDING THE PREVIOUS SENTENCE AND EXCEPT AS EXPRESSLY
PROVIDED IN THIS AGREEMENT, NEITHER PARTY, ITS AFFILIATES OR ITS
CONTRACTORS, WILL BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL,
PUNITIVE, EXEMPLARY, OR CONSEQUENTIAL DAMAGES, INCLUDING LOST
PROFITS, EVEN IF THE PARTY KNEW OR SHOULD HAVE KNOWN OF THE
POSSIBILITY OF SUCH DAMAGES.
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4. Confidentiality and Handling of Data
4.1. Confidentiality

The State may disclose to the Service Provider written material or oral or other information
that the State treats as confidential ("Confidential Information”). Title to the Confidential
Information and all related materials and documentation the State delivers to the Service
Provider will remain with the State. The Service Provider must treat such Confidential
Information as secret if it is so marked, otherwise identified as such, or when, by its very
nature, it deals with matters that, if generally known, would be damaging to the best
interests of the public, other contractors or potential contractors with the State, or
individuals or organizations about whom the State keeps information. The Service
Provider may not disclose any Confidential Information to third parties and must use it
solely to perform under this Agreement.

If any Service delivered under this Agreement contains data, documentation, or other
written information that is confidential in nature and properly labeled as such, then it also
will be Confidential Information for purposes of this section. The State will keep all such
Confidential Information in confidence and will not use it other than as authorized under
this Agreement. Nor will the State disclose any such Confidential Information to any third
party without first obligating the third party to maintain the secrecy of the Confidential
Information.

If one party discloses Confidential Information (“Disclosing Party”) to the other party to
this Agreement (“Receiving Party”), the Receiving Party’s obligation to maintain the
confidentiality of the Confidential Information will not apply where such:

i. was already in the possession of the Receiving Party without an obligation of

confidence;

ii. is independently developed by the Receiving Party, provided documentary
evidence exists to support the independent development;

iii. exceptas provided in the next paragraph, is or becomes publicly available without
a breach of this Agreement;

iv.  is rightfully received by the Receiving Party from a third party without an obligation
of confidence;

v. isdisclosed by the Receiving Party with the written consent of the Disclosing Party;
or

vi. is released under a valid order of a court or governmental agency, provided that
the Receiving Party:

a. Notifies the Disclosing Party of the order immediately upon receipt of it,
unless it is legally prohibited from doing so; and

b. Makes a reasonable effort to obtain a protective order from the issuing
court or agency limiting the disclosure and use of the Confidential
Information solely for the purposes intended to be served by the original
order of production.

Information that may be available publicly through other sources about people that is
personal in nature, such as medical records, addresses, phone numbers, social security
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numbers, and similar things, is nevertheless sensitive in nature and may not be disclosed
or used in any manner except as expressly authorized in this Agreement. Therefore, item
(iii) in the preceding paragraph does not apply, and the Service Provider must treat such
information as Confidential Information whether it is available elsewhere or not.

The Receiving Party must return all originals of any Confidential Information and destroy
any copies it has made on termination or expiration of this Agreement.

The disclosure of the Confidential Information of the Disclosing Party in a manner
inconsistent with the Terms of this provision may cause the Disclosing Party irreparable
damage for which remedies other than injunctive relief may be inadequate, and each
Receiving Party agrees that in the event of a breach of the Receiving Party’s obligations
hereunder, the Disclosing Party will be entitled to seek temporary and permanent
injunctive relief to enforce the provisions of this Agreement without the necessity of proving
actual damages. However, this provision does not diminish or alter any right to claim and
recover damages.

This Agreement is not Confidential Information. All its terms and conditions, including
pricing and any attachments, represent public information.

4.2. Public Records Requests.

Should the Service Provider receive any public records request with respect to any
Subscribing Entity’s Data, the Service Provider will immediately notify the affected
Subscribing Entity or Entities and fully cooperate with the affected Subscribing Entity or
Entities as it or they direct.

4.3. Handling of Subscribing Entity’s Data

“Subscribing Entity’s Data” is any information, data, files, or software that a Subscribing
Entity uses or stores on or in conjunction with the Services. The Service Provider must
use due diligence to ensure computer and telecommunications systems and Services
involved in storing, using, or transmitting Subscribing Entity’s Data are secure and to
protect that data from unauthorized disclosure, modification, or destruction. To
accomplish this, the Service Provider must comply with all applicable National Institute of
Standards and Technology (“NIST”) standards for Moderate Impact systems and:

i.  apply appropriate risk management techniques to ensure security for all sensitive
data, including but not limited to any data identified as Confidential Information
elsewhere in this Agreement.

ii. ensure that its internal security policies, plans, and procedures address the basic
security elements of confidentiality, integrity, and availability.

iii.  maintain plans and policies that include methods to protect against security and
integrity threats and vulnerabilities, as well as detect and respond to those threats
and vulnerabilities.

iv.  maintain appropriate identification and authentication process for information
systems and services associated with Subscribing Entity’s Data.
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V. maintain appropriate access control and authorization policies, plans, and
procedures to protect system assets and other information resources associated
with Subscribing Entity’s Data.

vi. implement and manage security audit logging on information systems, including
computers and network devices.

The Service Provider must maintain a robust boundary security capacity that incorporates
generally recognized system hardening techniques. This includes determining which ports
and services are required to support access to systems that hold Subscribing Entity’s
Data, limiting access to only these points, and disabling all others. To do this, the Service
Provider must use assets and techniques such as properly configured firewalls, a
demilitarized zone for handling public traffic, host-to-host management, Internet protocol
specification for source and destination, strong authentication, encryption, packet filtering,
activity logging, and implementation of system security fixes and patches as they become
available. The Service Provider must use two-factor authentication to limit access to
systems that contain Subscribing Entity’s Data.

Unless a Subscribing Entity instructs the Service Provider otherwise in writing, the Service
Provider must assume all Subscribing Entity’s Data is both confidential and critical for
Subscribing Entity operations, and the Service Provider's security policies, plans, and
procedure for the handling, storage, backup, access, and, if appropriate, destruction of
that data must be commensurate to this level of sensitivity. As part of the Service
Provider’s protection and control of access to and use of data, the Service Provider must
employ appropriate intrusion and attack prevention and detection capabilities. Those
capabilities must track unauthorized access and attempts to access Subscribing Entity’s
Data, as well as attacks on the Service Provider's infrastructure associated with
Subscribing Entity’s Data. Further, the Service Provider must monitor and appropriately
address information from its system tools used to prevent and detect unauthorized access
to and attacks on the infrastructure associated with Subscribing Entity’s Data.

5. Orders, Requesting Service, Delivery, Acceptance, Termination, and Modification

5.1. Acceptance

The acceptance procedure for setup or installation of the Services will be a review by the
Subscribing Entity acquiring the Service to ensure that it meets the performance standards
and other requirements in the applicable Service Attachment and that the setup or
installation has been done in a professional manner and that the Service itself meets all
requirements. For other Services, the acceptance procedure will be a review by the
Subscribing Entity to ensure the Service complies with the performance requirements in
the applicable Service Attachment. In addition to the requirements of the applicable
Service Attachment, if ordering documents such as a Statement of Work (SOW) are
authorized in that Service Attachment, the review will include any additional
requirements in that Order. The Subscribing Entity will have up to fifteen (15) days after
the setup, installation, or establishment of the Service to do this. The Subscribing Entity
will not issue a formal letter of acceptance, unless otherwise specified in the applicable
Service Attachment, and passage of fifteen (15) days will imply acceptance, though the
Subscribing Entity will issue a notice of noncompliance if set up or installation or other
Service does not meet the requirements in this Agreement.
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If the Subscribing Entity issues a noncompliance letter, the Service Provider will have thirty
(30) days to correct the problems listed in the letter. If the Subscribing Entity has issued
a noncompliance letter, the Service, installation, or set up will not be accepted until that
Subscribing Entity issues a letter of acceptance indicating that each problem noted in the
noncompliance letter has been cured. If the problems have been fixed during the 30-day
period, the Subscribing Entity will issue the acceptance letter within fifteen (15) days after
all defects have been fixed. If the Service Provider fails to correct the defect(s), the
applicable Order(s) will terminate without cost or obligation to the Subscribing Entity.

The applicable Service Attachment may provide additional or alternative acceptance
procedures, but no Order may change the acceptance process.

5.2. Service, Termination, or Modification

All Orders for Service, as well as any termination of an Order or modification to an Order,
including termination, must be made through the State’s Ordering System. Therefore, the
Service Provider must notify the State when an Order is received that was placed outside
the State’s Ordering System and the Service Provider will not accept the Order. If a
Service Provider accepts an Order outside the State’s Ordering System, the State or the
Subscribing Entity may either withhold payment for the unverified Order or require
termination of the Service under the unverified Order without cost or obligation to the State
or the Subscribing Entity.

The Service Provider agrees to keep Subscribing Entities’ Orders updated and current in
the State’s Ordering System.

The Service Provider is responsible for processing all Orders, billing, payments,
cancellations, changes, and receiving and managing all Service calls in a consolidated
manner. In this regard, the Service Provider must act as the sole point of contact for all
Services under this Agreement and any related Service Attachments for all Subscribing
Entities. The Service Provider may not require a Subscribing Entity to contact any of the
Service Provider’s third-party suppliers or otherwise transact business directly with such
suppliers for any Services ordered under this Agreement, and in all respects, the Service
Provider must maintain a seamless, single-point-of-contact business relationship with
each Subscribing Entity for the Services ordered under this Agreement.

6. Termination — Agreement, Service Attachments, Orders
6.1. Termination by the State

The Service Provider must comply with all terms and conditions of this Agreement. If the
Service Provider fails to perform any one of its obligations under this Agreement, it will
be in default, and the State may proceed in any or all of the following ways:

I.  the State may terminate this Agreement, the applicable Service Attachment(s), or
the affected Order(s) under this Agreement;

II.  the State may withhold payment for any affected Service until the Service
Provider cures the noncompliance or the Parties arrive at an agreement as to the
corrective action for the noncompliance; or

lll.  the State may file a complaint for damages with a court of competent jurisdiction
in Ohio.
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The State also may terminate this Agreement or any Service Attachments for its
convenience with 30 days written notice to the Service Provider. In any such event,
each Subscribing Entity must pay for all accrued and unpaid charges for Services and
any fee specified in the affected Service Attachment(s) for early termination (“Early
Termination Charge”), if applicable.

If the termination of the Agreement or any Service Attachment(s) is for cause, then
neither the State nor any Subscribing Entities will be liable for any Early Termination
Charge outlined in any affected Service Attachments. And the Service Provider will fully
cooperate in any disentanglement efforts any Subscribing Entity reasonably requests at
no cost to the requesting Subscribing Entity or Entities.

The State's funds are contingent upon the availability of lawful appropriations by the
Ohio General Assembly. If the General Assembly fails at any time to continue funding
for the payments and other obligations due as part of this Contract, the State’s
obligations under this Contract will terminate as of the date the funding expires without
further obligation of the State, including but not limited to any Early Termination Charge
outlined in any affected Service Attachment(s).

6.2. Termination of Orders by Subscribing Entity or Service Provider

Under this Agreement, specific Orders also may be terminated by either a Subscribing
Entity or the Service Provider, as follows:

6.2.1. By a Subscribing Entity

A Subscribing Entity may terminate Service under any Order it has placed, and it may
do so at any time for any or no reason. The Subscribing Entity will be liable for
charges accrued but unpaid as of the termination date, as well as any Early
Termination Charge outlined in the appropriate Service Attachments.

If the Subscribing Entity’s funds are contingent upon the availability of lawful
appropriations by the Ohio General Assembly or other governmental body, and the
General Assembly or other governmental body fails at any time to continue funding
for the payments and other obligations due under an Order, the Subscribing Entity’s
obligations with respect to that Order will terminate as of the date the funding expires,
and the Subscribing Entity will have no further obligation with respect to such Order,
including but not limited to any Early Termination Charge outlined in any affected
Service Attachments.

If a termination of any Service under one or more Orders is for cause or non-
appropriation of funds, as described in this Section 6, the Subscribing Entity will not
be liable for any Early Termination Charge, if such are otherwise applicable to the
Service or Services so terminated. If the termination is for cause, the Service Provider
will fully cooperate in any disentanglement efforts the Subscribing Entity reasonably
requests at no cost to the Subscribing Entity.
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6.2.2. By the Service Provider

If a Subscribing Entity materially defaults in the performance of any of its duties or
obligations under this Agreement, the Service Provider, by giving at least thirty (30)
days prior written notice, may cancel any affected Services provided to that
Subscribing Entity under this Agreement.

If the Subscribing Entity cures the default to the satisfaction of the Service Provider
and before the cancellation of Service date, the Order will remain in full force and
effect.

If the Subscribing Entity fails to cure, then the Subscribing Entity will remain liable for
charges accrued but unpaid as of the cancellation date and any Early Termination
Charge as outlined in the appropriate Service Attachment(s), if applicable.

7. Financial — Fees, Claims and Disputes, Billing, and Payment
7.1. Fees

All applicable charges are fully documented in the appropriate Service Attachment(s). The
Subscribing Entity will not be responsible for any charges not documented in the
applicable Service Attachment(s) nor will the Subscribing Entity be responsible for any
charges waived by the Service Provider in this Agreement or the applicable Service
Attachment(s). The charges waived by the Service Provider include, but are not limited
to, the following:

Universal Connectivity Fee;
Administrative Expense Fee;
Property Tax Allotment; and
Federal Regulatory Fee of 2.06%

PwbdE

Subscribing Entities are not subject to increases in fees during the Term of this Agreement.

Subscribing Entities are not responsible for any charges from the Service Provider’s third-
party suppliers for any Services ordered under this Agreement, unless an applicable
Service Attachment expressly provides otherwise. In this regard, the Service Provider is
the seller or reseller of all Services covered by this Agreement, and any payments due to
the Service Provider’s third-party suppliers for Services under this Agreement are included
in the Service Provider’s fees specified in the applicable Service Attachment, unless that
Service Attachment expressly provides otherwise.

7.2. Billing
Invoices will be issued at the Order level, but the Subscribing Entity may require a recap
at the agency, division, or district level based on the organizational structure of the

Subscribing Entity.

Invoices must be submitted to the office designated in the State’s Ordering System as the
"bill to address”. The invoice must be submitted within 60 days of the Service. If the
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Subscribing Entity does not receive the invoice within the 60 days of the date of Service,
the Subscribing Entity will be entitled to deny payment of the invoice.

The Subscribing Entity(s) are only authorized to pay correct invoices. A proper invoice
must include the following information and/or attached documentation:

i.  name and address of the Service Provider as designated in this Agreement;
i. Federal Tax ldentification Number of the Service Provider as designated in this
Agreement;
iii.  invoice remittance address as designated in the Agreement; and
iv.  a sufficient description of the Services to allow the Subscribing Entity to identify
the Services and perform an audit of the Services.

7.3. Payment

Payments for Services under this Agreement will be due on the 30th calendar day after
the actual receipt of a proper invoice in the office designated to receive the invoice. The
Service Provider agrees to receive payment from approved vouchers by electronic fund
transfer (“EFT”) for Subscribing Entities that rely on them to make payment. The Service
Provider will cooperate with Subscribing Entities in providing the necessary information to
implement EFT. The date the EFT is issued in payment will be considered the date
payment is made, or if a Subscribing Entity does not use an EFT process, the date its
check or warrant is issued in payment will be considered the date payment is made.

7.4. State Reporting Requirements

The Service Provider must provide the State with a recap of all Services provided to the
Subscribing Entities on a monthly basis. Additional, specific reporting data requirements
may be outlined in the Service Attachment(s).

7.5. Service Level Guarantee and Credits

The Service Provider will issue a credit allowance to any Subscribing Entity affected by a
Service outage, as defined in the Service Level Agreement contained in the applicable
Service Attachment. The credit will appear on the affected Subscribing Entity’s next
invoice, or if the Subscribing Entity so requests, the Service Provider will issue a check to
the Subscribing Entity as payment within 30 days of the request.

7.6. Cost Recovery

The Service Provider must pay a Cost Recovery Fee to the State to cover the estimated
costs the State will incur administering this Agreement and the Services offered under it.

The Cost Recovery Fee will be 2% of the total quarterly sales reported under this
Agreement to all Subscribing Entities, including all State-level entities and all Cooperative
Purchasing Members. The Cost Recovery Fee is included in the prices reflected on the
Service Attachment and the Service Provider may not add a surcharge to orders under
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this contract to cover the amount of the Cost Recovery Fee. The State will generate
notification to the Service Provider via email on the last day of the calendar quarter
advising the Service Provider to complete a revenue reporting form provided by the State
within 30 days after the close of the quarter. The State may compare the form provided
by the Service Provider to information in the State’s accounting system, the State’s
Ordering System, and other records for purposes of verifying the accuracy of the form.

Examples of calculation of a Cost Recovery Fee:
(Log-In and Password Established for Cost Recovery Contact to Report Sales)

1) (State Entities Only Example)

I
Quarter Revenue State Agencies zi\\l/ee?::qle_r?t(:sal Revenue Share Due Reported by
Q1 $ 79,193 $0 $ 1,584 “Name of Contact”
Q2 $ 10,392 $0 $ 208 “Name of Contact”
Q3 $ 209,105 $0 $ 4,182 “Name of Contact”

$ 74,970 Name of Contact”

2) (State Entities and Cooperative Purchasing Member Sales Example)

I
Quarter Revenue State Agencies 22‘\’/‘2?:;;?::' Revenue Share Due Reported by
Q1 $ 79,193 $ 20,963 $ 2,003 “Name of Contact”
Q2 $ 10,392 $4,197 $ 292 “Name of Contact’
Q3 $ 209,105 $ 63,210 $ 5,446 “Name of Contact”

$ 74,970 “Name of Contact”

3) (Reporting $0 Sales to both State Entities and Cooperative Purchasing Members)
Note: Reporting still required although sales reported for quarter - $0

I
Quarter Revenue State Agencies 22\\//2?:&;?:;' Revenue Share Due Reported by
Q1 $0 $0 $ 0 “Name of Contact”
Q2 $0 $0 $ 0 “Name of Contact”
Q3 $0 $0 $ 0 “Name of Contact’
Q4 I $0 $0 $ 0 “Name of Contact”

The Service Provider must remit to the State the 2% Cost Recovery Fee within 30 days of
receipt of the notice from the State by check to the State of Ohio, Office of Information
Technology. The check must be made payable to the Treasurer, State of Ohio, and must
be sent to the State at the following address:

Department of Administrative Services
L-3686
Columbus, OH 43260-3686
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The State will direct the Service Provider to the State’s in-house reporting system to enter
all reporting information to include all State entity sales as well as Cooperating Purchasing
sales. To ensure that the payment is credited properly, the Service Provider must identify
the check as a State of Ohio Cost Recovery Fee and reference this Master Cloud Service
Agreement and the supporting Cost Recovery Report. Credit of the Cost Recovery Fee
will begin in the month of execution of this Agreement.

If the full payment of the Cost Recovery fee is not paid within 30 days after the end of the
applicable reporting period, the non-payment will constitute a contract debt to the State.
The State may offset any unpaid cost recovery from any amount owed to the Contractor
under this Contract and employ all other remedies available to it under Ohio law for the
non-payment of Cost Recovery. Additionally, if the Contractor fails to pay the Cost
Recovery in a timely manner, the failure will be considered a breach of this Contract, and
the State may terminate this Contract for cause and seek damages to the full extent of
applicable Ohio law.

8. Support
8.1. Service Support Generally

During the Term of any Order, the Service Provider will provide the Subscribing Entity with
telephonic assistance and advice for using all Services covered by the Order. The Service
Provider also will provide troubleshooting and problem resolution by developing and
providing fixes or patches for errors in any software it provides and contract with any third
party providing software that supports the Services for the same. As part of the support
the Service Provider provides in exchange for the applicable fee, the Service Provider also
will keep all software current by installing all relevant service packs and patches as well
as all updates and new releases and versions of the software as soon as reasonably
possible. The Service Provider also will keep its own software offering compatible with
any updated third-party software that is part of the Services or supports the Services. The
manner in which the Service Provider provides support will be governed by the Service
Provider’s policies and programs described in the applicable documentation or other
materials that the Service Provider uses to notify its customers generally of such policies.
But regardless of the Service Provider’s policies and programs, unless otherwise agreed
in the applicable Service Attachment, in all cases such support must comply with the
requirements of this Agreement and the applicable Service Attachment(s). And the
Service Provider must provide the support in a competent, professional, and timely
manner.
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8.2. Equipment Support Generally

For any equipment used to provide the Services, remedial equipment maintenance by the
Service Provider will be completed within eight business hours after notification by the
Subscribing Entity that maintenance is required. In the case of preventative maintenance,
the Service Provider will perform such in accordance with the manufacturer's published
schedule and specifications. If maintenance is not completed within eight hours after
notification by the Subscribing Entity, the Service Provider will be in default. Failure of the
Service Provider to meet or maintain these requirements will provide the Subscribing
Entity with the same rights and remedies as specified elsewhere in this Agreement for
default, except that the Service Provider will only have eight hours to remedy a default.
Nothing contained herein will limit the application of any credits for failure to meet any
service level agreements in the applicable Service Attachment. The Service Provider will
provide adequate staff to provide the maintenance required by this Agreement.

8.3. Adjustments

A Subscribing Entity may acquire subscriptions that are based on the number of users,
nodes, computers, processors, or other counts of Objects covered by an Order
(“Objects”). In any such cases, the Subscribing Entity may request that the fees for a
subscription renewal be calculated based on fewer Objects than included in the previous
Order, with an appropriate adjustment in the applicable fee(s). Despite the reduction, fees
for the remaining Objects may not be increased over the applicable fees from the previous
Order.

During an Order’s duration (“Order Term”), a Subscribing Entity may increase the volume
of its Order (e.g., add additional users) without increasing the Order Term. The cost of
any addition Objects or similar increase in usage must be prorated to reflect the time
remaining in the Order Term rather than be based on the full Order Term.

8.4. Support Parameters

A Subscribing Entity may initiate support requests for problems it encounters with the
Services by telephone, email, Internet, or fax, and the Service Provider must maintain
lines of communication that support all four forms of communication. The Service Provider
must make support available 24 hours a day, seven days per week (the “Support
Window”), and it must do so by staffing its support function with an adequate number of
gualified personnel to handle its traditional volume of calls. Further, the Service Provider
must maintain at least one support center in North America with adequate English-
speaking support personnel. The applicable Service Attachment(s) may provide for
different support periods. A Subscribing Entity’s technical staff may contact any support
center that the Service Provider maintains, and they may choose to do so based on
convenience, proximity, service hours, languages spoken, or otherwise.

8.5. Incident Classification

The Service Provider must classify and respond to support calls by the underlying
problem’s effect on a Subscribing Entity. In this regard, the Service Provider may classify
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the underlying problem as critical, urgent, or routine. The guidelines for determining the
severity of a problem and the appropriate classification of and response to it are described
below.

The Service Provider must designate a problem as “critical” if the Service is functionally
inoperable, the problem prevents the Service or a major component or function of it from
being used in production mode or there is significant potential for data integrity problems.
This classification assumes there is no existing patch for the problem.

The Service Provider must classify a problem as “urgent” if the underlying problem
significantly degrades the performance of the Service or a major function or component of
it or materially restricts a Subscribing Entity’s use of the Service in a production mode. A
problem also will be considered urgent if a commonly used feature often generates
application errors, causes the Service to freeze, locks up the computer on which the
Service is running, or otherwise routinely does not work as intended. Classification of a
problem as urgent rather than critical assumes that an affected Subscribing Entity still can
conduct business with the Service and response times are consistent with the needs of
the Subscribing Entity for that type of Service. As with the critical classification, the urgent
classification assumes there is no existing patch or acceptable workaround procedure for
the problem.

Finally, the Service Provider may classify a support call as “routine” if the underlying
problem is a question on end use or configuration of the Service. It also may be classified
as routine when the problem does not materially restrict a Subscribing Entity’s use of the
Service in its production environment, such as when a feature or combination of features
generates minor or rare errors. Also, if any problem that otherwise should be classified
as critical or urgent can be solved either by a known workaround or an existing patch that
does not materially interfere with a Subscribing Entity’s use of the Service, the problem
may be treated as routine.

The Service Provider must apply the above classifications in good faith to each call for
support, and the Service Provider must give due consideration to any request by a
Subscribing Entity to reclassify a problem, taking into account the Subscribing Entity’s
unique business and technical environments and any special needs it may have.

8.6. Incident Response

The Service Provider must respond to critical problems by ensuring that appropriate
managerial personnel are made aware of the problem and that they actively track and
expedite a resolution. The Service Provider must assign support or development
personnel at the appropriate level to the problem, and those personnel must prepare a
work plan for the problem’s expeditious resolution. The work plan must assume that the
Service Provider’s appropriate staff will work without material interruption until the problem
is resolved properly. At the request of an affected Subscribing Entity, the Service
Provider’s personnel must maintain daily contact with the Subscribing Entity’s technical
staff to keep the Subscribing Entity abreast of efforts being made to solve the problem.
The Service Provider also must provide the Subscribing Entity’s technical staff with direct
access to the Service Provider’s support personnel and product development personnel,
if appropriate, who are assigned to the problem.
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The Service Provider must respond to urgent problems by having its product development
and support personnel work in concert to develop a fix or a workaround. If requested, the
Service Provider’s support personnel must maintain regular contact with the affected
Subscribing Entities to keep their technical staff abreast of progress toward a resolution
of the problem. The Service Provider’s support staff must include the problem in regular
status reports to the Service Provider's management team. And the Service Provider’s
support staff must provide the fix or workaround procedure as soon as it is available.

The Service Provider must respond to routine problems by providing the affected
Subscribing Entities with a fix or workaround on a priority basis if the problem is one for
which an existing patch or workaround already exists. For newly identified problems falling
into this classification, the Service Provider’s support personnel must generate a problem
report, and the appropriate development or support personnel then must prioritize the
problem in relation to other outstanding product issues. The assigned priority then will
govern the problem solving or developmental work needed to address the problem and
the schedule for delivering a solution. For routine calls that involve end usage and
configuration issues rather than bugs or other technical problems, the Service Provider’s
first or second level support personnel must provide the Subscribing Entity’s technical staff
with telephonic assistance on a non-priority basis.

8.7. Response Times

The maximum time that the Service Provider takes to respond initially to a support request
may vary based upon the classification of the request. During the Support Window, the
Service Provider’s response time for a critical support request will be less than one hour.
The Service Provider’s response time for an urgent request must be less than two hours
during the Support Window. And the Service Provider's response time for a routine
support request must be less than four hours during the Support Window. The applicable
Service Attachment may provide for shorter response times, and nothing contained herein
will limit the application of any credits for failure to meet any service level agreements in
the applicable Service Attachment.

8.8. Escalation Process

Any support call that is not resolved must be escalated to the Service Provider’s
management under the following parameters. Unresolved problems that are classified as
critical must be escalated to the Service Provider’s support manager within one hour and
to the director level after four hours. If a critical problem is not resolved within one day, it
must escalate to the CEO level after two days. The Service Provider’'s support staff will
escalate unresolved urgent problems to its support manager within three hours, to the
director level after one day, and to the CEO level after two days.

8.9. Subscribing Entity Obligations

To facilitate the Service Provider meeting its support obligations, Subscribing Entities must
provide the Service Provider with the information reasonably necessary to determine the
proper classification of the underlying problem. They also must assist the Service Provider
as reasonably necessary for the Service Provider’'s support personnel to isolate and
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diagnose the source of the problem. Additionally, to assist the Service Provider’s tracking
of support calls and the resolution of support issues, Subscribing Entities must make a
reasonable effort to use any ticket or incident number that the Service Provider assigns to
a particular incident in each communication with the Service Provider.

8.10. Relationship to SLAs

The Service Provider’'s support obligations are in addition to the SLAs in the Service
Attachment(s). Furthermore, the SLAs may provide for credits to the Subscribing Entities
even though the Service Provider is meeting its support obligations hereunder.

9. Standard Provisions
9.1. Certification of Funds

None of the rights, duties, or obligations in this Agreement will be binding on the State or
a Subscribing Entity, and the Service Provider will not begin its performance under any
Order, until all the following conditions occur for that Order:

i.  all statutory provisions under the ORC, including Section 126.07, have been met;
i. all necessary funds are made available by the appropriate State agencies;
iii. if required, approval of this Agreement or the applicable Order is given by the
Controlling Board of Ohio; and
iv.  if the Subscribing Entity is relying on federal or third-party funds for its Order, the
Subscribing Entity gives the Service Provider written notice that such funds have
been made available.

Additional or alternate legal requirements may apply to political subdivisions that are a
Subscribing Entity for an Order to be binding on it.

9.2. Excusable Delay

Neither Party will be liable for any delay in its performance that arises from causes beyond
its control and without its negligence or fault. The delayed Party will notify the other
promptly of any material delay in performance and will specify in writing the proposed
revised performance date or dates as soon as practicable after notice of delay. The
proposed date or dates must be reasonable and cannot exceed the actual delay caused
by the events beyond the control of the Party. In the case of such an excusable delay,
the dates of performance or delivery affected by the delay will be extended for a period
equal to the time lost by reason of the excusable delay. The delayed Party must also
describe the cause of the delay and what steps it is taking to remove the cause.

The delayed Party may not rely on a claim of excusable delay to avoid liability for a delay
if the delayed party has not taken commercially reasonable steps to mitigate or avoid the
delay. Things that are controllable by the Service Provider's suppliers will be considered
controllable by the Service Provider, except for third-party manufacturers supplying
commercial items and over whom the Service Provider has no legal control.

In the case of subscriptions to Services for a Term that an excusable delay interrupts, the
Term of that subscription will be extended at no additional cost to affected Subscribing
Entities by the same amount of time as the excusable delay.
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9.3. Employment Taxes

Each Party will be solely responsible for reporting, withholding, and paying all employment
related taxes, contributions, and withholdings for its own personnel, including, but not
limited to, federal, state, and local income taxes, and social security, unemployment and
disability deductions, withholdings, and contributions, together with any interest and
penalties.

9.4. Sales, Use, Excise, and Property Taxes

The State and most Subscribing Entities are exempt from any sales, use, excise, and
property tax. To the extent sales, use, excise, or any similar tax is imposed on the Service
Provider in connection with any Service, such will be the sole and exclusive responsibility
of the Service Provider, and the Service Provider will pay such taxes (together with any
interest and penalties not disputed with the appropriate taxing authority) whether they are
imposed at the time the Services are rendered or a later time.

9.5. Equal Employment Opportunity

The Service Provider will comply with all state and federal laws regarding equal
employment opportunity and fair labor and employment practices, including ORC Section
125.111 and all related Executive Orders.

Before this Agreement can be awarded or renewed, an Affirmative Action Program
Verification Form must be submitted to the DAS Equal Opportunity Division to comply with
the affirmative action requirements. Affirmative Action Verification Forms and approved
Affirmative Action Plans can be found by to the Ohio Business Gateway at:

http://business.ohio.gov/efiling/

The State encourages the Service Provider to purchase goods and Services from Minority
Business Enterprises (“MBEs”) and Encouraging Diversity, Growth and Equity (‘EDGE”)
contractors.

9.6. Drug-Free Workplace

The Service Provider must comply with all applicable state and federal laws regarding
keeping a drug-free workplace. The Service Provider must make a good faith effort to
ensure that all its employees, while working on State property or the property of any
Subscribing Entity, will not have or be under the influence of illegal drugs or alcohol or
abuse prescription drugs in any way.

9.7. Conflicts of Interest

No Service Provider personnel may voluntarily acquire any personal interest that conflicts
with the Service Provider’s responsibilities under this Agreement.
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Additionally, the Service Provider will not knowingly permit any public official or public
employee who has any responsibilities related to this Agreement to acquire an interest in
anything or any entity under the Service Provider’s control, if such an interest would
conflict with that official’s or employee’s duties. The Service Provider will disclose to the
State knowledge of any such person who acquires an incompatible or conflicting personal
interest related to this Agreement. The Service Provider will take all legal steps to ensure
that such a person does not participate in any action affecting the work under this
Agreement, unless the State has determined that, in the light of the personal interest
disclosed, that person's participation in any such action would not be contrary to the public
interest.

9.8. Assighment

The Service Provider may not assign this Agreement or any of its rights or obligations
under this Agreement without the prior, written consent of the State, which the consent will
not be unreasonably withheld.

9.9. Governing Law

This Agreement will be governed by the laws of Ohio, and venue for any disputes will lie
with the appropriate court in Ohio.

9.10. Finding for Recovery

The Service Provider warrants that the Service Provider is not subject to an unresolved
finding for recovery under ORC §9.24. If the warranty is false on the date the parties signed
this Agreement, the Agreement is void ab initio.

9.11. Anti-trust

The Parties recognize that, in actual economic practice, overcharges resulting from
antitrust violations are usually borne by the State and the Subscribing Entities. The
Service Provider therefore assigns to the State all state and federal antitrust claims and
causes of action that the Service Provider now has or may acquire relating to the Services
that are covered by this Agreement.

9.12. Use of Name

Neither Party will use the other Party’s name in any marketing material, advertisement, or
press release without the other Party’s written consent. Further, neither Party may use
any contact information collected from the other in the performance of this Agreement for
general marketing or sales purposes, such as using email addresses to send mass
marketing material, and must use such information solely for purposes of administering
this Agreement.
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9.13. Executive Order 2011-12K Compliance

The Service Provider affirms it has read and understands Executive Order 2011-12K and
will abide by those requirements in the performance of this Agreement.

Notwithstanding any other Terms of this Agreement, the State reserves the right to recover
any funds paid for Services the Service Provider performs outside of the United States for
which it did not receive a waiver. The State does not waive any other rights or remedies
provided the State in this Agreement.

The Service Provider agrees to complete the attached Executive Order 2011-12K
Affirmation and Disclosure Form, which is incorporated and becomes a part of this
Agreement.

9.14. Campaign Contributions

The Service Provider, by signature affixed on this document, hereby certifies that all
applicable parties listed in ORC Section 3517.13 are in full compliance with ORC Section
3517.13.

Information regarding Contribution Restrictions is available on the Office of Budget &
Management website at: www.obm.ohio.gov.

9.15. Export Compliance

The Services and derivatives thereof may be subject to export laws and regulations of the
United States and other jurisdictions. Both the Service Provider and the State represent
that it is not named on any U.S. government denied-party list. Neither party will permit
others to access or use the Services in a US-embargoed country (currently Cuba, Iran,
North Korea, Sudan or Syria) or in violation of any U.S. export law or regulation.

9.16. Safety and Security Rules

When accessing State networks and systems, the Service Provider must comply with all
applicable State policies and regulations regarding data security and integrity. And when
on any property owned or controlled by the State, the Service Provider must comply with
all security and safety rules applicable to people on those premises. Subscribing Entities
may have policies and regulations that are specific to them that the Service Provider must
also comply.

9.17. Ohio Ethics Law

The Service Provider certifies that it is currently in compliance with and will continue to
adhere to the requirements of the Ohio ethics laws.
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http://www.obm.ohio.gov/

9.18. Entire Agreement

This Agreement, together with any Service Attachments and all additional documents
expressly incorporated herein, sets forth the entire agreement of the Parties with respect
to the subject matter hereof and supersedes any prior agreements, promises,
representations, understandings, and negotiations between the Parties with respect to the
subject matter hereof.

Only executable Order attached to a Service Attachment as an exhibit and identified as such
in the applicable Service Attachment may be executed by a Subscribing Entity to evidence
a transaction under this Agreement. Further, the Subscribing Entity may not add or require
additional Terms as part of any authorized Order. Documents attached to a Service
Agreement as exhibits to be executed by a Subscribing Entity typically identify authorized

Service options the Subscribing Entity has selected, provide information about a
Subscribing Entity, identify installation or configuration requirements or similar Statements
of Work to be done by the Service Provider, set schedules for performance, and similar
matters.

9.19. Severability

If any provision hereunder is declared or held invalid, illegal, or unenforceable by a court
of competent jurisdiction, this Agreement will be revised only to the extent necessary to
make that provision legal and enforceable or, if impossible, the unaffected portions of this
Agreement will remain in full force and effect so long as the Agreement remains consistent
with the Parties’ original intent.

9.20. Survival

Any Terms, conditions, representations, or warranties contained in this Agreement that
must survive termination or expiration of this Agreement to be fully effective will survive
the termination or expiration of the Agreement, unless expressly provided otherwise in this
Agreement. Additionally, no termination or expiration of the Agreement will affect the
State’s right to receive Services for which the State has paid before expiration or
termination, but no subscription to a Service will continue beyond the period paid for before
termination or expiration of the Agreement.

If any Service Attachment should expire or be terminated, the remaining portions of this
Agreement will survive only to the extent that DAS or Subscribing Entity request in writing
thirty (30) days before the expiration of this Agreement or applicable Service Attachment
that a Service or Order remain in effect for up to one year following the expiration of this
Agreement.
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9.21. No Waiver

The failure of either party at any time to demand strict performance by the other Party of
any terms or conditions of this Agreement may not be construed as a waiver of any of
those terms or conditions, and either Party may at any time demand strict and complete
performance by the other Party.

9.22. Order of Precedence

A. In event of a conflict related to the general Terms and Conditions between the
Agreement and the Service Attachment(s), the Agreement shall prevail.

B. Inthe event of a conflict related specifically to the service, between the Agreement
and the Service Attachment(s), the Service Attachment(s) shall prevail.

9.23. Headings

The headings herein are for convenience only and are not intended to have any
substantive significance in interpreting this Agreement.

9.24. Governmental Authorization, Regulatory Changes

This Agreement is subject to all applicable federal, state, and local laws, rules, orders, and
regulations, and each Party must comply with all applicable federal, state, and local laws,
rules, regulations, and orders in performing its obligations hereunder. To the extent any
provision of this Agreement conflicts with any such law, rule, order, or regulation, such
law, rule, order, or regulation will supersede the conflicting provision. The Service
Provider may discontinue, limit, or impose additional requirements to the provision of
Service, upon no less than 30 days written notice, if required to meet federal, state or local
laws, rules, or regulations. But if any such action materially affects any Subscribing
Entity’s use of a Service, the Subscribing Entity may on written notice to the Service
Provider terminate its use of the Service without an Early Termination Charge and receive
a pro rata refund any amounts paid in advance for the Service.

NetGain Master Service Agreement Page 27

OhiddAS

Service - Support - Solutions Contract Number — MSA0049



9.25. Eligibility of E-Rate Service

Some Services under this Agreement and/or the Service Attachments may be eligible for
the Universal Service Administrative Company’s (USAC’s) Education Rate (E-Rate)
Program. If a Service Provider makes a determination that certain administrative fees are
E-Rate eligible, the Service Provider must line-item each invoice to the State indicating
which administrative fees are E-Rate eligible. Service Providers and customers party to
this contract must follow the rules as set forth by USAC. Please refer to the following web
location, if available.

http://sl.universalservice.org/menu.asp

Under current USAC rules, administrative fees assessed by the State are excluded from
E-Rate reimbursement for telecommunications services. Service Provider will be
responsible for all E-Rate federal reimbursement requirements.

9.26. Notices

Except as otherwise provided in this Agreement, all notices hereunder must be in writing
and sent by:

i. registered or certified mail, postage prepaid;
ii. facsimile transmission;

iii. overnight courier;

iv. or email, upon confirmation of receipt.

Alternatively, such notices may be hand delivered if confirmation of receipt is attained at
delivery.

The State’s address for notification is:

Department of Administrative Services
Office of Information Technology

Enterprise Information Technology Contracts
30 East Broad Street, 39™ Floor

Columbus, Ohio 43215

Attn: Enterprise IT Contracts Administrator

The Service Provider’s address for naotification is:

NetGain Information Systems Company
ATTN: President

P.O. Box 500

Bellefontaine, Ohio 43311-0500

NetGain Master Service Agreement Page 28

OhiddAS

Service - Support - Solutions Contract Number — MSA0049


http://sl.universalservice.org/menu.asp

With a copy to:

NetGain Information Systems Company
ATTN: Statutory Agent

P.O. Box 400

DeGraff, Ohio 43318-0400

9.27. IRS 1075 Technology Services.

In order to protect risk of loss, breach, or misuse of Federal Tax Information (“FTI”) held
by government agencies, the Internal Revenue Service issued Publication 1075 which
includes specific language to include in any State contract in which FTI may be disclosed.

| Performance

In performance of this Contract, the Contractor agrees to comply with and assume
responsibility for compliance by his or her employees with the following
requirements:

(1) All work will be done under the supervision of the Contractor or the
Contractor’s employees.

(2) Any return or return information made available in any format shall be
used only for the purpose of carrying out the provisions of this Contract.
Information contained in such material will be treated as confidential
and will not be divulged or made known in any manner to any person
except as may be necessary in the performance of this Contract.
Disclosure to anyone other than an officer or employee of the
Contractor will be prohibited.

(3) Allreturns and return information will be accounted for upon receipt and
properly stored before, during, and after processing. In addition, all
related output will be given the same level of protection as required for
the source material.

(4) The Contractor certifies that the data processed during the
performance of this Contract will be completely purged from all data
storage components of his or her computer facility, and no output will
be retained by the Contractor at the time the work is completed. If
immediate purging of all data storage components is not possible, the
Contractor certifies that any IRS data remaining in any storage
component will be safeguarded to prevent unauthorized disclosures.

(5) Any spoilage or any intermediate hard copy printout that may result
during the processing of IRS data will be given to the agency or his or
her designee. When this is not possible, the Contractor will be
responsible for the destruction of the spoilage or any intermediate hard
copy printouts, and will provide the agency or his or her designee with
a statement containing the date of destruction, description of material
destroyed, and the method used.
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(6) All computer systems receiving, processing, storing or transmitting FTI
must meet the requirements defined in IRS Publication 1075. To meet
functional and assurance requirements, the security features of the
environment must provide for the managerial, operations, and technical
controls. All security features must be available and activated to protect
against unauthorized use of and access to Federal Tax Information.

(7) No work involving Federal Tax Information furnished under this
Contract will be subcontracted without prior written approval of the IRS.

(8) The Contractor will maintain a list of employees authorized access.
Such list will be provided to the agency and, upon request, to the IRS
reviewing office.

(9) The agency will have the right to void the Contract if the Contractor fails
to provide the safeguards described above.

1 Criminal Sanctions

(1) Each officer or employee of any person to whom returns or return
information is or may be disclosed will be notified in writing by such
person that returns or return information disclosed to such officer or
employee can be used only for a purpose and to the extent authorized
herein, and that further disclosure of any such returns or return
information for a purpose or to an extent unauthorized herein
constitutes a felony punishable upon conviction by a fine of as much as
$5,000 or imprisonment for as long as 5 years, or both, together with
the costs of prosecution. Such person shall also notify each such
officer and employee that any such unauthorized further disclosure of
returns or return information may also result in an award of civil
damages against the officer or employee in an amount not less than
$1,000 with respect to each instance of unauthorized disclosure.
These penalties are prescribed by IRCs 7213 and 7431 and set forth at
26 CFR 301.6103(n)-1.

(2) Each officer or employee of any person to whom returns or return
information is or may be disclosed shall be notified in writing by such
person that any return or return information made available in any
format shall be used only for the purpose of carrying out the provisions
of this Contract. Information contained in such material shall be treated
as confidential and shall not be divulged or made known in any manner
to any person except as may be necessary in the performance of the
Contract. Inspection by or disclosure to anyone without an official
need-to-know constitutes a criminal misdemeanor punishable upon
conviction by a fine of as much as $1,000 or imprisonment for as long
as 1 year, or both, together with the costs of prosecution. Such person
shall also notify each such officer and employee that any such
unauthorized inspection or disclosure of the officer or employee (United
States for Federal employees) in an amount equal to the sum of the
greater of $1,000 for each act of unauthorized inspection or disclosure
with respect to which such defendant is found liable or the sum of the
actual damages sustained by the plaintiff as a result of such
unauthorized inspection or disclosure plus in the case of a willful
inspection or disclosure which is the result of gross negligence, punitive
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3)

(4)

damages, plus the costs of the action. These penalties are prescribed
by IRC 7213A and 7431.

Additionally, it is incumbent upon the Contractor to inform its officers
and employees of the penalties for improper disclosure imposed by the
Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1),
which is made applicable to contractors by 5 U.S.C. 552a(m)(1),
provides that any officer or employee of a contractor, who by virtue of
his/her employment or official position, has possession of or access to
agency records which contain individually identifiable information, the
disclosure of which is prohibited by the Privacy Act or regulations
established thereunder, and who knowing that disclosure of the specific
material is prohibited, willfully discloses the material in any manner to
any person or agency not entitled to receive it, shall be guilty of a
misdemeanor and fined not more than $5,000.

Granting a contractor access to FTI must be preceded by certifying that
each individual understands the agency’s security policy and
procedures for safeguarding IRS information. Contractors must
maintain their authorization to access FTI through annual
recertification. The initial certification and recertification must be
documented and placed in the agency’s files for review. As part of the
certification and at least annually afterwards, contractors must be
advised of the provisions of IRCs 7431, 7213, and 7213A (See Exhibit
4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil Damages
for Unauthorized Disclosure). The training provided before the initial
certification and annually thereafter must also cover the incident
response policy and procedure for reporting unauthorized disclosures
and data breaches. (See Section 10) For both the initial certification
and the annual certification, the contractor must sign, either with ink or
electronic signature, a confidentiality statement certifying their
understanding of the security requirements.

i Inspection

The IRS and the Agency shall have the right to send its officers and employees
into the offices and plants of the Contractor for inspection of the facilities and

operations

provided for the performance of any work under this Contract. On the

basis of such inspection, specific measures may be required in cases where the

Contractor

is found to be noncompliant with contract safeguards.

9.28. Registration with the Secretary of State.

By providing a Charter Number and signature within the Certification Offer Letter, the
Contractor attest that the Contractor is:

¢ An Ohio corporation that is properly registered with the Ohio Secretary of State;

or

e A foreign corporation, not incorporated under the laws of the state of Ohio, but is

registered with the Ohio Secretary of State pursuant to Ohio Revised Code

Sections 1703.01 to 1703.31, as applicable.
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Any foreign corporation required to be licensed under O.R.C. § 1703.01-1703.31, which
transacts business in the state of Ohio, without being so licensed, or when its license has
expired or been canceled, shall forfeit not less than $250.00 nor more than ten thousand
dollars. No officer of a foreign corporation (http://codes.ohio.gov/orc/1703.01) shall transact
business in the state of Ohio, if such corporation is required by O.R.C. § 1703.01-1803.31 to
procure and maintain a license, but has not done so. Whoever violates this is guilty of a

misdemeanor of the forth degree. Questions regarding registration should be directed to (614)
466-3910, or visit http://www.sos.state.oh.us

Signature Page to Follow
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IN WITNESS WHEREOF, the Parties have executed this Agreement which shall be effective on
the date signed by the State (the “Effective Date”)

NETGAIN INFORMATION STATE OF OHIO,
SYSTEMS COMPANY DEPARTMENT OF
ADMINISTRATIVE SERVICES
st y /
SIS A A .
/ % [ Zowa»—;/gu
Signature Signature
Kelly L. Jones Robert Blair
Printed Name Printed Name
DAS Director
President & COO Assistant Director/State CIO
Title Title
Apiil 19, 2017 v /21/07
Date Effective Date

16-0665683
Federal Tax ID

W
e e e )
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JOHN R. KASICH

GOVERNOR
STATE OF OHIO

Executive Order 2011-12K

Governing the Expenditure
of Public Funds for Offshore Services

WHEREAS, State of Ohio officials and employees must remain passionately focused on
initiatives that will create and retain jobs in the United States in general and in Ohio in particular,
and must do so especially during Ohio’s continuing efforts to recover from the recent recession.

WHEREAS, allowing public funds to pay for services provided offshore has the
potential to undermine economic development objectives in Ohio.

WHEREAS, the expenditure of public funds for services provided offshore may deprive
Ohioans and other Americans of critical employment opportunities and may also undermine
efforts to attract businesses to Ohio and retain them in Ohio, initiatives in which this State has
invested heavily.

NOW THEREFORE, I, John R. Kasich, Governor of the State of Ohio, by virtue of the
authority vested in me by the Constitution and the laws of this State, do hereby order and direct
that:

1. No State Cabinet Agency, Board or Commission (“Executive Agency”) shall enter
into any contract which uses any public funds within its control to purchase services
which will be provided outside the United States. This Executive Order applies to all
purchases of services made directly by an Executive Agency and services provided by
subcontractors of those providing services purchased by an Executive Agency.

2. This Executive Order will be personally provided, by the Director, Chair or other
chief executive official of each Executive Agency, to the Chief Procurement Officer
or other individual at that entity responsible for contracts for services.

3. The Department of Administrative Services, through Ohio’s Chief Procurement
Officer, shall have in place, by July 1, 2011, procedures to ensure all of the following:

a. All agency procurements officers (APOs), or the person with equivalent duties
at each Executive Agency, have standard language in all Executive Agency
contracts which:

i. Reflect this Order’s prohibition on the purchase of offshore services.
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d.

ii. Require service providers or prospective service providers to:

1. Affirm that they understand and will abide by the requirements
of this Order.

2. Disclose the location(s) where all services will be performed
by any contractor or subcontractor.

3. Disclose the locations(s) where any state data associated with
any of the services they are providing, or seek to provide, will
be accessed, tested, maintained, backed-up or stored.

4, Disclose any shift in the location of any services being
provided by the contractor or any subcontractor.

5. Disclose the principal location of business for the contactor and
all subcontractors who are supplying services to the state under
the proposed contracts,

All APOs confirm that all quotations, statements of work, and other such
proposals for services affirm this Order’s prohibition on the purchase of
offshore services and include all of this Order’s disclosure requirements.

1. Any such proposal for services lacking the affirmation and disclosure
requirements of this Order will not be considered.
ii. Any such proposal where the performance of services is proposed to
be provided at a location outside the United States by the contractor or
any subcontractor will not be considered.

All procurement manuals, directive, policies, and procedures reflect the
requirements of this Order.

All APOs have adequate training which addresses the terms of this Order.

4. Nothing in this Order is intended to contradict any state or federal law. In addition,
this Order does not apply to:

a.

b.

Services necessary to support the efforts of the Department of Development to
attract jobs and business to the state of Ohio;

Academic, instructional, educational, research or other services necessary to
support the international missions of Ohio’s public colleges and universities;
or

Situations in which the Director of the Department of Administrative
Services, or the Director’s designee, shall determine that it is an emergency or
that it is necessary for the State to waive some or all of the requirements of
this Order. The Director shall establish standards by which Executive
Agencies may request a waiver of some or all of the requirements of this
Order and by which such requests will be evaluated and may be granted.

5. Executive Order 2010-098S is hereby rescinded.
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I signed this Executive Order on June 21, 2011 in Columbus, Ohio and it will cxpire on
my last day as Governor of Ohio unless rescinded before then.

. Kasich,'Governor

Jon Husted, Secretary of State
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