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Contract no. MCSAQ080

AWS Enterprise Agreement
This AWS Enterprise Agreement [this “Agreement”) I made anc entered mio by and between Amazon Weo
Serviges, Inz,, @ Defaware corporation | "AWS”| and the custamer specifled o this Cover Page {“Customer” or the

“State” ).

In consideration af the mutual promises contained irmthis Agreament, AWS and Customar agres ta all ternrs af the
Agreement eifective as of the date the l2st party signs this Agresment (the "Effective Date”)

Defined terms used in this Agreement with Initlal fetters capitalized have the meanings given i Section 13 Delow,

Amap\n Web Services, E&(( ' Customer Name: State of Ohlo Department of
S L Ad Services
[ VL b S o W O
mame:. G 0L Lowether By:
Title: _Prorhoi i ea ke roel Thhne Name: _ RehefT BRlale.
signature Date: (| 30 18 | Title: DirecTes
vl Signature Date: Ao+ 37K
Address:
Address:
410 Terry Avenue North
Seattle, WA 931095210 State of Ohio Department of Administrative Services
Attention: AWS General Counsel Office of the Chief Legal Counsel
Fax: 206-266-T010 30 Enst Broad Street, 40' Floor
Columbus, Ohio 43215
Attention: Christine M. Kinwarthy, Associate Counsel
— Fax:
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1. Use of the Service Offerings.

11 Generally. Customer may access and use the Service Offerings in accordance with this
Agreement. Service Level Agreements apply to certain Services. Customer's use of the Service Offerings will
comply with the terms of this Agreement.

1.2 AWS Account. To access the Services, Customer must create one or more AWS Enterprise
Accounts. Unless explicitly permitted by the Service Terms, Customer will only create one AWS Enterprise Accaunt
per email address. All AWS Enterprise Accounts will be covered by this Agreement. For all AWS Enterprise
Accounts, this Agreement supersedes any acceptance of the AWS Customer Agreement by Customer ar any of its
employees acting on behalf of Customer. if any of Customer's AWS accounts do not meet the definition of an
"AWS Enterprise Account,” those accounts will be gaverned by the AWS Customer Agreement.

1.3 Third-Party Content. Third-Party Content may be used by Customer at Customer’s election. Third-
Party Content is governed by this Agreement unless accompanied by separate terms and conditions, which may
include separate fees and charges.

1.4 Customer Affiliates,

Any Customer Affiliate may use the Service Offerings under its own AWS Enterprise Account(s) under
the terms of this Agreement by executing an addendum to this Agreement with AWS, as mutually agreed by AWS
and the Customer Affiliate, or by issuing a purchase order to AWS in accordance with Section 14(h). Customer may
open accounts on behalf of State Entities and in such event, State Entities will be End Users of Customer under the
Agreement. In addition, any Customer Affiliate may purchase AWS Services as described below in this Section
1.4.

(a} For Customerto open an AWS Enterprise Account for use by a State Entity, such AWS account
must; (a) be opened by the Customer using an emall address issued by the State Entity or the Customer (with an
email domain name that is owned by the State Entity or the Customer); {b) be joined in an Organization for which
Customer's AWS account number is identified to AWS by Customer in writing as the Master Account for purposes
of AWS Organizations {or any successor Service offered by AWS); and (c] include the State Entity’s full legal nama in
the “Company Name" field associated with the AWS account.

(b} Forthose Customer Affillates that are Cooperative Purchasing Members who elect to procure AWS
Services subject to the terms of this Agreement, such Cooperative Purchasing Member’s access and use of the Service
Offerings will be governed by this Agreement and the terms of this Agreement will be read to apply to the
Cooperative Purchasing Member as the Customer of AWS except that AWS will have no reporting or cost recovery
fee obligations to any Cooperative Purchasing Member, Each Cooperative Purchasing Member is solely responsible
and liable for any actions that accur from it or its End User's use of the AWS Services and all activities under its
accounts, Mothing in this Agreement requires AWS to accept a purchase order from a Cooperative Purchasing
Member.

(e} For those Customer Affiliates that are Non Superintended Entities who elect to procure AWS
Services subject to the terms of this Agreement, such entity’s access and use of the Service Offerings will be governed
by this Agreement and the terms of this Agreement will be read to apply to the Non Superintended Entity as the
Customer of AWS except that AWS will have no reporting or cost recovery fee obligations to any Mon Superintended
Entities (but will report any purchases made by such entities to Customer in accordance with Section 14(h) of this
Agreement). Each Mon Superintended Entity (5 solely responsible and liable for any actions that occur from it or its
End User's use of the AWS Services and all activities under its accounts. Nothing in this Agreement requires AWS to
accept a purchase order from a Mon Superintended Entity.

(d} If at any time during the Term a Customer Affiliate no longer meets the definition of an “Affiliate”
of Customer, then (i} it will no longer be an Affiliate for purposes of this Agreement, and (i} that former Customer
Affiliate and jts AWS accounts will no longer be covered under this Agreement (and in the absence of any other
agreement between the former Customer Affiliate and AWS, all AWS accounts of such former Affiliate will be
governed by the AWS Custormer Agreement).
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1.5 Customer Reports. AWS shall be responsible for reporting all revenue from the Services purchased
under this Agreement. AWS will submit guarterly reports to Customer via the Customer’s designated website and
in accordance with the process identified In Section 14 of the Agreement. AWS will submit all reports and the
quarterly Cost Recovery Fee owed to the State by the 15% day of the month following the month after the State’s
fiscal quarter ends. The State fiscal quarters run as follows: quarter 1 is July 1% to September 307, quarter 2 is
October 1% to December 317, quarter 3 is lanuary 1 through March 317, and quarter 4 is April 1% through June
30%. In the event the 15" day of the manth after a fiscal quarter falls on a state or federal hollday or weekend then
the Cost Recovery Fee payment and quarterly report will not be due ta the State until the first business day
following the 15™. In addition, AWS must provide the State with a recap of the services provided to Cooperative
Purchasing Members on a guarterly basis in a form substantially similar to the report attached as Exhibit 2isueh
reports may be submitted via email to Dennis Kapenga at dennis.kapengai@das.ohio.gov, or such other contact
person and emall address as the State may vpdate from time to time upon emall notice to AWS.

In addition, to assist the State with generating monthly reports regarding the State’s use of AWS
Service, the State may use the AWS Management Console so the State of Ohio, Office of Infarmation Technology,
may generate monthly reports providing stch reasonable information regarding Services purchased and fees
charged under this Agreement as the State of Ohio, Office of Information Technology requests to permit accurate
tracking and monitoring of Its activity under this Agreement,

2. Changes.

21 To the Service Offerings. AWS may change or discontinue any of the Service Offerings, from time to
time. For any AWS Enterprise Accounts enrolled in AWS Support at the Developer-level tier or abave {or any
SUCCESSOr service providing such communications alerts), AWS will provide at least 12 months prior Notice to
Customer if AWS decides to discontinue a Service that it makes generally available to its customers and that
Customer is using. AWS will not be obligated to provide Notice under this Section 2.1 if the discontinuation is
necessary to address an emergency or threat to the security or integrity of AWS, respond to claims, litigation, or
loss of license rights related to third-party intellectual property rights, or comply with the law or requests of a
government entity,

2.2 To the Service Level Agreements, AWS may change Service Level Agreements from time to time, but
will provide 90 days’ prior Notice to Customer before materially reducing the benefits offered to Customer under
any Service Leve| Agreement(s) that are avallable as of the Effective Date,

2.3 Tothe APls. AWS may change or discontinue any APIs for the Services from time to time. For any
ehange or discontinuation of an APl that is not also a discontinuation of a Service or a functionality of 2 Service,
AWS will cantinue supporting the previous version of such APl for 12 months after the change or discontinuation
{except if doing so (a) would pose 3 security or intellectual property issue, (b) Is technically infeasible, or (¢} is
neaded Lo comply with the law or requests of gavernmental entities),

3. Privacy and Security.

31 AWS Security. AWS will implement reasonable and appropriate measures for the AWS Network (as
determined by AWS] designed to help Customer secure Customer Content against accidental or unlawiul lass,
access or disclosure (the “Security Objectives”) in accordance with the AWS Sacurity Standards, AWS may modify
the AWS Security Standards from time to time, but will continue to provide at least the same level of security as s
described in the AWS Security Standards on the Effective Date.

3.2 Data Privacy. Customer may specify the AWS regions in which Customer Content will be

stored. Customer consents to the storage of Customer Content in, and transfer of Customer Content into, the AWS
regions Customer selects. AWS will not access or use Customer Content except as necessary to maintain or provide
the Service Offerings, or as necessary to comply with the law or a binding order of a governmental body. AWS will
rot (a) disclose Customer Content to any government or third party, or {b) subject to Section 3.3, move Customer
Content from the AWS regions selected by Customer; except in each case as necessary to comply with the law or a
binding order of a governmental body (such as a subpoena or court order). Unless it would be in viclation of &
court order ar other legal requirement, AWS will give Customer reasonable Notice of any legal requirement or

Page 3af 33
AWS Enterprise Agresmant
st 2018-10-30
AMZN DOCH 416371 _3F



CC EAWWPS 00092189 2018 TR

order referred to in this Section 3.2, to enable Customer 1o seek a protective order or other appropriate
remedy. AWS will only use Account Infarmation in accordance with the Privacy Policy, and Customer consents to
such usage. The Privacy Policy does not apply to Customer Content.

33 Service Attributes. To provide billing and administration services, AWS may process Service Attributes
I the AWS region(s) where Customer uses the Service Offerings and the AWS regions in the United States. To
provide Customer with support services initiated by Customer and investigate fraud, abuse or violations of this
Agreement, AWS may process Service Attributes where AWS maintains its support and investigation personnel,

34  AWS Information Security Program. As of the Effective Date, AWS is certified under 150 27001, AWS
will maintain an information security program designed to provide at least the sarme level of protection as
evidenced by its certification under |SO 27001 on the Effective Date.

3.5  Audits of Technical and Organizational Measures. Upon Customer’s request, and provided that the
parties have an applicable NDA in place, AWS will provide to Customer a copy of its Service Organization Controls 1,
Type 2 report or such alternative industry standard reports or certifications that are substantially equivalent as
reasonably determined by AWS. AWS will provide this documentation no more than twice annually and this
documantation will be treated as Confidential Information of AWS under the NDA.

4. Customer Responsibilities.

4.1 Customer Content. Customer is solely responsibie for the development, content, operation,
maintenance; and use of Customer Content. Customer agrees that Customer Content will not violate any of the
Policies or any applicable law.

a4.2 Customer's Security and Redundancy. Custormers have a variety of options to choose fram when
configuring their accounts, and for all sensitive or otherwise valuable content AWS recommends that Customer
uses strong security and redundancy features, such as access controls, encryption, and backup. Customeris
responsible for properly configuring and using the Service Offerings in @ manner that provides security and
redundancy of its AWS Enterprise Accounts and Customer Content, such as, for example, using enhanced access
controls te prevent unauthorized access to AWS Enterprise Accounts and Customer Content, using encryption
technology to prevent unauthorized access to Customer Content, and ensuring the appropriate level of backup to
prevent loss of Customer Content.

4.3 Log-In Credentials and Account Keys, AWS log-in credentials and private keys generated by the
Services are for Customer's internal use only and Customer may not sell, transfer or sublicense them to any other
entity or person, except that Customer may disclose its private key to its agents and subcontractors (including any
of its Affiliates who are acting as an agent or subcontractor of Customer) perfarming work on behalf of Custamer,
Except to the extent caused by AWS's breach of this Agreement, as between the parties, Customer is responsible
for all activities that ocecur under its AWS Enterprise Accounts,

4.4 End Users. If Customer uses the Services to provide services to, or otherwise interact with, End Users,
then Customer, and naot AWS, will have the relationships {e.g., via executed contracts betwaen Customer and End
Users or via online terms of service) with End Users: Therefore Customer, and not AWS, is responsible for End
Users’ use of Customer Content and the Service Offerings. To the extent that Customer enables End Users to
access the Services or Customer Content, Custorner will ensure that all End Users comply with any applicable
obligations of Customer under this Agreement and that any terms of any 2greement with each End User are not
inconsistent with this Agreement. AWS does not provide any support or services to End Users unless AWS has a
separate agreement with Custemer oran End User obligating AWS to provide suppert or services to End
Users. Customer is responsible for providing customer service (if any) to End Users,

5. Fees and Payment.

5.1  Service Fees. Unless otherwise stated on the AWS Site, AWS will invoice Customer at the end of each
month for all applicable fees and charges accrued for use of the Service Offerings, as described on the AWS Site,
during the meonth. Customer will pay AWS all invoiced amounts within 45 days of the date of the invoice (other
than Disputed Amounts). Fer any Disputed Amounts, Customer will provide Notice to AWS, including the basis for
the dispute (including any supporting documentation), and the parties will meat within 30 days of the date of the
Motice to resolve the dispute. IF the parties fail to resolve the dispute within such 30 day period, AWS may, at its

Fage4'aflld
AWS Enterprise Agreement :
- 2018-10-30
AMIN DOCK 816371 32 !



CC EAWWPS 00092189 2018 TR

option, (a) suspend Customer’s or any End User's right to access or use any portion or all of the Service Offerings,
immediately upon notice to Customer, and (b) terminate this Agreement pursuant to Section 7.2{b). All amounts
payable by Customer under this Agreement will be paid to AWS without setoff or counterciaim and without
deduction or withhelding, provided that Disputed Amounts will be handled as set forth above. Fees and charges for
any new Service or new feature of a Service will be effective when AWS posts updated fees and charges on the
AWS Site, unless expressly stated otherwise in a Notice. AWS may increase or add new fees and charges for any
existing Service by giving Customer at least 60 days advance Notice. AWS may elect to charge Customer interest on
all late payments to the extent permitted by Section 126.30 ("Prompt Payment Requirements”) of the Dhio Revised
Code.

5.2 Taxes. Each party will be responsible, as required under applicable law, for identifying and paying all
taxes and other governmental fees and charges (and any penalties, interest, and other additions thereto) that are
imposed on that party upoen or with respect to the transactions and payments under this Agreement. All fees
payable by Customer are exclusive of Indirect Taxes, AWS may charge and Customer will pay applicable indirect
Taxes that AWS is legally obligated or authaorized to collect from Customer. Customer will provide such information
to AWS as reasonably required to determine whether AWS is oblipated to callect Indirect Taxes from Customer,
AWS will not collect, and Custormer will not pay, any Indirect Tax for which Customer furnishes AWS a properly
completed exemption certificate or a direct payment permit certificate for which AWS may claim an available
exemptian from such Indirect Tax Al payments made by Custormer to AWS under this Agreement will be made
free and clear of any deduction or withholding, as may be required by law, If any such deduction or withholding
(inciuding but not limited to cross-border withholding taxes) is required on any payment, Customer will pay such
additional amounts as are necessary so that the net amount received by AWS is equal to the amount then due and
payable under this Agreement. AWS will provide Customer with such tax forms as are reasonably requested in
order to reduce or eliminate the amount of any withholding or deduction for taxes in respect of payments made
under this Agreement.

6. Temporary Limitation of Access and Use Rights. AWS may temporarily limit (in full or in part, as set forth in
this Section 6) Customer's or any End User’s right to access or use the Servige Offerings upon Notice to Customer
{which will be reasonable prior notice unless AWS reasonably belleves immediate limitation is necessary) if AWS
reasonably determines that Customer's or an End User's use of the Service Offerings poses a security risk or threat
to the function of the Service Offerings, or poses a security or liability risk or threat to AWS, its Affiliates ar any
third party. AWS will only limit Customer’s right to access or use the instances, data or portions of the Service
Offerings that caused the security or liability risk or threat. AWS will restore Customer's access and use rights
promptly after Custamer has resolved the issue glving rise to the limitation. Customer remains responsible for all
fees and charges for the Service Offerings during the period of limitation,

7. Term; Termination.

7.1 Term. The term of this Agreement will commence on the Effective Date and will remain in effect until
terminated pursuant to this Agreement. Any Motice of termination of this Agreement by either party to the other
must inciude a Termination Date. The Parties acknowledge that Customer may immediately terminate this
Agreement under section 7.2{a) (Termination for Convenience’) in order to comply with any applicable
appropriation or contract funding rules and reguirements.

7.2 Termination.

{a) Termination for Convenience. Customer may terminate this Agreement for any reason by
providing AWS Notice, AWS may terminate this Agreement for any reason by providing Customer at least two
years' Notice.

(b} Termination for Cause,

(i) By Either Party. Either party may terminate this Agreement for cause if the ather party Isin
miaterial breach of this Agreement and the material breach remains uncured for a period of 30 days from receipt of
Motice by the other party,

(ii} By AWS. AWS may terminate this Agreement for cause [a) upon 80 days’ Notice to Customer
if AWS has the right to limit Customer’s or any End User’s right to aceess or use the Service Offerings under
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Section 6 and Customer has not cured the condition giving rise to that right to limit within such 90 day period, or
(b} upon 30 days’ Notice to Customer in arder to comply with applicable law or requirements of governmental
entities.

7.3 Effect of Termination.
(a) Generally. Upon the Termination Date:

(i} exceptas provided in Section 7.3(b), all of Customer’s rights under this Agreement
immediately terminate;

{il} Customer remains responsibile for all fees and charges Customer has incurred through the
Termination Date:

{il}) Custemer will immediately return or, if instructed by AWS, destroy all AWS Content in
Customer's possession (except for AWS Content that is publicly available on the AWS Site); and

(iv) Sections 4,5, 7.3, 8.1, 83, 84,9, 10.3, 11, 12 and 13 will continue to apply In accordance
with their terms.

{b) Post-Termination Retrieval of Customer Content. During the 90 days following the Termination
Date, AWS will not take action to remove any Customer Content as a result of the termination from any AWS
Enterprise Account that is open on the Termination Date, |n addition, during such periad, AWS will allow Customer
to retrieve any remaining Customer Content from the Services, unless (i) prohibited by law or the order of a
governmental or regulatory bady or it could subject AWS or its Affiliates to liability, ar (i) Customer has not paid all
amounts due under this Agreement, other than Disputed Amounts. For any use of the Services during such period,
the terms of this Agreement will apply and Customer will pay the applicable fees at the rates under Section 5
(including, without limitation, applicabie fees for storage). Mo later than the end of this 90 day period, Customer
will close all AWS Enterprise Accounts.

8. Proprietary Rights.

81 Customer Content. As between Customer and AWS, Customer (or Customer’s licensors) own ali right,
title, and interest in and to Customer Content. Except as provided in this Agreement, AWS abtains no rights under
this Agreement from Customer (or Customer's licensors) to Customer Content.

B2  Service Offerings License. AWS or its licensors own all right, title, and interest inand to the Service
Offerings, and all related technology and intellectual property rights, Subject to the terms of this Agreement, AWS
grants Customer a limited, revocable, non-exclusive, non-sublicensable, non-transferrable license to do the
following: {a) access and use the Services solely in accordance with this Agreement; anid (b) copy and use the AWS
Content solely for Customer’s permitted use of the Services. Except as provided in this Section 8.2, Customer
obtains no rights under this Agreement from AWS, its Affiliates, or their licensors to the Service Offerings, including
without limitation any related intellectual property rights. Some AWS Content may be provided to Customer under
@ separate license, such as the Apache License, Version 2.0, which will be identified to Customer in the notice file or
on the download page, in which case that license will govern Customer’s use of that AWS Content. AWS agrees
that, at no cost to the State, AWS will permit the transfer of this Agreement to a resulting agency in the event the
State merges or consolidates State entities and the administration of this Agreement is delegated to another
agency. AWS and the State will work together to effect the transfer.

8.3 License Restrictions.. Nejther Customer nor any End User may use the Service Offerings in any manner
or for any purpose other than as expressly permitted by this Agreement; Neither Customer nor any End User may,
or may attempt to (a) modify, alter, tamper with, repair, or otherwlse create derivative works of any Content
included in the Service Offerings (except to the extent Content included in the Service Offerings is provided to
Customer under a separate ficense that expressly permits the creation of derivative works), (b) reverse engineer,
disassemble, ar decompile the Service Offerings or apply any other process or procedure 1o derive the source code
of any software included in the Service Offerings, (c) access or use the Service Offerings in & way intended to avoid
incurring fees or exceeding usage limits or quotas, or (d) resell or sublicense the Service Offerings. Customer may
only use the AWS Marks in accordance with the Trademark Use Guidelines. Customer will not misrepresent or
embellish the relationship between AWS and Customer (including by expressing or implying that AWS supports,
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sponsors, endorses, or contributes to Customer or Customer's business endeavors). Customer will not imply any
relationship or affiliation between AWS and Customer except as expressly permitted by this Agreement.

B.4  Suggestions. If Customer elects to provide any Suggestions to AWS or its Affiliates, AWS and its
affiliates will be entitled to use the Suggestions without restriction.

9. Third-Party Claims. 9.1 Customer Representations, Warranties, and Covenants, Customer represents,
warrants, and covenants that (i) Customer and any End Users’ use of the Service Offerings (including any activities
under an AWS Enterprise Account and use by Customer’s employees and personnel] and Customer Content will not
violate this Agreement or applicable law; (il Customer Content; the combination of Customer Contant with other
applications, content or processes, or the use, development, design, production, advertising, or marketing of
Customer Content, do not.and will not infringe or misappropriate any third-party rights; and (il Customer’s use of
the Service Offerings will not cause harm 1o any End Usars,

9.2 Intellectual Property.
{a} Subject to the limitations in this Section 9, if Customer obtains and provides AWS with written
cansent from the Ohio Attorney General, AWS will defend Customer and its employees, officers, and
directors against any third-party claim alleging that the Services infringe or misappropriate that third
party’s intellectual property rights, and AWS will pay the amount of any adverse final judgment or

settlement,
(b [RESERVED].
ic} AWS will have obligations and liability under this Section 9.2 only to the extent caused by the

infringement of an unaffiliated third party’s intellectual property rights by the Services (i.e., no obligations
or liabllity for infringement by combinations of the Services with any ather product, service, software,
data, content, or method not supplied by AWS, including any Third-Party Content or Custamer Content, to
the extent that the Services would not infringe but for such combination). In addition, AWS will have no
abligations or llability arising from Customer’s or any End User's use of the Services after AWS has notified
Customer to discontinue such use. The remedies provided in this Section 9.2 are the sole and exclusive
remedies for any third-party claims of infringement or misappropriation of intellectual property rights by
the Services or by Customer Content,

{d] Forany claim covered by Section 9.2{a), AWS will, at its election, either: (i) procure the rights to
use that portion of the Services alleged to be infringing; (i) replace the alleged infringing portion of the
Services with a non-infringing alternative; (iii) modify the alleged infringing portion of the Services to
make it non-infringing; or (iv] terminate the allegedly infringing portion of the Services or this Agreement,

9.3 Process. AWS's obligations under this Section 9 will apply only if; {a) Customer gives AWS prompt written
notice of the claim; (b} Customer and the Ohio Attorney General permit AWS to contral the defense and settlement
of the claim; and (c} Customer and the Ohio Attormey General reasonably cooperate with AWS (at AWS' expense) in
the defense and settlement of the claim. While AWS may settle any claim on behalf of AWS, its Affillates, and their
respective employees, officers, directors, and representatives, in no event will AWS agree to any settlement of any
claim on behalf of Customer without the written consent of Customer and the Ohio Attarney General, 10, AWS
Warranties and Warranty Diselaimers.

10.1  AWS Warranties. AWS represents and warrants to Customer that: (a) the Services will perform
substantially in accordance with the Documentation, and (b) it will use commercially reasonable efforts to ensure
that thase portions of the Services that are of a type ordinarily affected by viruses utllize enterprise-grade security
software designed to detect and remove malicious or hidden mechanisms or code designed to damage or corrupt
the Services or Customer Content.

102 Mutual Warranties. Each party represents and warrants to the ather that {a) it has full power and
authority to enter into and perform this Agreement, (b) the execution and delivery of this Agreement has been duly
authorized, {c] it will comply with all applicable laws, rules, regulations and ardinances in the performance of this
Agreement [and, in the case of Customer, the use of the Service Offerings), and {d) its performance hereunder does
not breach any other agreement to which it is bound.
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10.3  Warranty Disclaimers. EXCEPT AS EXPRESSLY SET FORTH IN SECTION 10.1 AND SECTION 10.2, AND
EXCEPT TO THE EXTENT PROHIBITED BY LAW, AWS, ITS AFFILIATES AND ITS LICENSORS MAKE NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE,
REGARDING THE SERVICE OFFERINGS OR THE THIRD-PARTY CONTENT, AND DISCLAIM ALL OTHER WARRANTIES,
INCLUDING ANY IMPLIED OR EXPRESS WARRANTIES (A] OF MERCHANTABIUTY, SATISFACTORY QUALITY, FITNESS
FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, OR QUIET ENJOYMENT, (B) ARISING OUT OF ANY COURSE OF
DEALING OR USAGE OF TRADE, (C) THAT THE SERVICE OFFERINGS OR THIRD-PARTY CONTENT WILL BE
UNINTERRUPTED, ERROR FREE, OR FREE OF HARMFUL COMPONENTS, AND (D) THAT ANY CONTENT, INCLUDING
CUSTOMER CONTENT OR THIRD-PARTY CONTENT, WILL BE SECURE OR NOT OTHERWISE LOST QR DAMAGED

11. Lirnitations of Liability. 111 Liability Disclaimers. EXCEPT FOR CUSTOMER OBLIGATIONS
ARISING UNDER SECTION 9.1, NEITHER PARTY NOR ANY OF THEIR AFFILIATES OR LICENSORS WILL BE LIABLE TO THE
OTHER PARTY UNDER ANY CAUSE OF ACTION OR THEORY OF LIABILITY, EVEN IF A PARTY HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES, FOR (A) INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR EXEMPLARY
DAMAGES, (B) THE VALUE OF CUSTOMER CONTENT, (C) LOSS OF PROFITS, REVENUES, CUSTOMERS,
OPPORTUMITIES, OR GODDWILL, OR (I UNAVAILABILITY OF THE SERVICE OFFERINGS ({THIS DOES NOT LIMIT ANY
SERVICE CREDITS THAT MAY BE AVAILABLE UMDER SERVICE LEVEL AGREEMENTS).

11.2 Damages Cap. EXCEPT FOR CUSTOMER QBLIGATIONS AND AWS PAYMENT OBLIGATIONS
ARISING UNDER SECTION 8, THE AGGREGATE LIABILITY UNDER THIS AGREEMENT OF EITHER PARTY AND ANY OF
THEIR RESPECTIVE AFFILIATES OR LICENSORS WILL NOT EXCEED THE LESSER OF (A) THE AMOUNTS PAID BY
CUSTOMER TO AWS LUMNDER THIS AGREEMENT FOR THE SERVICES THAT GAVE RISE TO THE LIABILITY DURING THE
12 MONTHS BEFORE THE LIABILITY ARDSE, OR (B} USD $20,000,000; PROVIDED, HOWEVER THAT NOTHING IN THIS
SECTION 11 WILL UMIT CUSTOMER'S OBLIGATION TO PAY AWS FOR CUSTOMER'S USE OF THE SERVICE OFFERINGS
PURSUANT TOQ SECTION 5, OR ANY OTHER PAYMENT OBLIGATIONS UNDER THIS AGREEMENT.

12. Miscellaneous,

121 Assignment. Neither party may assign or otherwise transfer this Agreement or any of its rights and
obligations under this Agreement without the prior written approval of the other party; except that either party
may assign or otherwise transfer this Agreement without the consent of the other party {a) in connection with 2
merger, acquisition or sale of all or substantially all of its assets, or {b) to any Affillate or as part of a corporate
reorganization. Effective opon such assignment or transfer, subject to the assignee/transferee’s consent, the
assignee/transferee s deemed substituted for the assignor/transferor as a party to this Agreement and the
assignorftransferor is fully released fram all of its obligations and dutles to perfarm under this Agreement. Subject
to the foregoing, this Agreement will be binding upon, and inure to the benefit of the parties and their respective
permitted successors and assigns. In the event of an Assignment under this section the assignee will provide notice
of the Assignment after the Assignment occurs and will be delivered within a reasonable time, as determined by
the assignee, ta the non-assigning party. The notice provide by the assignee may be in whatever form is reasonable
under the circumstances.

12.2  Counterparts; Facsimile. This Agreement may be executed by facsimile or by electronic signature in a
format approved by AWS, and in counterparts, each of which (intluding signature pages) will be deemed an
ariginal, but all of which together will constitute one and the same instrument,

12.3  Entire Agreement.

(2] This Agreement incorporates the Policies and any amendments or addenda to this Agreement {"Addenda”)
by reference and is the entire agreement between Customer and AWS regarding the subject matter of this
Agreement. This Agreement supersedes all prior or contemporaneous representations, understandings,
dgreements, or communications between Customer and AWS, whether written or verbal, regarding the subject
matter of this Agreement (including, as set forth in Section 1.2, any acceptance of the AWS Customer Agreement
by Customer or any of its employees.acting on behalf of Customer). AWS will not be bound by any term, condition
or other provision which i5 different from or in addition to the provisions of this Agreement {whether or not it
would materially alter this Agreement) including for example, any term, condition or other provision {a) submitted
by Customer in any order, receipt, acceptance, confirmation, correspondence or other document, (b) related to any
online registration, response to any Request for Bid, Request for Proposal, Request for Information, or other
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questionnaire, or (c) related to any invoicing process that Custamer submits or reguires AWS to complete, If the
terms within the body of this document or Attachment A are inconsistent with the terms contained in any Policies,
the terms contained within the body of this document and Attachment A will control, except that the Service Terms
will control over the body of this documnent and Attachment A. Mo-modification or amandment of any portion of
this Agreement will be effective unless in writing and signed by thie parties to this Agreement.

{b} The portion of any provision in the Policies or the Addenda on or after the Effective Date that purports to
bind the parties to a particular governing law, venue, arbitration procedure or alternative dispute resolution
process ('Dispute Provisions”) will not be binding on the parties to the extent such Dispute Provisions conflict with
applicable Ohio state law. Also, the portion of any provision in the Palicies or Addenda that requires Customer to
indemnify AWS {"Indemnification Provisions”) shall not be construed as an indemnification obligation by
Customer; rather, such portion of such Indemnification Provisions shall be read as a representation and warranty
by Customer that the harm to which the indemnification obligation relates will not occur. The manner in which the
parties have amended Section 9.1 of this Agreement illustrates the foregoing construction and provides a non-
limiting example of how other Indemnification Provisions shall be construed, as does the following: The last
sentence of Section 6.7 of the Service Terms, which states: “You will indemnify and reimburse Amazon Payments
and its affiliates against any claim or demand for payment of any such taxes or any Chargebacks” shal| be construed
to mean: "You represent and warrant that your use of the Services will not give rise to any claim or demand for
payment of any such taxes or Chargebacks made against Amazon Payments and its affiliates.” The parties agree
this construction of any Indemnification Provision shall render & breach of such representation and warranty
actionable as a breach of warranty and breach of contract, not as an indemnification ebligation by Customer. For
clarity, the above limitations regarding Dispute Provisions and Indemnification Provisions shall apply regardless of
any current or futire language In the Policies or Addenda purporting to apply and govern over the Agreement,
regardless of what Is stated in the Policies or Addenda.

12.4 Force Majeure. MNeither party will be liable for any delay or fallure to perform any obligation under this
Agreement where the delay or failure results from any cause beyond its reasonable control, including acts of God,
labor disputes or other industrial disturbances, electrical or power outage, utilities or telecommunications failuras,
earthquake, storms or other elements of nature, blockages, embargoes, riots, acts or orders of government, acts of
terrorism, or war.

12.5 Governing Law; Venue. The laws of the State of Ohio, without reference to conflict of law rules,
govern this Agreement and any dispute of any sort that might arise between the parties. Any dispute relating in
any way to the Service Offerings or this Agreement will only be adjudicated In a state or federal court located in
Franklin County, Ohio. Each party consents to exclusive jurisdiction and venue in these courts. Notwithstanding
the foregoing, either party may seek injunctive relief in any state, federal, or national court of competent
Jurisdiction for any actual or alleged infringement of such party’s, its Affiliates’ or any third party's intellectual
property or other proprietary rights. The United Nations Convention for the International Sale of Goods does not
apply to this Agreement,

12.6  Trade Compliance. In connection with this Agreement, each party will comply with all applicable
import, re-import, sanctions, anti-boycott, export, and re-export contral laws and regulations, including all such
laws and regulations that apply te a LLS. company or an instrumentality of the State of Ohio, as applicable, such a:z
the Export Administration Regulations, the International Traffic in Arms Regulations, and economic sanctions
programs implementad by the Office of Foreign Assets Control. Custamer is solely responsible far compliance with
applicable laws related to the manner in which Customer chooses to use the Service Offerings, including (i)
Customer's wransfer and processing of Customer Content, {if) the provision of Customer Content to End Users, and
{lii} specifying the AWS region in which any of the foregoing cocur. Each party represents that it is not subject to
sanctions or otherwise designated on zny list of prohibited or restricted parties, including but not limited to the
lists maintained by the United Nations Security Council, the L5, Government (e.g., the U.5. Depariment of
Treasury’s Specially Designated Nationals |15t and Foreign Sanctions Evaders list, and the U.5. Department of
Commerce's Entity List), the European Union or its member states, or other applicable government authority.

12.7  independent Contractors. AWS and Customer are independent contractors, and this Agreement will
not be construed to create a partnership, joint venture, agency, or emplayment relationship. Nelther party, or any
of their respective Affiliates, is an agent of the other for any purpose or has the authority to bind the ather.
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128 Language. All communications and Notices made or given pursuant to this Agreement must he in the
English language. |f AWS provides a translation of the English language version of this Agreement, the English
language version of the Agreement will cantrol if there is any conflict.

12.9  Nondisclosure; Publicity. The parties’ ND is hereby incorporated into this Agreement, except that the
security provisions in Section 3, not the NDA, apply to Customer Content. Neither party will issue any press release
or make any other public communication with respect to this Agreement or Customer's use of the Service Offerings
unless otherwise provided in the Agreement. Customer may disclose Canfidential Information only as required by
the Ohio Revised Code ("ORC") Section 149.43 to comply with public records requests and orders of governmental
entities with jurisdiction over it, if Customer, when possible and In accordance with ORC Section 149.43 (i) gives
AWS prior written notice sufficient to allow AWS to seek a protective order or ather remedy (except to the extent
that Customer's compliance would cause it to violate an order of the governmental entity, Ohio law, or other |egal
requirement), (i} discloses only such information as is required, and {iii) uses commercially reasonable efforts to
obtain confidential treatment for any Confidential Infermation so disclosed. Regardless of any other term in this
Agreement, release of public records in compliance with Ohio law will not be deemed a breach of the Agreement.

12.10 Notice.

a) General. Exceptas otherwise set forth in Section 12.10(b), to give notice to a party under this
Agreement, each party must contact the other party as follows: (i} by facsimile transmission; or (ii} by personal
delivery, overnight courier or registered or certified mail, Notices must be sent te the fax number of the other
party listed on the Cover Page to this Agreement or addressed to the address of the other party listed on the Cover
Page to this Agreement, or such other fax number or address as a party may subsequently provide in writing to the
other party. Notices provided by personal delivery will be effective immediately. Notices provided by facsimile
transmission or avernight courier will be effective one business day after they are sent. Notices provided by
registered or certified mail will be effective three business days after they are sent.

(k) Electronic Notice. AW5 may provide notice to Customer (i) under Sections 2.2 or 5.1 by
(A} sending a message to the email address then associated with at least one of Customer's AWS Enterprise
Accounts, or (B) posting a notice on the AWS Site, (i) under Section 6 or Attachment A by sending a message to the
email address then associated with Customer's applicable AWS Enterprise Account, and (iii) under Section 2.1 by
sending a message to the email address then associated with atleast ane of Customer's AWS Enterprise Accounts
{or such other email address as agreed upon by the parties) or via 3 support case. Any notices provided by posting
on the AWS Site will be effective upon posting and notices pravided by email will be effective when AWS sends the
ermail.

12.11 No Third-Party Beneficiaries. Except as set forth in Section 9, this Agreement does not create any
third-party beneficiary rightsin any Individual or entity that is not a party to this Agreement.

12.12 No Waivers. The failure by either party to enforce any provision of this Agreement will not constitute
a present or future waiver of such provision nor limit such party’s right to enforce such provision at a later time, All
walvers by a party must be provided in a Notice to be effective.

12.13 Severability. If any portion of this Agreement is held to be invalld or unenforceable, the remaining
portions of this Agreement will remain in full force and effect. Any invalid or unenforceable portions wiil be
interpreted to give effect to'the intent of the original portion, If such construction is not possibie. the invalid or
unenforceable portion will be severed from this Agreement but the rest of the Agreement will remain in full force
and effect.

12,14 Insurance. During the Term, AWS will obtain and maintain the following: (a) ‘Commercial General
Liability’ insurarice with imits of not less than 51,000,000 per occurrence and $2,000,000 general aggregate, and
(b} "Errors and Omissions” insurance with limits of not less than $1,000,000 per claim.

13. Definitions. Defined terms used in this Agreement with initial letters capitalized have the meanings given
below!

“Acceptable Use Policy” means the policy located at http://aws.amazon.com/aup (and any successor or related
locations designated by AWS), as it may be updated by AWS from time to time.
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"Account Information” means infermation about Customer that Customer provides to AWS in the creation or
administration of an AWS Enterprise Account. For example, Account Information Includes names, usernames,
phone numbers, emall addresses and billing information associated with an AWS Enterprise Account,

"Affiliate” means: (i) as to AWS, any entity that directly or indirectly controls AWS, is controlled by AWS, or is under
commaon control with AWS; and (i) as to Customer, those entities identified on Exhibit 1 35 State Entities, Mon
Superintended Entities, or any Cooperative Purchasing Member,

“API” means an application program interface.

"AWS Content” means Content that AWS or any of its Affiliates makes available related to the Services or on the
AWS Site to allow access to and use of the Services, including APls; WSDLs; sample code; software libraries;
command line toals; proofs of concept, templates, and other related technology (including but not limited to any of
the foregoing that are provided by any AWS persannell, AWS Content does not include the Services or Third-Party
Content,

"AWS Customer Agreement” means AWS's standard user agreement located on the AWS Site at
hitp:/faws:amazon.comn/agreement (and any successor or related locations designated by AWS), as may be
vpdated by AWS from time ta time.

“AWS Enterprise Account” means any AWS account that (a) Is listed on Attachment A, as that list may be updated
from time to time as described in Attachment A, (b) is opened by Customer using a Customer-issued email address
(with an email domain name that is owned by Customer), and (g} includes Customer's full legal name in the
“Company Name” field associated with the AWS account.

"AWS Marks" means any trademarks, service marks, service or trade names, logos, and other designations of AWS
and its Affiliates that AWS may make available to Custorier in connection with this Agreement.

"AWS Network” means AWS's data center facilities, servers, networking equipment, starage media, and host
software systems (e.g., virtual firewalls] that are within AWS's control and are used to provide the Services.

"AWS Security Standards” means the security standards attached 1o this Agreement as Attachment B,

"AWS 5ite” means http://aws.amazon.com |and any successor or related locations designated by AWS), as may be
updated by AWS from time to time.

"Cooperative Purchasing Member” or "Co-op Member” means any entity that has qualified for participation in the
State of Ohlo's cooperative purchasing program under Section 125.04 of the Ohio Revised Code that s not
atherwise identified as one of the State Entities on Exhibit 1.

“Content” means software (including machine images), data, text, audio, video, or images.

"Customer Content” means Content that Customer or any End User transfers to AWS for processing, storage or
hosting by the Services in connaction with an AWS Enterprise Account and any computational results that
Customer of any End User derive from the foregoing through its use of the Services. For example, Customer
Content includes Content that Customer or any End User stores in Amazon Simple Storage Service, Customer
Content does not include Account information,

"Disputed Amounts” means amounts disputed by Customer in a Notice and in good faith as billing errors.

“Documentation” means the user puides and admin guides {in each case exclusive of content referenced via
hyperlink) for the Services located at htip://aws.amazon.com/documentation (and any successor or related
locations designated by AWS), as such user guldes and admin guides may be updated by AWS from time to time;

“End User” means any individual or entity that directly or indirectly through another user (a) accesses or uses
Custamer Content, or (b} otherwise accesses or uses the Service Offerings under an AWS Enterprise Account. The
term “End User” does not include individuals or entities when they are accessing or using the Services or any
Content under their own AWS account, rather than under an AWS Enterprise Account,

"Indirect Taxes" means-applicable taxes and duties, including, without limitation, VAT, GST, excise taxes, sales and
transactions taxes, and gross réceipts tax,
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"Losses” means any damages, losses, liabilities, costs and expences (including reasonable attorneys' fees),

“NDA" means the Unilateral Nondisclosure Agreement entered into between Amazeon.com, Inc. the State of Qhio,
DAS OIT.

“Non Superintended Entity” or “Non Superintended Entities” means those entities identified on Exhibit 1 under
the Title, “Non Superintended Legislative. Judicial, and Elected Entities”.

“Motice” means any notice provided in accordance with Section 12.10.
“Policies” means the Acceptable Use Policy, Privacy Palicy, and the Service Terms.

“Privacy Policy” means the privacy policy located at hitp;/faws.amazon.com/privacy (and any successor or related
locations designated by AWS), as may be updated by AWS from time to time.

"Service” means each of the services made available by AWS or its Affillates for which Customer registers via the
AWS Site {or by such other means miade available by AWS), including those web services described in the Service
Terms. Services do not include Third-Party Content.

“Service Attributes” means Service usage data related to an AWS Enterprise Account, such as resource Identifiers,
metadata tags, security and access roles, rules, usage policies, permissions, usage statistics and analytics.

“Service Level Agreement” means all service level agreements that AWS offers with respect to the Services and
post on the AWS Site, as they may be updated by AWS from time to time. The service level agreements that AWS
offers with respect to the Services aré located at https://aws.amazon.com/legalfservice-level-agreements [and any
successor or related locations designated by AWS), as may be updated by AWS from time to time.

“Service Offerings” means the Services, the AWS Content, the AWS Marks, and any other product or service
provided by AWS under this Agreement; Service Offeririgs do not intlude Third-Party Cantent. For the aveidance of
doubt, Service Offerings include the services offered in the AWS GovCloud{US) region.

“Service Terms" means the rights and restrictions for particular Services located at
hitp:/faws amazon.comy/seniceterms {and any successor or related locations designated by AWS), as may be
updated by AWS from time to time,

“State Entity” or “State Entities” means those entities identified on Exhibit 1 as Cabinet Level Superintended State
Agencies and Other Superintended State Agencies which the State may update fram time o time by emailing an
updated fist to AWS at aws-wwps-ohio@amazon.com.

"Suggestlons” means all suggested improvements to the Service Offerings that Customer provides ta AWS,
“Term” means the term of this Agreement described in Section 7.1

“Termination Date” means the effective date of termination provided in accordance with Section 7, in a Notice
from one party Lo the other.

“Third-Party Content” means Content of a third party made available on the AWS Marketplace or on developer
forums, sample code repositories, public data repositaries, community-focused areas of the AWS 5ite, or any other
part of the AWS Site that allows third parties to make available software, products, or data.

“Trademark Use Guidelines” means the guidelines and trademark license located at
htip:/faws. amazon.com/trademark-guidelines/ {and any successor or related locations designated by AWS), as may
be updated by AWS from time to time.

14. Ohioc Master Service Contract Provisions. The following terms are incorporated into this Agreement.

{a] Contract — Renewal. The State may renew this Agreement in the next biennium by issuing written
notice to AWS of the decision to do so. Renewals will be initiated by the State in writing at least 30
days before the expiration of the then current term, f any. This expiration and renewal procedure will
also apply to the end of any subsequent biennium. Any Cooperative Purchasing Members receiving
Services under this Agreement after an expiration date will continue to receive Services under the
terms of the AWS Customer Agreement, avallable at aws.amazon.com/agreement or other agreement
between the Cooperative Purchasing Member and AWS,
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(b} Relationship of the Parties and Cooperative Purchasing Members., AWS is an independent contractar
and is'not an agent, servant, or employee of the State.

{c} Third-Party Suppliers,

AWS's use of other suppliers to provide the Services under this Agreement doss not mean that the
State will pay for them. AWS will be solely responsible for payment of its suppliers and any claims of
those suppliers for any failure of AWS to meet its obligations under this Agreement in providing the
Services in the required manner.

AWS assimes responsibility for all Services provided under this Contract whather It ar one of lts
suppliers provides them in whole or in part. Further, other than Third-Party Content, AWS will be the
sole point of contact with regard to contractual matters governing the Services, including payment of
all charges resulting from the Agreement for Services.

(d) MNon-Exclusivity. This Agreement is non-exclusive and is not a requirements contract. Nothing herein
prevents either party from entering into similar agreements with other entities.

(e} Competitive Pricing and Services. As provided in the Agreement, pricing under this Agreement is
provided in accordance with the publicly available pricing on the AWS 5ite. This represents the
commercially available pricing for all customers,

{f} Public Records Requests. |n accordance with Section 3.2, I AWS receives a public records request for
Customer Content, AWS will not {a) disclose Customer Content to: any government or third party,
except as necessary to comply with the law or a binding order of a governmental body (such as a
subpoena or court order) and unless it would be in violation of & court arder or other legal requirement,
AWS will give Custormer reasonable Notice of any legal requirement or order referred to in this Section,
to enable Customer to seek a protective order or other appropriate remedy. .

State Reporting Requirements.
{g) Cost Recovery. AWS must pay a fee to the State to cover the estimated costs the State will incur
administering this Agreement and the Services offered under it {"Cost Recovery Fea”),

The Cost Recovery Fee will be 2% of the total dollar amount of Services &WS invoices under this
Contract to all Cooperative Purchasing Members, including all State-level entities. The Cost Recovery
Fee bs included in the prices reflected in purchase orders and AWS may not add a surcharge to crders
under this Agreement to cover the amount of the Cost Recovery Fee. The State may compare the
guarterly revenue reports provided by AWS tainformation in the State’s accounting system, the State’s
Ordering System, and other records for purposes of verifying the accuracy of the information, AWS
will be responsible for paying the guarterly Cost Recovery Fee based on the AWS quarterly reported
revenue in accordance with section 1.5 of the Agreement.

{h} Purchasing by State Agencies and Cooperative Purchasing Members. In order for a State Entity, Non
Superintended Entity, or Cooperative Purchasing Member to purchase AWS Services under this
Agreement it must issue a purchase arder ("POY) to AWS and such PO must set forth the PO number,
purchasing party’s AWS Account Numbar, and the Contract number associated with this agreement
MCSAROSD. Any additional terms set forth on a PO must be'agreed upon in signed writing by AWS and
the Customer ssulng the PO.

Examples of the calculation of a Cost Recovery Fee:
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1. Anexample of a contractor with sales only to State Entities and thus no revenue from Cooperative

Purchasing Members:

Siato Fiscal Year 2015

Quarter | Totsl Quaredy Sales from State | Tota! Quartedy Sales from Co-op | Total Revenue Shars | Reported by

) Enlifms Mernbers D
[} $ 79,193 30 51,584 | Name ol Contact
a2 £10.392 50 $208 | Name of Contast
Q3 £209,105 30 §4.182 | Name of Contaci
Q4 574070 50 51,409 | Mame of Contact

2. An example of a contractor with sales to both State Entities and Co-op Members and thus revenue

from both:

“Statlo Fiscal Year 2015

Quarter | Total Quartery Sales from Stale | Total Quaredy Sales from Co-op | Tofal Revenue Share | Reported by
Entities Members Duim
21 $78.193 520963 5 2.003 | 'Name of Contact
az 510,382 54,197 $£292 | Name of Comact
Q3 5 205108 $863.210 £ 5.446 | MName of Confact
Q4 § 74.970 51471 51,528 | Name of Conlact
3. An example of a contractor with sales to neither State Entities nor Co-op Members and thus no
revenue ta report:
Suarer | Total Quarlerly Sales frony State | Tolal Cuanerdy Sales from Co.op | Total Revenue Share | Repariad by
Enlilles Members Due
[ 5] g0 a0 20 | Mame of Conlac!
Q2 50 50 $0 | Name of Gontact
aa 30 30 $0 | Name of Contacl
4 30 50 50 | ‘Wame of Contact

AWS must use the State’s Web-based system for reporting revenue generated under this Contract,
Upon execution of this Agreement, the State will promptly send AWS the web-link needed for AWS to
access and submit the regorts required under this Agreement.

AWS must remit the 2% Cost Recovery Fee to the State quarterly by check to the State of Ohio, Office
of Information Technology, The check mustbe made payable to the Treasurer, State of Ohio, and must
be sent to the State at the following address:

Department of Administrative Services

L-3686
Columbus, OH 43260-3636

AWS Enterprise Agreement
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To ensure that the payment is credited properly, AWS must identify the payment as a State of Ohio
Cost Recovery Fee and reference this Agreement. Credit for the Cast Recovery Fee will begin in the
month of execution of this Agreemant.

The first payment will be calculated against all Services rendered to the existing Cooperative Purchasing
Members transferred to the Agreement in the month of effective date, if any as of the date such
Cooperative Purchasing Member transferred to the Agreement. Subsequent payments will be
calculated against all Cooperative Purchasing Members as stated above.

The Contractor's contact person for Cost Recovery Section will be:

Name: lohn Malloy

Address: 410 Terry Ave., Morth, Seattle; WA 98109

Phone: 202-629-4169

Email; ymmall@amazon.com

Email for reporting notifications: aws-wwps-ohip@amazon, com

{if  Employment Taxes. Each party will be solely responsible for reporting, withholding, and paying all
employment related taxes, contributions, and withholdings for its own personnel, induding, but not
limited to, federal, state, and local income taxes, and social security, unemployment and disabllity
deductions, withholdings, and contributions, together with any interest and penalties.

{i} Equal Employment Opportunity, AWS will comply with all applicable state and federal laws regarding
equal employment opportunity and fair labor and employmient practices, including ORC Section
125.111 and all related Executive Orders.

Bafore this Contract can be awarded or renewed, an Affirmative Action Program Verification Form must
be submitted to the DAS Equal Opportunity Division to comply with the affirmative action
reguirements. Affirmative Action Verification Forms and approved Affirmative Action Plans can be
found by to the Ohio Business Gateway at!

huip:ffbusiness.ohio.gov/efiling/

The State encourages the Contractor to purchase goods and services from Minority Business
Enterprises {"MBEs") and Encouraging Diversity, Growth and Equity (“EDGE”} contractors

(k) Drug-Free Workplace. The Contractor must comply with all applicable state and federal laws regarding
keeping a drug-free workplace.. The Contractor must make a good faith effort to ensure that all its
employees, while working on State property or the property of any Subscriber, will not have or be
under the influence of (llegal drugs or alcohol or abuse prescription drugs in any way.

i} Conflicts of Interest. Mo Contractor personnel may voluntarily acquire any persoral interest that
conflicts with the Contractor’s responsibilities under this Contract. Additionally, the Contractor will not
knowingly permit any public official or public employee who has any responsibilities related to this
Contract to acquire an interest in anything or any entity under the Contractor’'s control, if such an
interest would conflict with that official’s or employee’s duties. The Contractor will disclose to the
State knowledge of any such person wha acquires an Incompatible or conflicting personal interest
relatad to this Contract. The Contractor will take all reasonable legal steps to ensure that such a person
does not participate in any action affecting the work under this Contract, unless the State has
determined that, in the light of the personal interest disclosed, that person's participation in any such
action would not be contrary to the public interest.

Page 15 of 33
AWS Entoeprise -w,rﬂmnm
it 018-10-30
AMIN DOCH 416371 _32



CC EAWWPS 00092189 2018 TR

(m] Findings for Recovery. The Cantractor warrants that the Contractor i not subject to an unresolved
finding for recovery under ORC §9.24. If the warranty is false on the date the Parties signed this
Contract, the Contract is vaid ab fnitio.

{n) Anti-Trust. The Parties recognize that, In actual economic practice, overcharges resulting from
antitrust violations are usually borne by the State and the Subscribers: The Contractor therefore
assigns to the State all state and federal antitrust claims and causes of action that the Contractor now
has or may acquire relating to the Services that are covered by this Contract

{o} Campaign Contributions. By signing this document, the Contractor certifies that all applicable parties
listed in ORC Section 3517.13 are in full compliance with ORC Section 3517.13.

[p} Safety and Security Rules. When on any property owned or contralled by the State, the Cantractor
must comply with all security and safety rules in Attachment C that are expressly required of the
Contractor or which the Contractor is required to apply to people on those premises as communicated
by the State in the applicable scope of work. Cooperative Purchasing Members may have policles and
regulations that are specific to them and with which the Contractor must also comply prier to
conducting work an the Cooperative Purchasing Members' premises.

{q] Ohio Ethics Law. The Contractor certifies that it is currently in compliance with and will continue to
adhere to the applicable requirements of the Ohio ethics laws. The Contractor also certifies that all
applicable parties listed in Ohio Revised Code Section 3517.13 are in full compliance with that section.

irl Survival. Any terms or conditions contained in this Agreement that must survive termination of this
Agreement to be fully effective will survive the termination of the Agreement, unless expressly
provided otherwise in this Agreement.  Additienally, no termination of the Contract will affect the
State’s right to receive Services for which the State has paid before termination, If any Agreement with
a Cooperative Purchasing Member should expire or be terminated, the remaining portions of this
Contract will survive,

(5] No Waiver. The failure of a Party to demand strict performance of any terms or conditions of this
Agreement may not be construed as @ waiver of those terms or conditions, and that Party may later
demand strict and complete performance by the other Party.

{t} Headings. The headings herein are for convenience only and are not intended to have any substantive
significance in Interpreting this Agreement.

(u) Travel Expenses. Any travel that the Contractor requires to perform its obligations under this
Agreement will be at the Contractor's expense. The State will pay for any additional travel that it
reguests only with prior written approval. The State will pay for all additional travel expenses that it
requests in accordance with the State’s travel policy in Rule126-1-02 of the Ohio Administrative Code.
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Attachment A

AWS Account 1D(s):

The list above includes any Master Account or Member Accounts joined to such accounts via AWS Organizations, as
described in the Service Terms.

Customer may add AWS accounts to the list above or remove AWS accounts from the list above by providing notice
to- AWS via emall to entergrise-accounts@armazon.com and to aws-wwps-ohio@amazon.com, that includes
{1} Customer's full name, (2) the Enterprise Agreement number (which begins with “CC" and is found an the upper
right corner of each page of this Agreement), and (3) the AWS Account ID of each added or removed AWS account.
Upon Motice, AWS may replace the notification process or make available another means of adding and removing
AWS accounts to the list above.
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Attachment B
AWS Security Standards

Capitalized terms not otherwise defined in this document have the meanings assigned to them in the applicable
AWS Enterprise Agreament.

1. Information Security Program. AWS will maintain an information security program (including the adoption
and enforcement of internal policies and procedures) designed to (a) satisfy the Security Objectives, (b) identify
reasonably foreseeable and internal risks to security and unauthorized access to the AWS Network, and

(c) minimize security risks, including through risk assessment and regular testing, AWS will designate one or more
ernployees to coordinate and be accountable for the information security program. The information security
program will nclude the following measures:

1.1 MNetwork Security. The AWS Nemwork will be electronically accessible to empioyees, contractors and
any other person as necessary to provide the Services. AWS will maintain-access controls and policies to manage
what access is allowed to the AWS Netwark from each network connection and user, including the use of firewalls
or functionally equivalent technology and authentication controls. AWS will maintain corrective action and
ingident response plans to respond to potential security threats.

1.2 Physical Security

1.2.1 Physical Access Controls. Physical components of the AWS Network are housed in nondescript
facilities {the "Facilities”). Physical barrier controls are used to prevent unauthorized entrance to the Facilities both
at the perimeter and at building access points. Passage through the physical barriers at the Facllities requires
either electronic access control validation (e.g., card access systems, ete. ) or validation by human security
personnel {e.g., contract or in-house security guard service, receptionist, etc.). Employees and certain contractors
are assigned photo-1D badges that must be worn while the employees and contractors are at any of the
Facilities, Visitors and any other contractors are reguired to sign-in with designated parsannel, must show
appropriate identification, are assigned a visitor ID badge that must be worn while the visitor or contractor is at any
of the Facilities, and are cantinually sscorted by authorized employees or contractors while visiting the Facilities.

1.2.2 Limited Employee and Contractor Access. AWS provides access to the Facilities to those
employees and contractors who have a legitimate business need for such access privileges. When an employee or
contractor no longer has a business need for the access privileges assigned to him/her, the access privileges are
promptly revoked, even if the employee or contractor continues to be an employee of AWS or its affiliates.

1.2.3 Physical Security Protections. All access points (other than main entry doors) are maintained
in a secured (locked) state. Access points to the Facilities are monitored by video surveillance cameras designed to
record all individuals accessing the Facilities. AWS also maintains electranic intrusion detection systems designed
to detect unauthorized access to the Facilities, including manitoring points of vulnerability (e.g., primary entry
doors, emergency egress doors, roof hatches, dock bay doors, etc.) with door contacts, glass breakage devices,
interior motion-detection, or other devices designed to detect individuals attempting to gain access to the
Facilities. All physical access to the Facilities by employees and contractors is logged and routinely audited.

2. Continued Evaluation. AWS will conduct periodic reviews of the security of its AWS Network and adeguacy of
its information security program as measured against industry security standards and its policies and
procedures. AWS will continually evaluate the security of its AWS Network and associated Services to determine
whether additional or different security measures are required to respond to new security risks or findings generated
by the periodic reviews.
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Attachment C - State IT Security Standards and Policies
1. Overview and Scope

This Attachment C to the AWS Enterprise Agreement entered into by and between AWS and the State (this
"Attachment”) shall apply to any and all Services that AWS provides to the State under the AWS Enterprise
Agreement and access to State resources provided in conjunction with delfivery of the Services.

The termsin this Attachment are additive Lo the terms and conditions of the AWS Enterprise Agreement. In the event
of a conflict between the terms of the AWS Enterprise Agreement and this Attachment, the AWS Enterprise
Agreement shall prevail. The AWS Enterprise Agreement and this Attachment together form “the Agreemant” for
purposes of the terms contained herein. For purposes of this Attachment references to “Contractor” means AWS
and references to the "State” mean Customer, Terms with initial letters capitalized that are not expressly defined in
this Attachment have the meaning set forth in the AWS Enterprise Agreament,

Z. State IT Policy and Standard Requirements
AWS and the State will comply with the standards outlined in the Agreement.

2.1 State information Technology Policies

&5 of the Effective Date, AWS is certified under 150 27001 /150 27018 /150 27017 / 150 2001] (the "Certification
Standards”). AWS will maintain an information security program designed to provide at least the same |evel of
protection as evidenced by its certification under each Certification Standard on the Effective Date.

“FedRAME" means the Federal Risk and Authorization Management Program, “ATO” means authorization to
operate. “FedRAMP Covered Services” means only the services listed as “in scope and is reflected in current reports”
an the FedRAMP tab at https:ffawsamazon.com/compliance/services-in-scope/ land any successor or related
locations designated by AWS), as may be updated by AWS from time to time,

As of the effective date, AWS offers FedRAMP Covered Services via AWS GovCloud (US) and AWS US East-West which
have FedRAMP compliant systems that have been granted authorizations, have addressed the FedRAMP security
controls {based on NIST 5P 800-53 rev. 4), Uused the required FedRAMP templates for the security packages posted in
the secure FedRAMP Repository, has been assessed by an accredited independent third party assessor {3PAD) and
maintain continuous monitoring requirements of FedRAMP. FedRAMP Covered Services have varying degrees of ATO
dependent on region and not all FedRAMP Covered Services available in one region are a necessarily avallable at
another. The services in scope at a particular baseling as FedRAMP High or FedRAMP Moderate can be found at
https:ffaws amazon.comfcompliance/services-in-scopef, as may be updated by AWS from time to time.

AWS offers a customizable and extendable capability based on open-standards APIs designed to enable integration
with third party applications. The State understands and agrees that not all AWS Services meet the moderate or high
ievel baseline described in this Section 2.1 Services are designed to provide the State’s systems administrators with
24x7 visibility into the services through a web-based “dashboard” capability that enables them to monitor, in real or
near real time, the Services’ performance against published SLAs. Provided that Customer has support at the
Enterprise or Business level, upon Customer reguest, AWS will use reasonable efforts to support and provide
information to Custamer on best practices for security policies and compliance.

AWS is responsible for maintaining the AWS Network and AWS Security Standards set forth in the Agreement. The
manner in which AWS maintains and supports its infrastructure and security may be demonstrated by AWS through
its SOC 1 Type Il and 50C 2 Type Il reports (callectively “S0OC reports”), Provided that the parties have an applicable
NDA in place; AWS will make this documentation available to Customer via AWS Artifact {or an alternative means
accessible via the AWS Site) and this documentation will be treated as Confidential information of AWS under the
MDA,
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2.1.1.  State of Ohio Standards

The State may elect from Contractor various Service Offerings which are further described at
https://aws.amazon.com/ as may be updated by AWS from time to time. Upon request, Contractor will provide the
State with access to whitepapers and information about how to design and architect its preferred solutions.
Provided Customer is enrolled in AWS Support at the Enterprise-level tier or above, AWS will provide a designated
Technical Account Manager who will provide advocacy, guidance to help plan and build solutions using best
practices, and proactively assist to help keep your AWS environment operationally healthy, Additionally, in such
case, the Technical Account Manager will use commerdally reasonable efforts to meet regularly at mutually
agreed times, which may be via telephone or teleconferencing to discuss the State's use of the Services and this
Agreement.

As of the Effective Date, AWS supports solutions designed ta comply with the State’s supported Server / 05 versions
as identified in Table 1 below. The following are the State’s Required Server and OS5 versions.

Table 1 =Supported Server /OS versions

OperatingSygten . | ~ Editian

Microsoft Windows Server Standard and Datacenter
RedHat Linux Enterprise
SUSE Linux Enterprise
Oracle Enterprise Linux Enterprise
3. State and Federal Data Privacy Requirements

Because the privacy of individuals’ personally identifiable information (PII) and State Sensitive Information,
generally information that is not subject to disclosures under Ohio Public Records law, [551) s a key element to
maintaining the public’s trust in working with the State, Contractor offers toals, services, or products designed to
help the State manage its data in compliance with applicable laws and regulations. State Sensitive information is any
type of computerized data that presents a high or moderate degree of risk if released or disclosed without
authorization. There Is a high degree of risk when unautharized release or disclosure is contrary to a legally mandated
confidentiality requirement. There may be a moderate risk and potentially a high risk in cases of information for
which an agency has discretion under the law to release data, particularly when the release must be made anly
according to agency policy or procedure. The computerized data may be certain types of personally identifiable
information that is also sensitive such as medical information, social security numbers, and financial account
numbers. It includes Federal Tax Information under IRS Special Publication 1075, Protected Health Information under
the Health Insurance Portability and Accountability Act, and Criminal Justice information under Federal Bureau of
Investigation's Criminal justice Information Services (C/S) Security Folicy. The computerized data may also be other
types of information not assoclated with a particular individual such as security and Infrastructure records, trade
secrets and business bank account infarmation.

AWS offers services which Customer may use and configure in compliance with the Health Insurance Portability
and Accountability Act (HIPAA) provided the Customer has a Business Associate Addendum in place between itself
and AWS. The State Is responsible for configuring and using the HIPAA Eligible Services consistent with HIPAA's
requirements, To the extent that personally identifiable information (PIl} in.a system Is “protected health
information” under the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, the Customer is
responsible for implementing security protocols and practices consistent with the FIPPS principles in alignmant
with the HIPAA Privacy Rule To the extent that there is Pl in a system that is not “protected health information”
under HIPAA, the FIPPS principles shall still be implemented by the Customer and, when applicable, aligned to
other [aws or regulations.
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AWS offers HIPAA Eligible Services Which Customer may use when handling personally identifiable information in
the system which qualifies as "protected health information” under the HIPAA Privacy Rule.

The Contractor offers Services which are designed to assist the State with complying with state and federal
confidentiality and information disclasure laws, rules and regulations applicable to work assodiated with this Contract
including but not limited to:

. United States Code 42 USC 13204 through 1320d-8 (HIPAA);

* Code of Federal Regulations for Public Health and Public Welfare: 42 CFR 431.300, 431.302, 431,305,
431,206, 435.945,45 CFR164.502 (e) and 164.504 (e);

*  Ohio Revised Code (ORC) 1347.01, 1347.04 through 1347.99; 2305.24, 2305.251, 3701.243, 3701.028,
4123.27,5101.26, 5101.27, 5101.99, 5160.39, 5168.13, and 5165.88; (and corresponding Ohio
Adminsitrative Code Rules and Updates as may be separately agreed upon by the parties in writi ngl To the
extent applicable the State's operatianal control model, IT-5EC-02 Enterprise Security Control Framewaork,
located at - http://das.ohio.gov/Portals/0/DASDivisions/InformationTechnology/ 1G/pdf ITS-SEC-02 pdt,
which is aligned to NIST SP.800-53 {current, published version).

* IRS Publication 1075, Tax Information Security Guidelines for federal, state and focal agencies

3.1 Federal Tax information

3.1.1.  Asof the Effective Date, AWS provides services; tools, and functionality that the State may use to
architect a solution that is compliant with 26 C.F.R. §301.6103(n}-1{d); IRS Publication 1075 (Rev. 8-2010)
{collectively the “IRS Rules”) Including the ability to meet Data Isolation, Data Privacy, Data Encryption,
Risk Assessment, Data Destruction and Removal, and Security Control Implementation as defined in the
IRS Rules, The Customer, using the AWS infrastructure as a service cloud offering to architect an IRS 1075-
comnpliant solution, is responsible for using the cloud services in accordance with 26 U.5.C. §6103(n); 26
C.F.R. §301.6103(n)-1; IRS Publication 1075 {Rev, B-2010); and all applicable conditions and restrictions as
may be prescribed by the IRS by regulation, published rules or procedures, or written communication to
the State, or the State’s agency or its contractor.

3.1.2. RS 1075 Performance Requirements:

In performance of this contract, the State, the State’s agency, or its contractor are responsible for complying with
the following reguirements:

* Al work involving Federal Tax Information (FT1) will be done under the supervision of the State, the
State's agendy, or Its contractor or their employees.

¢ Tomeet functional and assurance requirements, the security features of the environment must provide
for the managerial, operations, and technical controls. All security features must be avallable and
activated to protect against unauthorized use of and access to FT1. The State acknowledges and
understands that it is solely responsible for enabling security features and protecting against
unauthorized use of and access to FTI.

*  Any federal tax return or return information made available in any format shall be used only for the
purposes of performing this contract. Information contained in such material will be treated as
canfidential and will not be divulged or made known in any manner to any person except as may be
necessary in the performance of this contract. Disclosure to anyone other than an officer or employee of
the State, the State’s agency, or its contractor is

prohibited.
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All federal tax returns and return information will be accounted for upon receipt and property stored
before, during, and after pracessing. In addition, all related output will be given the same level of
protection as required for the source material,

The State, the State's agency, or Its contractor certify that the IRS data processed during the performance
of-this contract will be completely purged from all data storage components of its computer facility, and
no output will be retained by the contractor after the work is completed. If immiediate purging of all data
storage components is not possible, the State, the State's agency, of the contractor certify that any IRS
data remaining in any storage component will be safeguarded to prevent unauthorized disclosure,

Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will
be given to the State or its designee. When this is not possible, the State, the State's agency, or its
contractor will be responsible for the destruction of the spoilage or any intermediate hard copy printouts,
and will provide the State or its designee with a statement containing the date of destruction, description
of material destroyed, and the method used.

Mo werk involving Federal Tax Information furnished under this contract will be subcentracted without
prior written approval of the IRS.

The State, the State agency, or its contractor will maintain a list of employees authorized access. Such list
will be provided to the State and, upon request, to the (RS reviewing office,

The State or AWS, will have the right to void the contract if the State or the State agency, fails to provide
the safeguards described above.

IRS 1075 Criminal/Civil Sanctions

Each officer or employee of any person to whom returns or return information is or may be disclosed will
be notified in writing by such person that returns or return information disclosed to such officer or
employee can be used only for a purpose and te the extent authorized herein, and that further disclosure
of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a
felony punishable upon conviction by a fine of as much as'$5,000 or imprisonment for as long as S years,
or both, together with the costs of prosecution. Such person shall also notify each such officer and
employee that any such unauthorized further disclosure of returns or return information may also result
in-an award of civil damages against the officer or employee in an amount not less than 51,000 with
respect to each instance of unauthorized disclosure. These penalties are prescribed by IRCs7213 and 7431
and set forth at 26 CFR 301.6103(n)-1,

Each officer or employee of any person to whom returns or retumn infarmation is ar may be disclosed shall
be notified in writing by such person that any return or return information made available in any format
shall be used only for the purpose of carrying out the provisions of this contract, Information contained in
such material shall be treated as confidential and shall not be divulged or made known In any manner to
any person except as may be necessary n the performance of the contract, Inspection by or disclosure to
anyone without an official need-to-know constitutes a eriminal misdemeanor punishable upon conviction
by a fine of as much as 51,000 or Imprisonment for as long as 1 year, or both, tegether with the costs of
prosecution. Such person shall also notify each such officer and employee that any such unauthorized
inspection or disclosure of the officer or employee (United states for Federal employees) inan amount
equal to the sum of the greater of $1,000 for each act of unauthorized inspection ar disclosure with
respect to which such defendant is found liable or the sum of the actual damages sustained by the
plaintiff as a result of such unauthorized inspection or disclosure pius in the case of a willful inspectian or
disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. These
penalties are prescribed by IRC 7213A and 7431.

Additionally, it is incumbent upon the contractor to inform its officers and employees of the penalties for
improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specificaliy, 5 U.5.C. 552alij{1),
which is made applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a
contractor, who by virtue of hisfher employment or official position, has possession of or access to agency
recards which contain indhvidually identifiable information, the disclosure of which is prohibited by the
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Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific
material Is prohibited, willfully discloses the material in any manner to any person or agency not entitled
to receive it, shall be gullty of @ misdemeanor and fined not more than 55,000,

For purposes of this section 3.1.2 of the Attachment, references to "Covered Services” means the commercially
avaflable services provided by AWS under this Agreement; and “Covered Entity” means any state or local
government entity in the state of Ohio that purchases Covered Services from AWS under this Agreemant. in the
event the IRS desires to perform an assessment of the Covered Services to verify the State’s compliance with the
IRS Rules as they pertain 1o the State's use of the Covered Services, AWS will in good faith use commercially
reasonable efforts to provide documentation and information as reasonably necessary to respond to such
assessment. The IRS may be permitted to request that a Covered Entity provide access to data or content
belonging to Covered Entities in connection with such assessment, but not data belonging to other customers in
the multi-tenant environment from which the Covered Services are delivered. If the IRS identifies what it believes
to be deficiencies in the Covered Services as a result of the assessment, AWS and the State are cormmitted to
working together in goad faith to resolve the IRS's concerns through discussion and interaction between the State,
AWS and the IR5. Should the participation of the Covered Entity be required, the State will coordinate such
participation. Any information provided by AWS to the IRS or the State will be treat as Confidential Information
and affarded the highest level of confidential treatment available under applicable law.

3.2 Remedias

The State has the remedies provided to it under the AWS Enterprise Agreement for Contractor’s breach of the terms
of this Attachment,

3.3. Prohibition on Off-Shore and Unapproved Access

AWS provides Services designed to enable Customer to maintain and secure their data within the United States. AWS
understands and will abide by the requirements of Ohio Executive Order 2011-12K provided Customer will at all
times only select a US region for the Customer Content and will not ever select an AWS Region outside of the
continental US. Customer warrants that at all times it will anly select LS based regions for the AWS Services. AWS
provides FedRAMP Covered Services available as further described In Section 2.1 of this Attachment. FedRAMP
Covered Services means only the services listed as "in scope and is reflected in current reports” on the FedRAMP tab
at https/faws.amazon.com/compliance/services-in-scope/ (and any successor or related locations designated by
AWS), as may be updated by AWS from time to time. The Parties understand that AWS may add regions that may ar
may not be FedRAMP certified.

AWS offers Services designed to enable the State to comply with applicable LS. statutes, regulations, and
administrative requirements regarding its relationships with non-1.5. goveramental and quasi-governmental entities
including, but not limited to the export control regulations of the International Traffic in Arms Regulations ["ITAR™)
and the Export Administration Act ("EAA"); the anti-boycott and embargo regulations and guidelines issued under
the EAA, and the regulations of the U.S. Department of the Treasury, Office of Foreign Assets Control, HIPAA Privacy
Rules and other conventions as described and required in this Supplement. As of the Effective Date, AWS.offers use
of some of its Services via the AWS GovCloud region. The AWS GovCloud region supports compliance with ITAR and
provides an environment that s physically located in the US, and access by AWS personnel is iimited to US Citizens.

Subject to the Section 3.3 of the AWS Enterprise Agreement, AWS will not move Customer Content from the regions
selected by Customer, if Customer selects a US region then AWS will not move Customer Content fram that region;
except in each case as necessary to comply with the law or.a binding order of a governmental body (such as a
subpoena or court order),

3.4. Background Checks
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AWS represents Lo the State that, as part of pre-employmeant screening practices for U.S. candidates with
conditional offers of employment, AWS (directly or through its affiliates) maintains a policy of conducting criminal
background checks (as permitted by applicable law) cammensurate with the employment candidate’s offered
position {"Pre-Employment Background Check”). AWS will not permit.a LS. employmient candidate ta provide
AWS Professional Services if such individual's Pre-Employment Background Check results fail to meet AWS's [or its
affiliates’) standards for employment. The following searches are currently conducted for U.5. candidates that will
be performing AWS Professional Services on-site at a Customer's location:

- a federal crimes search for all federal districts in which the candidate has lived in the past 7 years as determined
by a self-report and hisfher Social Security Number {SSN) search):

-8 felony and misdemeanor seach of all county courts in counties in which the candidate has lived in the past 7
years as determined by a self-report and the 55N search), provided that for former addresses located within AL,
AR, AR, CO, CT, DC, DE, 1D, ML, MN, NE, NJ, NM, NY, NC, ND, OR, Rl, 5D, UT, WA, or Wi only, a “statewide” search
is permitted in lieu of 3 county court search; and

-searches of the Sex Offender Registry and Office of Foreign Assets Control (OFAC).

-Any and all additional requirements relating to background checks for AWS employees handling Criminal Justice
Infarmation (CI1) will be set forth in a separate agreement governing Cll to be entered into between AWS and the
State or the State’s designatied State agency.,

4, State Security and Information Privacy Standards and Requirements

AWS will be responsible for maintaining information security in accordance with obligations expressly set forth on
AWS in the Agreement, The State may elect to recelve security notifications through a central point of contact
designated by the State in the AWS Management Console.

The Contractor's responsibilities with respect to Security Services will include the following:

= Develop, maintain, update, and Implement security procedures, including physical access strategies and
standards, |D approval procedures and a breach of security action plan which AWS may demaonstrate
through S0C 1 Type Il and SOC 2 Type |l reperts and the FedRAMP 55P. Upan Customer's reguest, and
provided that the parties have an applicable NDA in place, AWS will provide to Customar a copy of
its System and Organization Controls 1 (80C 1) Type 2 Report or such alternative industry standard
reports or certifications that are substantially eguivalent as reasonably determined by AWS., AWS will
provide this documentation no more than twice annually and this documentation will be treated as
Confidential Information of AWS under the ND&;

* 5o long as Customer is enrolled in Enterprise Support, AWS will {at Customer’s request) assist Customer
with researching system security problems.

= Perform physical security functions (e.g., identification badge controls, alarm responses) at the facilities
under the Contractor's contral,

“  Provide effective patch management designed Lo ensure patching is up to date and flaws are fixed with
the infrastructure.

*  Provide effective configuration management of infrastructure devices appropriately configured in
accordance with palicy,

* Wil perform an annual relevant role based security training for relevant security personnel

The State will;
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= Develop, maintain and update the State T Security Policies, including applicable State information risk
policies, standards and procedures.

*  Provide the contractor with contact information for security and program personnel for incident reparting
puUrposes.

= Support Intrusion detection and prevention and vulnerability scanning pursuant to State IT Security
Policies provided such complies with AWS standards including providing AWS notice prior to State
performing such scanning.

*  Provide the State security audit findings material for the Services based upon the security policies,
standards and practices in effect as of the Effective Date and any subsequent updates.

4.1 Protection of State Data

Protection of State Data. Customer Content may contain "State Dala” which includes all data and information the
State transfers to AWS for processing, storage, or hosting by the Services in connection with an AWS Enterprise
Account, including, but not limited to sensitive Customer information which may include Pl or SI if Customer elects,
To the extent State Data qualifies as Customer Content, AWS will treat State Data In accordance with Section 3 of
the AWS Enterprise Agreement. AWS will not access or use Customer Content except as necessary to maintain or
provide the Service Offerings, or as necessary te comply with the law or a binding order of a governmental body. AWS
will not (a) disclose Customer Content to any government or third party, or {b) subject ta Section 3.3 of the AWS
Enterprise Agreement, move Customer Content fram the AWS regions selected by Customer; except in each case as
necessary to comply with the law or 2 binding order of a governmental body (such as a subpoena or court
arder]. Unlessitwould be in violation of a court order or other legal requirement, AWSwill give Customer reasonable
Motice of any legal reguirement or order referred to in Section 3 of the AWS Enterprise Agreament, to enable
Customer to seek a protective order or other appropriate remedy.

Additionally, as provided in the AWS Enterprise Agreement, as between Customer and AWS, Customer (or
Customer's licensors) own all right, ‘title, and interest in and to Customer Content. Except as provided in this
Agreement, AWS obtains no rights under this Agreement from Customer (or Customer’s licensors) to Customer
Content.

Handling the 5tate’s Data

To the extent State Data gualifies as Customer Content, AWS will handle such data in accordance with the rights and
restrictions set forth in Section 3 of the AWS Enterprise Agreement as referenced in the above Section 4.1 of this
Attachment.

4.2 Contractor Access to State Networks Systems and Data

The Contractor provides a robust set of boundary security toals that incorporate generally recognized best practices,
Toimplement these, the Customer must!

*  Use the Services and architect its solution in accordance with AWS security best practices set forth at
hitps://fdl.awsstatic.comfwhitepapers/Security/AWS Security_Best_Practices.pdf.

¢ Use assets and techniques such as properly configured firewalls, a demilitarized zone for handling public
traffic, host-to-host management, internet protocol specification for source and destination, strong
authentication, encryption, packet filtering, activity logging, and implementation of system security fixes
and patches as they became availabla.

» Use two-factor authentication to limit access to systems that contain particularly sensitive State Data,
such as personally identifiable information.

«  Employ appropriate intrusion and attack prevention and detection capabilities. Those :apa]ﬁil'rtias must
track unauthorized access and attempis to access State Data,
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On its part, AWS will not transfer Customer Content to a portable computing device except as requested
ar designated by Customer in writing which may be via the AWS Management Console. All handling of
Customer Content by AWS will be in accordance with Section 3 of the AWS Enterprise Agreement. AWS
will have a business continuity plan in place that address procedures for responding to issues with the
AWS Network within AWS' control. Additionally, as of the Effective Date, AWS’ SOC 1 Report includes {a) a
description of the controls AWS operates for its business continuity plan, (B) confirmation that AWS tests
and updates its business continuity plan at least annuslly, and (c} a description of any deficiencies
identified in AWS's business continuity plan, together with details of the proposed steps taken or to be
taken to remediate such defictencies. AWS' business continuity and disaster recovery program
encompasses processes and procedures for identification, response, and recovery from a Force Majeure
Event; any other event that causes 2 material disruption to the provision of a material partion of the
Services, or major event or incident within the AWS environment. This program-incarporates availability,
redundancy, and infrastructure capacity planning within its standards, and is integrated into AWS' risk
management program. Customers can refer to the AWS 50C 2 Report.

Limited Use; Survival of Obligations.

AWS may use Customer Content only as authorized by the Agreement and for na other purpose. During the 90 days
following the Termination Date of this Agreement, AWS will sllow Customer to retrieve any remaining Customer
Content from the Services, unless (|) prohibited by law-or the order of a governmental or regulatory bady or it could
subject AWS or its Affiliates to liability, or (i) Customer has not paid all amounts due under this Agreement, other
than Disputed Amounts.

4.3 Periodic Security and Privacy Audits

The State may conduct its own pericdic intermal audit of the State’s internal systems and the security, privacy, and
access controls it chooses to deploy [“Internal Audit”) in connection with its use of the AWS Services however the
State does nat have the right to conduct any on-site audits of AWS, audits of the AWS Network or of the AWS Services,
Third party audit reports are available via SOC 1 Type Il and 50C 2 Type Il reports which AWS will provide to Customer
i accordance with Section 2.1 of this Attachment. The State may conduct its Internal Audit provided it conforms
with the reguirements sel forth in this Attachment, does not implicate or require access to data or accounts
belonging to any cther customers including other customers in the multi-tenant environment from which the
Services are delivered, and generally utilizes members of the OIT Chief Information Security Officer and Privacy
tearns, the OBM Office of Internal Audit or the Auditor of the State, depending on the fecus area of an audit, Should
an audit issue or finding be discovered, the following resolution path shall apply:

#  IF 3 security or privacy issue exists in any of the IT resources furnished to AWS by the State (e.g., code,
systems, computer hardware and software), the State will have responsibility to address or resolve the
Issue, Dependerit on the nature of the issue, the State may elect to contract with AWS under mutually
agreeable terms for those specific resolution services at that time or elect to address the issue
independent of AWS. AWS |5 responsible for resolving security or privacy issues with respect to the
Security Standards set forth in Attachment A of the Agreement provided resolving such 1ssue i5 within
AWS's control and commercially reasonable and such issues are identified by an AWS selected third party
assessment grganization; provided nothing in this section modifies Customer's obligations under Section
4.1 of the AWS Enterprise Agreement.

4.4 State Penetration and Controls Testing

Thee state may, atits sole discretion, elect to perform penetration testing provided such penetration
testing is conducted in accordance with AWS's Penetration Testing Pollcy (availahle at
http://aws.amazon.com/security/penetration-testing/ or any successor or related locations designated by
AWS). Reguests will be made in the manner described by the Penetration Testing Policy, or in such other
manner as AWS reasonably directs,

4.5 Annual Security Plan: State and Contractor Obligatians

Page 26 of 33
AWS Enterprise Agreament
[ 2018-10-30
AMEZN DOC# 416371 33 ot



CC EAWWPS 00092189 2018 TR

Upon request and provided the parties have an applicable NDA in place, AWS will provide the Customer 3 copy of
the FedRAMP partner S5F for applicable regions up to two times in a calendar year, The Customer will develop,
implement and thereafter maintain annually a Security Plan, that is In alignment with the National Irstitute: of
Standards and Technology ("NIST") Special Publication (SP) 800-53 (current, published versian), for review, comment
and approvai by the State Information Security and Privacy Officers.

As of the Effective Date, AWS is certified under IS0 27001 /150 27018 / 150 27017 / 150 S001] (the "Certification
Standards”). AWS will maintain an information security program designed to provide at least the same level of
protection as evidenced by its certification under each Certification Standard on the Effective Date.

AWS as of the effective date, AWS provides Services that meet FedRAMP compliance standards as described in
Section 2.3 of this Attachment. The State may refer to https:/{aws.amazon.com/compliance/services-in-scope/ for
a list of AWS Services that meet the scope of FedRAMP Moderate and FedRAMP High.

4.6 Qpen API's

Contractor provides Services accessible via APls, Proposed vendor applications must describe In detail all available
features and functionality accessible via APls.

4.7 Boundary Defenses

The Contractor provides tools designed to assist the Custamer with:

* supporting the denial of communications toffram known malicious IP addresses®

*  Ensuring that the System network architecture separatesinternal systems from DMZ and extranet
systems

*  Reguiring remote login access to use two-factor authentication
* Supporting the State’s monitoring and management of devices remotely fogging into internal network

*  Supporting the State in the configuration firewall session tracking mechanisms for addresses that access
systern

4.8 Audit Log Reviews

5o long as the Customer has purchased Enterprise Support or higher level of support services then the Contractor
will:

= Work with the State to review and validate audit iog settings for hardware and software

«  Assist Customer with information and guidance on how to configure systems and environments to have
adequate space to store logs

Work with the State to devise and implement profiles of comman events from given systems ta both
reduce false positives and rapidly identify active access

¢ Assist the State on understanding how to configure operating systems to log access control events

*  Provide guidance to the State on how to design and execute bi-weekly reports to identify anomalies in
system logs

*  Provide guidance on how 1o leverage WORM technology

4.9 Contractor Responsibilities Related to Reporting of Concems, Issues and Security/Privacy Issues

General Security Breach Notification. |F AWS knows of a breach of the security measures described In the AWS
Security Standards that resulted in elther (a) any unlawful access to any Customer Content stored on AWS's
equipment or in AWS's facilities, or (b) any unautherized access to such equipment or facilities, where in either case
such access resultsin loss, disclosure, or alteration of Customer Content (each a “Security Event”), AWS will (x) notify
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Customer of the Security Event using the email address listed in Customer’s AWS account within 48 hours after AWS
confirms the Security Event (provided Customer's AWS Account is enrolled in Business or Enterprise-level AWS
Support plan and AWS is not prohibited from providing the notification by a court order or other legal requirernent)
and |y) promptly take reasonable steps to mitigate the effects and to minimize any damage resuiting from the
Security Event. If requested by Customer, AWS will provide Customer with reasonable and appropriate details
refevant to the cause, nature and Customer impact of the Security Event; provided, that AWS will not be required to
provide this information if {a) Custormer is not enrolled in AWS Support at the Business or Enterprise level or (b) AWS
reasonably determines the disclosure would prejudice AWS's security or violate applicable law.

Response to Suspected Security Events. AWS will maintain an information security program that requires AWS
security personnel that ebserve conditions which lead them to reasonably suspect a Security Event has occurred or
is occurring {such conditions being a “Suspected Security Event”) to take at least the following actions; {a) Suspected
Security Events will be internally reported by AWS security personnel as quickly as reasonasbly practicable, (b)
Suspected Security Events will be reported through appropriate management channels in @ manner that is
appropriate and consistent with AWS reporting policies; and (c) Suspected Security Events will be assessed in a
reasonably prompt manner to determine whether they are to be classified as Security Event,

Regulatory Supervision. If a Regulator requires Costomer to verify its compliance with applicable laws administered
by the Regulator in connection with Customer's use of the Services |a "Reguest”), then AWS and Customer will
address the Request as described in this Section,

(2  Information Requests. If Customer cannot satisfy a Request after using commercially reasonable
effarts to do so (Inciuding by providing available information and documentation and aceess te AWS Enterprise
Accounts) and notifies AWS of this conditian, AWS will use commerdially reasonable efforts to assist Customer to
respond to the Reguest by providing {i) relevant information and documentation regarding the technical and
organizational measures of AWS or Its affiliates and about this Agreement; and (i) for those questions that cannot
be satisfied by such information and documentation, if any, a secunity and compliance briefing by personnel of AWS
or its Affiliates:

(b) Confidentiality and Costs. Customer will undertake to obtain confidential treatment ar similar
protection for any infarmation disclosed to, or gathered by, Regulator under this Section. Customer will reimburse
AWS and its Affiliates for their costs and expenses related to a Request.

For purposes of this section “Regulator” means the State Inspector General, State Office of Infarmation Technology
Chief information Security Officer, Office of Budget & Management Office of Internal Audit, Auditor of the State of
Ohio, or a government or regulatory body with binding authority to regulate Customer's financial or healthcare
service activities; provided, that the term Regulator does not indude any regulatory body or instrumentaiity of fran,
Morth Korea, the People’s Republic of China or of any country that is subject to.embargo or sanction by the United
States as administered by the Office of Foreign Assets Control (OFAC).

4,10 Requirements Overview

Offerors responding te State issued RFQ/RFP requests, and as Contractors performing the work following an award,
are required to propose solutions that comply with the standards outlined in this document. In the event Offeror
finds it necessary to deviate from any of the standards. a variance may be reguested, and the Offeror must show
sufficient business justification for the variance request. The Enterprise IT Architecture Team will engage with the
Contractor and appropriate State stakeholders to review and approve/deny the variance request.
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Exhibit 1- State Entities

Amazon Web Services MCSADOB0
Exhibit 1

Cabinet Level

Superintented State Agencies
AJUTANT GENERAL
ADMINISTRATIVE SERVICES
BOARD OF REGENTS
BUR OF WORKERS' COMPENSATION
DEPARTMENT OF VETERANS SERVIC
DEPT OF AGING
DEPT OF AGRICULTURE
DEPT OF COMMERCE
DEPT OF HEALTH
DEFT OF NATURAL RESOURCES
DEFT OF PUBLIC SAFETY
DEPT OF REHAB & CORRECTIONS
DEPT OF TAXATION
DEPT OF TRANSPORTATION
DEPT OF YOUTH SERVICES
DEVELOPMENTAL DISABILITIES
OHIO DEVELOFMENT SERVICES AGENCY
ENVIRONMENTAL PROTECTION AGCY
INSURANCE
JOB AND FAMILY SERVICES
LOTTERY COMMISSION
MEDICAID
MENTAL HEALTH AND ADDICTION SERVICES
OFFICE OF BUDGET & MGEMT
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Other Superintended

State Agencies
ACCOUNTANCY BOARDOF ORID
AR QUALITY DEVELOPMENT AUTH

ATHLETIC COMMISSION

BD OF EXAMINERS OF ARCHITECTS
B0ARD OF BARBER EXAMINERS
BOARD OF COSMETOLOGY

BOARD OF DIETETICS

BOARD OF ENGINEERS & SURVEYORS
BOARD OF NURSING

BOARD OF OPTOMETRY

BOARD OF PHARMACY

BOARD OF PSYCHOLOGY

BOARD OF TAX APPEALS
ERDADCAST EDUCATIONAL MEDLA COMNISSION
CAREER COLLEGES/SCHOOLS BOARD
CASING CONTROL COMMISSION
CHEMIGAL DEPENDENCY PROFS
CHIROPRACTIC EXAMINERS BOARD
CIVIL RIGHTS COMMISSION
COMMISSION ON MINORITY HEALTH
COMMISSION ON SERVICE & VOLUNT
COUNSELOR & SOCIAL WORKERS BD
DENTAL BOARD

DERPARTMENT OF VETERAMS SERVIC
ELECTIONS COMMISSION
EMBALMERS & FUNERAL DIR BOARD
EMPLOYMENT RELATIONS BOARD
ENVIRONMENTAL BOARD OF REVIEW
ETHICS COMMISSION
HISPANIC-LATING AFFAIRS COMM
INDUSTRIAL COMMISSION

JOAINT COMM ON AGCY RULE REVIEW
LAKE ERIE COMMSEION

LIBRARY BOARD

Page 30 of 34
AWS Enterprise Agreerment
2018-10-30

k]

ANIN DOCH ARRITL 32 m—1



Othar Suparintanded

State Agencles
LIQUOR CONTROL COMMISSION

MANUFACTURED HOMES COMMISSION

MEDCAL BOARD

MOTOR VEHICLE COLLISION REPAIR

QCCIPHYS THERAPYIATHLETIC TRNR

OFC OF INSPECTOR GENERAL

OFFICE OF CONSUMERS COUNSEL

OHIC ARTS COUNCIL

OHID EXPOSITIONS COMMISSION

OHID FACILITIES CONSTRUCTION COMMISSION

OHIO SCHOOL FOR THE BLIND

OHIO SCHOOL FOR THE DEAF

OPPORTUNITIES FOR CHIDANS WITH DHSABILITIES

OPTICAL DISPENGERS BOARD

ORTHOTIC PROSTHETIC PEDORTHICS

PUBLIC DEFENDER COMMISSION

PUBLIC WORKS COMMISSION

RACING COMMISSION

RESPIRATORY CARE BOARD

SAMITARIAN REGISTRATION BOARD

30 OHIO AGRIFCOMM DEVELOPMENT

SPEECH-LANGUAGE PATHAUD BOARD

VETERINARY MEDICAL BOARD

Non Superintended

Lenisiative, Judicial,

and Elected Entities

ATTORNEY GENERAL

AUNTOR OF STATE

CAPITAL S0UARE REVIEW & ADV BD

COURT OF CLAMS

HOUSE OF REPRESENTATIVES

FOINT LEGIS ETHICS COMMITTEE

AWS Enlerprise Agresment
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JUDICIAL CONFERENCE OF OHIO

JUDICIARY I SUPREME COURT

LEGFSLATIVE SERVICE COMMISSION
OFFICE OF THE GOVERNCR
SECRETARY OF STATE

SEMATE

TREASURER OF STATE
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Exhibit 2 — Sample Report for Cooperative Purchasing Member Services

Example Quarterly Report for Cooperative Purchasing Members:
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