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1.0 Executive Summary

Ohio’s State agencies are responsible for an array of essential functions upon which our
citizens rely. In the event of a disruption, these are functions that need to be resumed quickly
in order to prevent a number of dire consequences from being realized. Service resumption
by State agencies largely depends upon the existence of comprehensive, updated continuity
of operations (COOP) plans that detail how the agency will operate and recover after a
disruption. Continuity of Operations, as defined in the National Security Presidential Directive-
51/Homeland Security Presidential Directive-20 (NSPD-51/HSPD-20) and the National
Continuity Policy Implementation Plan (NCPIP), is an effort within individual agencies to
ensure that State’s and the agency’s mission essential functions (MEFs) continue to be
performed during a wide range of emergencies, including localized acts of nature, accidents
and technological or attack-related emergencies. As cited in the Ohio Homeland Security
Strategic Plan, Objective 4.3, a statewide enterprise approach to a sustainable business
continuity program ensures that all State agencies, departments, boards, and
commissions will have COOP plans and continuity of government (COG) capabilities. This
combined planning concept (COOP/COG) will be referred to as business continuity for the
purposes of this document.

2.0 Purpose

This document provides the State of Ohio and its agencies, departments, boards, and
commissions with a common framework for planning, executing, and maintaining individual
COOP programs, which in turn roll into a larger State Business Continuity (BC) Program,
managed by the Ohio Department of Administrative Services (DAS) Office of Business
Continuity (OBC). The planning processes outlined in this guidance document may be used
to identify, plan, and manage any disruption to normal business operations. For the purposes
of this document, “incident” will refer to a disaster, emergency, or any other event that may
disrupt normal business operations. This guidance document is not intended to provide a
comprehensive set of standard operating procedures (SOPs), management instructions, or a
detailed review of generally accepted practices; individualized planning efforts must occur at
the agency-level.

The State BC Program was established to achieve the following objectives:

e Enable the continuity of business processes supporting internal and external
essential functions across the State.

e Improve the State Business Continuity Steering Committee’s (BCSC) oversight by
reporting results of testing, exercise, and the status of the overall program to the
Committee.

e Increase the State’s awareness and accountability in the identification and
prioritization of essential functions and dependent business processes and
systems.

e Standardize recovery efforts across the State.

e Build an infrastructure that provides continuity planning tools and templates for
Agencies to leverage in developing their own respective programs.
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e Establish integrated operations, planning, and decision-making processes for
continuity of operations across the State.

3.0 Assumptions
The State BC Program has been built upon the following planning assumptions:

e State agencies, departments, boards, and commissions, which will singularly be
referred to as “agencies” for the purposes of this document, will assign a BC
Coordinator to work with the State BC Manager at the DAS OBC.

e Allagency BC Coordinators will be empowered by their respective management teams
to represent their agency in the BC Coordinators Working Group and to develop
templates, policies, training, and exercises on behalf of their agency.

e All agencies will create after-action reports (AARs) and revise plans to strengthen
areas of improvement identified in exercises and actual incidents.

4.0 Program Management

The DAS OBC is committed to providing its stakeholders with a comprehensive business
continuity program, including policies, procedures, standards, planning and implementation
templates and tools, and risk identification and mitigation strategies. The State BC Program
was developed with and will continue to be improved upon through collaboration with State
agencies, as is evidenced by the
multi-agency BCSC and agency-level
BC Coordinators. Agency expertise is
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41 Vision

To develop, improve upon, and sustain a comprehensive State business continuity
program, that works to ensure the safety of the public and the continuation of the
State of Ohio’s essential functions during an emergency, therefore promoting
resiliency in the aftermath of service disruptions.

This vision, fully endorsed by the BCSC, implements a sustainable program to identify,
assess, prioritize, manage, control, and minimize risks that could potentially impact
normal business operations specifically in regards to employee safety, citizen impact,
business resumption, and property impact. The primary focus is to protect employees,
minimize the impact to citizens, and protect State property during an incident.

4.2 Measures of Success

The State BC Program is designed to ensure that essential functions that support those
services critical to the citizens of Ohio and the long-term viability of the State are
maintained before, during, and after an interruption to mission-essential business
operations.

The following measurements will be indicative of this program’s success:

¢ |dentification and prioritization of state essential functions (SEFs).

e Establishment of a command and control structure to be used during an incident.

e Creation and maintenance of a portfolio containing current, comprehensive COOP
plans for all State agencies.

e Creation and maintenance of a COG plan, based on agency COOP plans and the
SEFs.

e Development of a framework for testing COOP plans and assessing compliance to
ensure that agencies’ plans are viable and meet the state-identified standard.

e Establishment and management of forums for state agencies to converse about
and collaborate on business continuity planning efforts.

e Creation of a “Culture of Readiness”, where State agencies and employees alike
are conditioned to always be aware of threats to business continuity and proactively
engage in COOP planning, testing of plans, and plan maintenance.

4.3  Strategy

The State BC Program will be implemented in a strategic manner, based upon generally
accepted best practices tailored to fit the culture and resource availability of the State, in
compliance with applicable legal and regulatory requirements. In order to achieve the
measures listed above, the DAS OBC will focus on the following areas of work:

e Initiation — Establish a governing framework and the programmatic architecture
needed to support the future state.
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e Development — Create and maintain the online planning tool; identify and draft
policies, procedures, standards, and templates, as needed; and develop program
metrics.

e Pilot — Roll out the program and its supporting tools and materials to one to two
agencies to understand the program’s strengths and identify areas for
improvement. Document lessons learned and improve upon identified
weaknesses.

e Communication and Marketing — Develop a communication plan to announce the
formation of the DAS OBC, to highlight the necessity for comprehensive BC
planning at each state agency, and to market the use of the RPX continuity
planning tool across the State.

e Launch — Roll out the hosted business continuity planning tool, beginning with
agencies pre-identified by the BCSC. Collect current COOP plans and provide
guidance on the development of improved COOP plan, based on risk assessments
and business impact analyses independently performed by each agency.

e Maintenance — Incorporate lessons learned from previous phases of work into the
program’s operations.

4.4  Programmatic Authority

Incidents may be local in nature or may have a statewide or regional impact, affecting
multiple state-owned facilities and/or resources, rendering them partially or fully
unavailable. For this reason, the State BC Program applies to all executive, judicial, and
legislative branches and elected officials’ business units, personnel, facilities, IT systems,
services, and physical assets at all locations. The State BCM will assist agency BC
Coordinators in developing and managing their individual agencies’ BC programs by
providing the following:

e Access to a standardized plan format;

e Use of a web-based BC plan development and maintenance tool (RPX);

e Access to guidance on conducting plan evaluations, testing, training, and
exercises;

e Assistance in prioritization of MEFs, systems, and personnel;

e Assistance in selecting alternate work locations (AWL); and

e Facilitation of agency-to-agency interaction and coordination through the BCSC
and a State BC Coordinator Working Group.

While the State BC Manager is tasked with establishing and managing the DAS OBC, it
is the BCSC that provides overall guidance for the organization of business continuity from
a state-wide perspective; however, every employee in every State agency has a
responsibility to help define, implement, test, and maintain the program.

The State BC Program has been organized by obtaining program development input and

guidance from subject matter experts across the State. In order to ensure continuity of and
consistency to the BC Program itself, these advisory responsibilities must not be delegated

Service, Support, Solutions for Ohio Government 8| Page



OhidAS

State Business Continuity Program Guidance

to others. This governance structure enables a holistic oversight to the State BC Program
and contains the following support groups, discussed in the following sections.

4.4.1 Executive Management

Directors and executive-level staff of State agencies are accountable for BC program
management and alignment with continuity policies, standards, procedures, and risk
mitigation controls within their respective areas of responsibility.

4.4.2 State Business Continuity Steering Committee

Overarching BC guidance, support, and recommendations are provided by a
multidisciplinary group, referred to as the State Business Continuity Steering
Committee or BCSC. This group is responsible for reviewing, recommending, and
endorsing State BC policy, objectives, and strategies. The members of this group
agree to the roles and responsibilities defined for the State in the policies and
procedures developed by the State BCM with input from and on behalf of the BCSC.
The members of the BCSC will actively promote and provide business support for BC
initiatives throughout the State.

This governance group is chaired and coordinated by the State BCM and includes
representation from a selection of the State of Ohio’s executive branch agencies. This
Committee meets on a quarterly or as-need basis. The duration of member-agency
engagement in the committee lasts for a minimum of two years.

Members of the BCSC are funded by the member's home agency and are granted full
voting rights of that agency. To ensure that all of the State’s unique needs are met,
members represent a cross-section of agencies spanning State government,
including:

e Small agency (under 500 employees)
e Medium agency (500-2,000 employees)
e Large agency (over 2,000 employees)

Representatives serving on the BCSC are required to possess the overall COOP,
disaster recovery, public safety, and/or emergency response knowledge, relative to
their agency. Subject matter experts on State facilities management, information
technology, legal requirements, public relations, human resources, finance, and other
administrative functions are also incorporated into the BCSC by way of subcommittees
and working groups.

4.4.3 Ohio Department of Administrative Services, Office of Business
Continuity
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The DAS OBC primarily exists to deliver business continuity and continuity of operations
guidance and support to agencies by coordinating planning efforts across the State,
therefore ensuring continuity of government.

This is accomplished by providing assistance in the planning, building, maintaining, and
supporting of activities to ensure that agencies:

¢ Identify and mitigate operational risks that may lead to business disruptions
before an incident occurs.

e Prepare for response to risks (natural, technological, and/or human-
caused), both through the development and exercising of plans and through
the engagement of essential employees, in a manner that demonstrates
incident command and control.

e Recover and restore pre-identified, mission-essential business operations
during and after an incident.

4.4.4 State Business Continuity Manager

The State BCM is responsible for the oversight of the DAS OBC and the planning,
implementation, and maintenance of the overarching State BC program. The BCM
ensures, in particular, that BC awareness is increased across the State. This is
accomplished by:

e Marketing the program to the State and its county, city, and local counterparts.

e Working with State agencies to identify BC coordinators

e Ensuring that the appropriate preparedness, response, and recovery policies,
plans, procedures, standards, risk mitigation controls, and solutions exist and
are made available to the State through the agency BC Coordinators.

e Recommending the methods to implement, encourage, and enforce BC
policies.

¢ Developing tools to assist State agencies with continuity of operations plan and
exercise development and implementation.

e Measuring and reporting on the level of compliance to such policies and overall
program effectiveness to the State BCSC and Director of DAS.

e Advising the BCSC and the Director of DAS on preparedness, response, and
recovery-related issues on a day-to-day basis.

e Serving as DAS’s primary representative in interactions with external
emergency management authorities and forums.

445 Agency Business Continuity Coordinators

COOP plan development and maintenance at each of the agencies is the responsibility
of the agency’s BC Coordinator. These individuals are assigned by their parent agency
based on specific COOP, business continuity, facilities management, emergency
management, and/or disaster recovery skills that they already possess or are in the
process of acquiring. BC Coordinators must also be exempt staff, based on sensitive

Service, Support, Solutions for Ohio Government 10| Page



OhidAS

State Business Continuity Program Guidance

subject matter that may be discussed in the strike appendices of the COOP plans.
Agency BC Coordinators will be empowered by their respective management teams
to represent their agency in the development of State templates, policies, and trainings.

446 Agencies, Departments, Boards, and Commissions

All State Agencies, Departments, Boards, and Commissions are expected to develop
and maintain individual COOP plans to achieve the following goals:

e Provide the timely and orderly continuous performance of MEFs during and
after an incident.

e Protect facilities, equipment, IT systems, records, and other assets that

support MEFs.

Reduce and/or mitigate disruptions to operations.

Provide reconstitution or devolution of control after the incident is over.

Minimize loss to the State.

Prepare employees for response to and offer support to employees during

emergencies.

4.4.7 Programmatic Development

The following table illustrates the programmatic development of the State Business
Continuity program.

Table of Organization

Identify Stakeholders

L Formation of DAS Office of Business
Continuity (OBC)

g

Define State Programmatic Structure

»> Define DAS OBC Structure

Identify the Executive Team

- State BC Manager

- Executive Management

- State BC Steering Committee (BCSC)
- Agency BC Coordinator

- Agencies, Boards, and Commissions Identify the State BC Manager

Identify the Agency BC Coordinators
Define & Identify
- Identification of Vision Statement
- Identification of Scope and Objectives
- Implement Professional Practices Identify the Agencies, Boards, and Commissions
- Define BCSC Structure

- Define Roles & Responsibilities
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45 Programmatic Approach

The State BC Program approach will identify, assess, prioritize, manage, and control risks
that could disrupt normal operations, specifically by assisting agencies with:

¢ Reviewing COOP plans and programs on an annual basis;

e Analyzing the effect of incidents on business processes to determine and prioritize
SEFs;

e Assessing risk to determine the severity and likelihood of realistic threat scenarios;

¢ |dentifying and implementing cost effective risk mitigation strategies;

e Including COOP planning strategies within business and system development
lifecycles;

e Developing strategies and procedures to maintain, resume, and recover SEFs and
supporting business processes;

e Validate documented plans through a comprehensive exercise program; and

e Utilize quality assurance procedures to monitor and report on adherence to this
policy and supporting standards and guidelines.

45.1 Program Standards

Program standards were developed to provide the fundamental requirements for the
methodology referenced in this guiding document. The standards listed in this
document are clear, measurable, and enforceable by the BCSC. The BCSC wiill
oversee and maintain the State business continuity standards, methodologies, and
tools referenced in this document and associated documents.

4.5.2 Program Policy

It is the policy of the DAS OBC, to ensure the continuity of government to the State of
Ohio, through the implementation of a State BC Program that implements pre-planning
for the continuation of SEFs, technical components of information technology, key
facilities, essential employees, and other critical resources before, during, and after an
incident.

Adherence will be given equal priority to other duties and business objectives.
Business Continuity Management is regarded as an integral part of the State of Ohio’s
success as a government. The Office of Budget and Management (OBM) will review
compliance to this policy within its regular audit program.

This BCM program will be reviewed on an annual basis, as well as following
organizational or legislative changes.

4.5.3 Agency-level Procedures
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Agency-level procedures must provide the documented steps or processes required
to effectively and consistently analyze, assess, plan, review, implement, validate, and
monitor COOP activities. Recovery procedures must document the actions necessary
to respond to an incident and restore MEFs. Procedures should address both
immediate and short-term tasks and more time consuming, long-term tasks.

Recovery procedures will be documented using the guidelines defined in the COOP
planning template. The business impact analyses, risk assessment survey, and
recovery templates are designed to assist agencies in gathering critical and pertinent
recovery requirements for the development of viable COOP plans.

5.0  Guiding Principles

Business Continuity is an operational risk-management discipline that addresses the
preservation of continuity of operations and continuity of government. This effort is established
via a hierarchical set of policies and procedures that help agencies and business managers
define and mitigate risks, and respond to and recover from interruptions, while maintaining a
balance between business value and risk mitigation costs. BC policies are high-level
documents used to put continuity planning principles into practice. Procedures are sets of
established standards and activities aimed at achieving defined objectives in a measurable
and repeatable manner across the State.

The DAS OBC has identified 12 guiding principles to further assist State agencies in the
development of a comprehensive State BC Program. Each of these focus areas are
discussed further in DAS Directive HR-xx, Establishment of State Business Continuity
Planning Program.

1. Business continuity will be built into the State’s business operations.

2.  Guidance from the BCSC will be communicated to State agencies through the State
BCM.

3.  Agencies will develop individual COOP plans.

4. Business impact analyses will be conducted based on a schedule pre-determined by
the BCSC.

5. Risk assessments will be conducted based on a schedule pre-determined by the
BCSC.

6. After development, COOP plans will be consistently maintained and exercised.

7. Training and exercises will be conducted to familiarize all key stakeholders with
COORP plans.

8. Allextraneous statutory requirements will be followed during planning and execution
of the BC program.

9. The OBM will review compliance to this policy within its regular audit program.

10. The BCSC will make programmatic recommendations to the DAS OBC.

11. The DAS OBC will identify and recommend standards and planning templates for
use by State agencies, on the behalf of the BCSC.

12. Executive oversight will be provided by a Cabinet-level Business Continuity Advisory
Committee, chaired by the Director of DAS, at program maturity.
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OhidAS

6.0

Stakeholders

State Business Continuity Program Guidance

The stakeholders for this program include:

7.0

Leadership of State Agencies

The Governor of the State of Ohio

Executive, Legislative, and Judicial Branches of Government
Publicly Elected Officials

State of Ohio employees

Residents of Ohio

Federal and local government agencies
IT systems and service providers
Private-sector partners

State Essential Functions

The following State Essential Functions (SEFs) were developed based on the analysis of
existing state and federal planning documents, administrative cost, existing emergency
response plans, information technology disaster recovery planning priorities, and other States’
best practices/lessons learned. These functions were created to assist the State of Ohio in
identifying functions essential to the continuity of operations across the enterprise.

7.

1 State Essential Functions ldentification

Descriptions for each SEF are included in the table below.

FUNCTION DEFINITION
Maintain Civil Law | Maintain civil law and order in the state of Ohio, by
and Order preventing crime and protecting and defending the state, its

people, and its critical infrastructure against attack.

Provide Essential
Services to the
Public

Provide essential services that address the health and
safety needs and public welfare of the state and its citizens,
including but not limited to: firefighting, search and rescue,
hazardous materials response, emergency management
and disaster recovery, emergency medical services,
healthcare, custodial care of institutionalized populations, as
well as assistance in locating food and shelter.

Ensure
Availability of
Critical
Infrastructure

Ensure the availability of communication infrastructure,
drinking and potable water, environmental protection
services, energy/power, financial services, sanitation, and
transportation networks.

Ensure Continuity
of Government

Ensure the continued functioning of government by
providing for succession to key positions, organizational
communications, management of operations, personnel

Service,
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accountability, and a visible leadership structure, while
continuing to meet legal and/or statutory requirements.
Ensure Economic | Protect Ohio's economy by providing for the solvency of
Stability government and the stability of financial institutions and
systems.
Offer Resource Offer and provide resource and logistical support and
and Logistical assistance to federal, state, local, and their non-profit
Support to partners.
Agencies

8.0  Planning Process

The planning process provides a conceptual model of the steps that should be taken
throughout the Business Continuity Planning (BCP) process. This model presents guidelines
for agencies to follow in developing a comprehensive COOP program. The process was
developed by analyzing best practices from other state and national organizations, existing
State and Federal guidance, existing emergency response practices, administrative cost
analysis, existing emergency response plans, and information technology disaster recovery
planning priorities.

There are several key stages to the BCM approach. The description of each stage is based
on the generally accepted practices and guidance from the Disaster Recovery Institute
International (DRII) enhanced to meet the planning needs of each agency. This planning
framework reinforces repeatability, adaptability, and proactive activities.

8.1  Planning Process lllustration

The diagram on the following page illustrates the BCP process flow.
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8.2 Risk Assessment

(BIA) may be conducted or a COOP
may be developed, the agency must
first know what physical risks are likely
to affect their business operations. The
objective of a risk assessment (RA) is
to:

Governance / DAS Office of Business Continuity

Risk Business Risk Plan
Assessment ImBack Reduction Dev. Iam o0 Exercises
Analysis Strategies eveiopmo

Change Enablement ‘

Before a business impact analysis / Business Continuity Program \

¢ Identify and document the threats, scenarios, and environmental surroundings that
are most likely to adversely affect the agency’s MEFs and facilities;

e Evaluate the potential for damage;

e Define and implement controls necessary to prevent or minimize the effect of the
potential losses; and

e Evaluate the effectiveness of the controls.
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The agency will make certain that a RA is conducted to determine the severity and
likelihood of realistic threat scenarios and will make certain that the RA will include a gap
analysis to determine what is necessary in order to achieve the Recovery Time Objectives
(RTO) and Recovery Point Objectives (RPO) identified in the BIA.

8.2.1 Conducting a Risk Assessment

The agency BC Coordinator will work with the Risk Management Team and other
key stakeholders to gather and analyze data for determining the threats, scenarios,
and environmental surroundings that are most likely to adversely affect the
agency’s MEFs and facilities, including the damage that such incidents may cause
and the controls needed to prevent or minimize the effects of potential loss. The
following steps will be taken to perform the RA.

1. Identify potential risks based on probability, exposures, loss potentials, and
consequences/impact by using the State-identified risk assessment tool
(spreadsheet and wizard).

2. ldentify risk reduction/mitigation activities and alternatives, and controls and
safeguards to prevent or minimize the effect of the loss.

3. Evaluate the effectiveness of controls and safeguards.

4. Identify external expertise and assistance required.

5. Present summary of information to agency leadership for confirmation of
realistic levels of risk.

6. Implement security-related measures and procedures to fill any
unacceptable gaps in risk control.

8.2.2 Risk Assessment Organizational Change Management

The agency will make sure that when a new business process is being implemented
or a new faclility is being built, an individual RA will be conducted on the business
process or facility prior to the annual plan submittal. In addition, the agency RA will be
reviewed and updated annually to ensure that any changes in risk are captured in the
COOP.

Additionally, if the agency is located in one of the state-owned facilities (listed below),
the agency BC Coordinator will ensure that the agency’s facility security specialist is
working with the DAS, General Services Division (GSD), Office of Properties and
Facilities, to manage building security access. Primarily, this interface will occur by way
of quarterly submission of on-boarding/off-boarding records for agency employees to
the DAS GSD State Building Security Administrator. Agencies will continue to be
responsible for maintaining and following existing procedures for day-to-day security
of their respective systems. Again, this caveat only applies to agencies in the following,
state-owned locations; all other agencies are fully responsible for building security
access.
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25 S. Front St., Columbus

4200 Surface Road, Columbus

Frank J. Lausche State Office Building, 615 Superior Ave., Cleveland
James A. Rhodes State Office Tower, 30 E. Broad St., Columbus

Michael V. DiSalle Government Center, One Government Center, Toledo
North High Street Complex, 246 N. High St. and 35 E. Chestnut St.,
Columbus

e Oliver R. Ocasek Government Office Building, 161 S. High St., Akron

e State of Ohio Computer Center, 1320 Arthur E. Adams Drive, Columbus

e Vern Riffe Center for Government and the Arts, 77 S. High St., Columbus

8.2.3 Risk Assessment Process lllustration

The diagram on the following page illustrates the primary process activities involved in
performing a RA.
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Assessment Process

8.3 Business Impact Analysis

_ / Business Continuity Program \
Before a comprehensive COOP plan

can be deVEloped, a BIA must be Governance / DAS Office of Business Continuity
performed by the agency's BC _ '
Coordinator and key agency personnel | | aihe. Gl seicton | o, 5o, | exercises
to identify the wide-ranging adverse

impacts that could result from an e S ‘
incident and to prioritize key business
processes.

In this planning stage, analytical techniques and tools are used to quantify and qualify the
business impacts to the agency. This includes activities associated with assessing the
effects of disruptions to normal business operations, defining criticality, prioritizing the
business processes, and determining recovery timeframes and resource requirements.

The BIA will include the following:

e |dentification of the potential impact of uncontrolled and unexpected incidents.
e Estimation of the Recovery Time Objective (RTO) and the data, operations, and
financial loss tolerances.

8.3.1 Support of Agency Mission Essential Functions

The agency will make certain that the BC Coordinator conducts a BIA in conjunction
with key agency leadership to determine critical business processes that support the
agency’s MEFs. Agency MEFs can also be described as specific services that the
agency performs that support the SEFs.

8.3.2 Conducting the BIA

After the BC Coordinator and leadership team have determined the agency MEFs, the
following steps will be taken to perform the BIA itself.

1. Identify departments, business processes, owners, technology, and facilities
that support each MEF. The agency will identify knowledgeable subject matter
experts or key agency stakeholders that support each agency MEF for
participation in the BIA process. The BC Coordinator will assist the BIA
development team in determining the financial and non-financial impacts that
an incident could have on the operation of their agency.

2. The BC Coordinator and BIA development team will complete each field or tab
of the State-identified BIA planning tool (spreadsheet and/or wizard). This
process may take up to three months. A BIA Training Guide has also been
created to assist in this process.
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3. After the BIA has been completed, the BC Coordinator will analyze the resulting
data and provide a summary report to agency leadership. The DAS OBC has
also developed a BIA summary report template for agencies to leverage in
collating data.

4. Agency leadership will confirm and sign-off on the BIA results, including
resulting MEFs and RTOs. The DAS OBC may assist agencies in analyzing
results of the BIA to determine what resources are needed to achieve RTOs.

8.3.3 BIA Organizational Change Management

The agency will make sure that when a new business process, function, or system is
being implemented, a BIA is conducted on the business process, function, or system
prior to the annual plan submittal.

In addition, the agency BIA will be reviewed annually to ensure that any changes in
business impact are captured in the COOP.

8.3.4 BIA Process lllustration

The following diagram Iillustrates the primary process activities involved with
performing a BIA.
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Risk Reduction Strategies

The DAS OBC encourages proactive management of potential risks to the agency before
these risks become a reality. The agency recognizes the need to invest in a cost effective
BCM Program; the objective being to identify and select the alternative business continuity
strategies that will maintain agency MEFs. To accomplish risk reduction strategies, the
DAS OBC asks that agencies perform the following:

8.5

e Review alternatives, advantages, disadvantages, and cost including mitigation
as a recovery strategy.

Identify viable recovery strategies within Divisions.

Consolidate and integrate recovery strategies.

Identify off-site requirements and alternate sites.

Develop process-specific standard operating procedures.

Demonstrate commitment from management for developing, implementing,
and updating strategies.

Recovery Strategies

The following recovery strategies do not refer to specific disaster scenarios; however,
these strategies do address immediate, short-term, and long-term recovery strategies,
which may be encompassed during any type of incident.

8.5.1 Immediate

Immediate recovery strategies identify tasks that should be performed as soon as
possible following an incident in order to reduce possible impacts. In many instances,
these strategies will address initial communications to clients and other business
contacts, and response required of critical business functions.

8.5.2 Short-Term

Short-term recovery strategies identify alternate options which may be implemented
following a short-term telecommunications or computer service outage. Similar to the
immediate recovery, these strategies may also be used to reduce business impacts
following a catastrophic disaster until long-term recovery strategies can be
implemented.

8.5.3 Long-Term

Long-term recovery strategies address a worst case scenario such as total destruction
or loss of access to the home site, resulting in an extended business interruption. Long-
term strategies address recovery at an alternate site using resources obtained by
Business Continuity Management.
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9.0 Plan Development

The objective of this phase is to incorporate
the data obtained through the RA, BIA, and
identification of risk reduction strategies into
the development of the agency’s COOP Plan.
This includes defining recovery management
and control requirements, defining the format
and structure of plan components, and
developing supporting appendices. Design of
the COOP is accomplished by leveraging the
State-identified COOP template to:

/ Business Continuity Program \

G 1

terprise Busi Continuity Office

Risk

Business

Plan

A F ecove.ry Development

Anarlysis

(Business

es
Auaisle Resumption)

Change Enablement

Exercises

\&

=%

e |dentify and assign key staff to each stage of the planning process.
e Develop processes to update and maintain the COOP in accordance with the

State BCSC and DAS OBC'’s strategic direction.

e Defining a maintenance schedule, requirements, and process.
e Developing and implementing change management procedures for COOP

updates.

9.1 COOP Structure

The COOP plan focuses on sustaining the agency’s MEFs during and after an
incident. Systems and applications are considered in the COOP plan in terms of their
support to the MEFs. The COOP base plan discusses general continuity of operations
activities that apply across all-hazards, while its supporting appendices contain more
detail specific to a pre-identified hazard or scenario. Agencies are encouraged to tailor
these appendices to meet their respective organizational needs.

9.1.1 Orders of Succession

Orders of Succession identify and determine succession of personnel staff that will
take command during and/or after an incident, if agency leadership is incapacitated or
unavailable. Pre-establishing this chain of command enables an orderly transition of
leadership, while also ensuring that respective successors are able to be cross-trained
on duties in advance.

9.1.2 Delegations of Authority

For a rapid response to most any incident, agencies must identify and document the
delegation of authority to make policy determinations and decisions for key leadership
positions at the various organizational levels (i.e., headquarters, regional, field, etc.)
and locations, as appropriate. This grants succeeding personnel with the authority
needed to perform their duties.
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9.1.3 Alternate Work Locations

Alternate work locations (AWL) must be identified for leadership and other essential
employees to operate from during an incident. These AWLs may be in the form of a
physical facility or virtual, telecommuting capacity.

9.1.4 Continuity Communications

An effective communications systems needs to be established that supports full
connectivity, under all conditions, among key agency leadership, divisions, field offices,
other agencies, critical customers, and the public so that agency MEFs continue to be
performed during an incident.

9.1.5 Essential Records Management

An agency’s official essential records program must be developed before an incident
to protect the records required to continue agency MEFs at an AWL and ultimately,
resume normal operations.

9.15.1 Record Retention Policy

An agency COOP plan is meant to serve as a “living” document. As the COOP
plan, its supporting appendices, job aids, standard operating procedures, and other
applicable documentation are revised, updated, and replaced by more current
documents, the former versions may be destroyed. This will reduce confusion over
currency of instruction and ensure that all employees are following the same
planning version.

9.1.5.2 Public Record Exemptions

Although certain sections of the COOP plan, appendices, and supporting
documentation may be open to public record requests, the release of the following
information may be exempt:

e Infrastructure Records — defined by Ohio Sunshine Laws as, “...any record
that discloses the configuration of a public office’s “critical systems”, such
as its communications, computer, electrical, mechanical, ventilation, water,
plumbing, or security systems.”

e Security Records — defined by Ohio Sunshine Laws as, “...any record that
contains information directly used for protecting or maintaining the security
of a public office against attack, interference, or sabotage to prevent,
mitigate, or respond to acts of terrorism.”

Agency BC Coordinators are advised to review all public record’s requests with

their respective legal counsel to determine if COOP may information may fall under
one of the exemptions listed above.
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9.1.6 Essential Employees and Human Resources Considerations

Continuity leadership and response team staff must be identified, recorded in the
COOP, and briefed on their role before an incident occurs. For the purposes of this
document, these employees will be referred to as “essential employees”. Per DAS
Directive Number HR-D-11, by October 1% of each year, each agency must review and
update a listing of essential employees expected to work during a public safety
emergency. These employees must also be predesignated in the Ohio Administrative
Knowledge System (OAKS) and notified of their responsibilities before, during, and
after an incident.

Additionally, if the agency is located in one of the state-owned facilities identified in
section 8.2.2 of this document, the agency BC Coordinator will ensure that the
agency’s facility security specialist is working with the DAS, General Services Division
(GSD), Office of Properties and Facilities, to manage building security access. The
facility security specialist will coordinate the following activities on behalf of the agency:

Building Security Access Badging on a daily basis

Reviewing Building Security Access on a quarterly basis
On-boarding/off-boarding of employees to the security system

All other extenuating circumstances (e.g., Same-day access termination)

Lastly, this section of the Plan should discuss any back-up methods of processing that
would be activated with the COOP to support essential HR activities, such as payroll,
scheduling, benefits, hiring/terminations, etc.

9.1.7 Testing, Training, and Exercise

In order for a BC program to stay current, and in order for management and staff to
quickly respond to an incident, tests, training, and exercises must occur on an annual
basis. Training provides the skills necessary for and familiarizes personnel with SOPs
and tasks. Tests and exercises serve to assess and validate all of the components of
the COOP, including the plan itself, policies, procedures, systems, and facilities.

9.1.8 Devolution of Control

Devolution of Control refers to the transfer of functions and responsibilities from the
primary staff to another office or location and staff, if it is deemed that the original office
is ultimately unable to resume control of the service. The devolution plan and/or
procedures must address the personnel and planning considerations needed to
transfer performance of the MEFs and/or leadership authority away from the primary
site and/or staff to a location that offers a safe and secure environment. This section
of the plan is only activated when an incident renders leadership and/or staff
unavailable to or incapable of performing its MEFs.
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9.1.9 Reconstitution Operations

Reconstitution refers to the process by which the agency’s work force may resume
normal operations at the original or replaced primary facility. This section identifies
the reconstitution plan and/or procedures so that the agency is fully capable of
accomplishing all MEFs and normal operations at the new or replaced facility once
agency’s leadership or their successors determine the alternate facility is no longer
required.

9.1.10 Supporting Appendices

Specific appendices to the COOP plan address special planning considerations
for key business processes or scenarios. The following appendices are a sampling
of supporting documents that may be developed to further assist an agency in
COOP planning. Each appendix is defined more in the terms and definitions
attachment to this document.

Devolution of Control

Emergency Relocation Group (ERG) Member Planning Guide
Essential Records Packet

Exercise Plans

Facility Degradation Action Plan

IT Disaster Recovery Appendices

Multi-Year Strategy and Program Management Plan (MYSPMP)
Pandemic Appendix

Reconstitution Appendix

Strike Appendix.

Plan Development Illustration

The diagram illustrates the primary process activities involved in plan development:
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10.1 Testing

Testing methods vary from minimum preparation and resources to the most complex.
Each bears its own characteristics, objectives, and benefits. The type of testing employed
by the DAS OBC will be determined in consultation with each individual agency, based on
that agency’s specific resources, size, complexity, and nature of the test objectives;
however, it is the goal of the DAS OBC that all State agencies reach at least Tabletop Top
Exercise capacity. Please see Section 12.3 Exercise below for more information on
exercise types, levels, and methodologies.

The DAS OBC will make certain that the BCSC receives an executive summary of the
exercise program on an annual basis. At program maturity, the DAS OBC will also make
certain that all testing results and corrective action plans are distributed for review by the
BCSC.
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10.2 Training

The State BCSC and the DAS OBC recommend that all agency BC Coordinators
complete, at a minimum, the three basic COOP orientation courses from FEMA’s
Emergency Management Institute. The following training courses are available at no cost
through FEMA’s Independent Study website (http://training.fema.gov/is/):

1. 1S 546.a: Continuity of Operations Awareness Course
2. 1S 547.a: Introduction to Continuity of Operations
3. IS 242.a (or equivalent): Effective Communication

At the agency’s discretion, more advanced training may be completed. For a full listing of
COOP courses and/or certification requirements, please visit FEMA’s Continuity of
Operations website (http://www.fema.gov/continuity-operations) and select the training
option.

Likewise, all agency personnel that are involved in any portion of the COOP — from plan
activation to recovery and reconstitution — must be trained on the role they play in ensuring
the agency is able to continue its operations. Exercises serve as an acceptable outlet to
test these employees and are discussed in more detail below.

10.3 Exercise Methodologies

There are several types of exercise methodologies that Agencies may use to validate the
COOP team’s knowledge of and respective use of the Plan and its Appendices. The State
Business Continuity Manager will oversee all planned testing and exercises; exercises will
be performed under the guidance of agency-appointed exercise facilitators (i.e., the
agency BC Coordinators, IT DR Coordinators and/or any other subject matter experts that
are part of the COOP team).

Typically, exercising starts with the “Structured Walk-through” exercise and progresses to
an integrated or operational test as the agency’s business continuity program matures.
The DAS OBC has defined the following levels of exercise methodologies to be used
under the State Business Continuity Program. Description of the testing methodology, the
purpose of each exercise, and how to perform the exercise are described in the sections
below.

10.3.1 Structured Walk-through Exercise
10.3.1.1 Objective and Purpose
A Structured Walk-through Exercise is the most basic type of test. Its primary
objective is to ensure that critical personnel from all of the COOP sections and

appendices are familiar with the Business Continuity Plan, activities, and recovery
procedures. The primary purpose of performing a Structured Walk-through
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Exercise is to validate plan completeness, process documentation, and to educate
the interdependent COOP team members on test steps, tasks, and timeframe.

This type of exercise is characterized by:

e Discussion about the BCP in a conference room or small group setting;
¢ Individual and team training; and
e Clarification and highlighting of critical plan elements.

10.3.1.2 Performance

The following is a list of key steps involved with performing a Structured Walk-
through exercise:

1. Gather key COOP team members (e.g., team leaders, alternate and
recovery staff) for a short period of time to walk-through a general, all-
hazards response.

2. Walk through one or more written appendices to the COOP in chronological
order;

3. Discuss the Appendix or Section in terms of general format (order of
recovery requirements as documented in the plan) and philosophy
(prioritization of MEFS);

4. Document any discrepancies, issues, and/or suggested revisions to the

Appendix by way of an After-Action Report (AAR).

Develop a Corrective Action Plan (CAP) based on the AAR.

6. Update the Appendix accordingly.

o

10.3.2  Table-top Exercise
10.3.2.1 Objective and Purpose

A Table-top Exercise (TTX) is somewhat more involved than a Walk-through
Exercise because the participants choose a specific incident scenario and apply
the COOP to it. The primary purpose of this type of exercise is to validate the
completeness of the documentation and to train the response members.
Components of a TTX include:

e Practice and validation of specific functional response capabilities.

e A focus on demonstration of knowledge and skills, as well as team
interaction and decision-making capabilities.

e Role playing with simulated response at original and alternate work
locations to act out critical steps, recognize difficulties, and resolve problems
in a non-threatening environment.

10.3.2.2 Performance
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The following is a list of key steps involved in performing a TTX:

1.

NOo

10.3.3

Gather multiple recovery teams (e.g., management, team leaders, alternate
and recovery staff, etc.) for a period of time in one location to discuss
response to a specific, plausible scenario.

Walk through several specific components of the COOP Plan (e.g., written
recovery procedures, MEFs, contacts, recovery strategies, etc.) in
chronological order.

Review and discuss the actions teams would take per their section of the
COOP plan and recovery responsibilities.

Discuss the COOP Plan in terms of format (order of recovery requirements
as documented in the plan) and philosophy (prioritization of MEFs) based
on the defined scenario;

Document any discrepancies, issues, and/or suggested revisions for each
Plan component by way of an AAR.

Develop a CAP based on the AAR.

Update the COOP Plan and its Appendices accordingly.

Functional Exercise

10.3.3.1 Objective and Purpose

A Functional Exercise involves the actual mobilization of personnel to other sites in
an attempt to establish communications and coordination as set forth in the COOP
Plan. This type of exercise is conducted on one or more components of the COOP
Plan under actual operating conditions. The primary purpose of performing a
Functional Exercise is to validate the completeness of the documentation, to train
the COOP team members, and to document any additional requirements that may
arise during the test.

Components of a Functional Exercise include:

Demonstration of emergency management capabilities of several groups
practicing a series of interactive functions, such as direction, control,
assessment, operations, and planning.

Actual or simulated response to alternate work locations or other facilities
using actual communications capabilities.

Varying degrees of actual, as opposed to simulated, notification and
resource mobilization.

10.3.3.2 Performance

The following is a list of key steps involved in performing a Functional Exercise;

Select the single and/or multiple components of the COOP that will be
tested.
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o Define test scope, goals, and objectives for the exercise.

e Schedule the necessary test time-frame to recover the COOP Plan
component, systems, application, and/or data;

e Mobilize personnel and resources to varied geographical sites, as
necessary.

e Mobilize Exercise Players, COOP Plan teams, and back-end users required
to test the component to the test location;

e Recover all pre-identified components, systems, applications, and/or data.

e Perform user testing as documented in the recovery procedures of the
COORP Plan in chronological order and according to test objectives.

e Document any discrepancies, issues, and/or suggested revisions for each
Plan component by way of an AAR.

e Develop a CAP based on the AAR.

e Update the COOP Plan and its Appendices accordingly.

10.3.4 Full-scale Exercise
10.3.4.1 Objective and Purpose

A Full-scale Exercise is the most comprehensive type of test that may be performed
by an agency. In this type of exercise, the agency implements all or portions of its
COOP Plan by processing data and transactions using back-up media at an
alternate recovery site, typically under simulated operating conditions. Full-scale
Exercises generally occur over a longer period of time to allow scenarios to fully
evolve, similar to how they would in an actual incident, and allow realistic role-play
of all the involved groups.

The primary purpose of performing a Full-scale Exercise is to test the agency’s
ability to recover multiple, interdependent technical elements under conditions that
mimic actual recoveries; to exercise communication and decision-making
processes; and to test the adequacy of the COOP Plan documentation, recovery
procedures, and resource knowledge involved.

Components of a Full-scale Exercise include:

e Validation of crisis response functions.

e Demonstration of COOP team knowledge and skills, as well as executive
management response and decision-making capabilities.

e On-scene execution of coordination and decision-making responsibilities.

e Actual, as opposed to simulated, notifications, mobilization of resources,
and communication of decisions.

e Conducting operations at actual alternate work locations or facilities.

e Statewide participation and interaction of internal and external response
teams with full involvement of key business partners.

e Actual processing of data using backup media.
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10.3.4.2 Performance

The following is a list of key steps involved with performing a Full-scale Exercise:

Define the test scope, goals, and objectives for the exercise.

Make certain that realistic conditions and activity volumes are set according
to the recovery procedures documented in the COOP Plan.

Use actual back-up media, systems, and date replication for testing.
Invoke required vendor support.

Schedule an exercise window (one to two days) with the necessary
resources and support staff.

Mobilize test participants, COOP and recovery teams, and the back-end
users required for testing.

Recover and test all Plan components identified in the scope of the test.
Execute real-time transactions for each business unit participating in the
exercise.

Document any discrepancies, issues, and/or suggested revisions for each
Plan component by way of an AAR.

Develop a CAP based on the AAR.

Update the COOP Plan and its Appendices accordingly.

11.0 Maintenance, Awareness, and Measurement

The objective of this element of the BC Program, accomplished at the more mature level of
Business Continuity Planning, is to establish the fundamental requirements necessary to
validate COOP Plan maintenance, employee awareness, and to measure the maturity of the
State BC Program and respective agency COOP plans.

11.1 Required General Maintenance

The following is a list of general maintenance required of the Agencies by the State BCSC
and DAS OBC.:

e After a significant change to a business process, function, or system, a BIA will be
performed for the business process, function or system prior to the annual plan
submittal and Plans will be updated accordingly

e Within three months of an exercise or actual incident, the agency’s COOP Plan
and its appendices will be modified, approved, redistributed, and made available to
the State BCSC and DAS OBC by way of the Business Continuity planning tool,

RPX.

e On an annual basis, update and publish a COOP maintenance schedule in which
agency COOP program requirements and processes are reviewed.
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11.2 Program Awareness

In order to prepare the State’s workforce for response to any and all emergencies, the
State BCSC and DAS OBC recommend all agencies take the following steps to establish
program awareness amongst employees:

e Establish objectives for the agency’s COOP Plan awareness and training program.

e Identify the functional awareness, training requirements, curricula, and audience
for training.

e Develop methodologies, training tools, techniques, approaches, schedules, and
materials suitable to the agency’s employees.

The DAS OBC will work with each agency to determine what level of awareness should
be built out and to assist agencies in developing their individual awareness programs.

11.3 Program Measurement

All agencies must perform an annual self-assessment of their respective COOP programs
to ensure alignment to the policies, standards, and procedures that have been established
in this guidance document; however, an impatrtial review by DAS OBC may be performed
as part of general auditing controls.

The DAS OBC recommends the following steps to be taken toward self-evaluation of the
agency’s COOP program:

e Measure time since last exercise and number of unresolved issues.

e Measure time since last BIA was performed and immediacy to business
processes/application changes.

¢ Review for completeness of COOP plan and exercise documentation.

e Review COOP plan for inclusion or elimination of new or obsolete business
processes.

e Record and discuss number of unresolved issues.

This self-evaluation may be accomplished by using the Self-Assessment Maturity Model
included in the attachments of this guidance document.
12.0 Authorities and References
To follow is a list of Authorities and References sited in this document:
¢ Homeland Security Presidential Directive (HSPD)-20
e National Continuity Policy Implementation Plan (NCPIP)
¢ National Institute of Standards and Technology (NIST) Standard Procedure (SP) 800-

53, Guide for Assessing the Security Controls in Federal Information Systems and
Organizations, Building Effective Security Assessment Plan
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¢ National Security Presidential Directive (NSPD)-51

e Ohio DAS Directive HR-D-11, Public Safety Emergency Procedures

¢ Ohio Department of Public Safety, Ohio Homeland Security Strategic Plan, 2013-2016,
Objective 4.3

e Ohio Sunshine Laws Manual, Ohio Attorney General’s Office, 2013

13.0 Attachments
To follow is a list of Attachments to this document:

13.1. Available Planning Templates
13.2. Self-Assessment Maturity Model
13.3. Terms and Definitions

13.4. Record of Changes
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Available Planning Templates

The following planning templates can be obtained either through RPX or by contacting the
DAS OBC. Most all templates were developed based on guidance from the Federal
Emergency Management Agency (FEMA) Continuity Guidance Circulars (CGC) 1 and 2.

Continuity of Operations (COOP) Plan
Incident Action Plan Appendices
o Loss of services (facilities)
o Loss of systems
o Loss of staff
Devolution of Control Appendix
Disaster Recovery Planning Appendices developed by the State of Ohio based on
planning guidance from the National Institute of Standards and Technology (NIST).
o Low Risk Systems
o Moderate Risk Systems
o High Risk Systems
Emergency Relocation Group Procedures
Essential Records Plan Packet
Exercise Appendices
o Active Shooter
Fire
Flood
Situation Manual
Tabletop
o Telework
Multi-Year Strategy
Pandemic Appendix
Reconstitution Appendix
Strike Plan Appendix

O O O O

The DAS OBC may be contacted at:

Ohio Department of Administrative Services
Office of Collective Bargaining

1602 W. Broad St.

Columbus, OH 43223

Office 614-728-2884

Mobile 614-284-9061

Fax 614-644-0991

COOP@das.ohio.gov

Melinda.Craig@das.ohio.gov
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13.2 Self-Assessment Maturity Model (Checklist)

0 Program governance, objectives, and plan format is in place.

@)
@)
@)

A formal agency COOP plan and supporting appendices exist.
Instructions regarding how to activate and use the COOP plan are documented.
Additional information, such as scope, objective, and assumptions, is included in the plan.

O A business impact analysis and risk assessment have been conducted.

O O O O O O O O

A comprehensive BIA has been performed.

A list of prioritized MEFs exists.

An adequate level of process interruption insurance is established.

Business process interdependencies are defined.

Minimum recovery timeframes for all business processes are defined and documented.
A comprehensive RA has been performed.

Risk Strategy Gap Analysis has been developed.

Identifiable risks have been addressed and mitigated.

[0 A declaration process is in place.

©]
©]

Detailed procedures regarding how to activate the COOP plan are documented.
Procedures for handling press releases and public relations, including a generic media
statement, are included in the COOP plan.

[0 Recovery teams have been identified and tasks have been assigned.

O

A location (i.e. EOC or AWL) where the response and recovery teams are to assemble during
and after an incident to discuss recovery activities is clearly identified in the COOP plan.

All recovery teams include appropriate key personnel and alternates.

Detailed procedures for recovering MEFs and supporting business processes exist and are
included in the COOP plan.

Detailed procedures for restoring critical IT systems exist and are included in the COOP plan.
Provisions for transportation of key personnel to an AWL(s) are included in the COOP plan.

0 Recovery solutions and backup site(s) are in place.

O

(@]

O
O

IT recovery solutions (e.g., hotsite, duplicate data center, etc.) has been developed and
documented in the IT/DR appendices of the COOP plan.

Key contacts affiliated with the AWL, and their phone numbers, are included in the COOP plan;
Physical access controls exist at the AWL (e.g., keys, access cards, guard stations).
Procedures for enforcing access restrictions for the network environment at the IT/DR site are in
place and are included in the IT/DR appendices.

Provisions for mail service at the AWL are in place and included in the COOP plan.

Provisions for salvage, cleanup, and rebuilding of the primary site are included in the COOP plan.

[0 Recovery equipment and supplies have been identified.

(0]

o

All computing recovery requirements (e.g., number of servers, space on servers, memory on
servers) have been determined and are documented in the IT/DR Plan.

All necessary support equipment (e.g., copy machines, fax machines, etc.) needed for recovery
has been determined and documented in and arrangements to obtain the equipment are
detailed in the COOP plan.
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o All special forms and supplies needed for recovery and reconstitiution are identified in and
arrangements to obtain them are documented in the COOP plan.

o Allvoice and data communications equipment needed (e.g., switches, multiplexors) to support
the critical business processes are identified in and backup provisions for this equipment are
detailed in the COOP plan.

o Back-ups are run nightly, media tapes are stored off-site, and labeled for easy retrieval; data
replication is tested for recovery usage and intergrity.

0 Emergency contact lists have been made available.

o A list of all employees to be involved in the recovery effort, with their office and home phone
numbers, is included in the COOP plan.

o All vendor/supplier names and phone numbers that support the critcial business processes are
included in the COOP plan.

o A plan distribution list is included in the COOP plan.

o Team notification procedures (e.g., phone trees, emergency naotification systems) are included in
the COOP plan.

0 Plan testing is taking place.

Scheduled tests of the COOP plan are performed.

Detailed test plans, including test objectives, scope, and timing exist for every test performed.
All test results and plan deficiencies are documented during and after the test of the COOP plan.
The COOP plan and/or its supporting appendices are tested on a regular and frequent basis (at
least one time per year).

o 0O O O

0 Plan maintenance is being performed.

o COORP plan versions are numbered to avoid accidental use of an old plan.

o Documented procedures exist to keep the COOP plan current following changes made to the
agency (e.g., new systems, organizational changes).

o Responsibility for the maintenance of the COOP plan is assigned to a specific individual;

o COOP plan documents are maintained both on-site and off-site.

o COOP plans are updated every April.
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13.3 Terms and Definitions

Term

Definition

Activation

Once a Continuity of Operations plan has been implemented, whether in
whole or in part, it is considered “activated.”

After-Action Report (AAR)

A document that reports a chronological timeline and observations of the
incident and makes recommendations for post-incident improvement
planning.

Agency

Any agency, department, board, or commission in the State of Ohio
government

Agency Business Continuity
Coordinators

Representatives of each State agency tasked with coordinating the agency’s
COOP program.

Agency Leadership

The highest-ranking official of the agency, or a successor or designee who
has been selected by that official. The designation as a successor enables
an individual to act on behalf of leadership and exercise the powers and
authorities of the official’s position, in the event of the official’s death,
disability, or resignation.

Agency Mission Essential
Function (MEF)

The limited set of agency-level mission essential functions that must be
continued throughout, or resumed rapidly after, a disruption of normal
activities.

All-hazards

The spectrum of all types of hazards including accidents, technological
events, natural disasters, terrorist attacks, warfare, and chemical, biological
including pandemic influenza, radiological, nuclear, or explosive events.

Alternate Work Location
(AWL)

Locations, other than the primary facility, used to carry out essential functions
by relocating employees following activation of the continuity plan. Refers to
not only other facilities and locations, but also work arrangements such as
telework and mobile work concepts.

Business Continuity (BC)

An enterprise approach that ensures that all State agencies,
departments, boards, and commissions will have viable continuity of
operations (COOP) and continuity of government (COG) capabilities in
place. This combined planning effort (COOP/COG) is referred to as
business continuity.

Business Impact Analysis
(BIA)

A method of identifying the effects of failing to perform a function or
requirement.

Business Process Analysis
(BPA)

A method of examining, identifying, and mapping the functional processes,
workflows, activities, personnel expertise, systems, data, and facilities
inherent in the execution of a function or requirement.

Catastrophe/Catastrophic

Any incident, regardless of location, that results in extraordinary levels of
mass casualties, damage, or disruption severely affecting the U.S.
population, infrastructure, environment, economy, or government functions.

Voice, video, and data capabilities that enable an agency’s leadership and
staff to conduct the mission essential functions of the agency. Robust
communications help ensure that leadership receives coordinated,
integrated policy and operational advice and recommendations and will

Communications provide the ability for governments and the private sector to communicate
internally and with other entities (including with other Federal, State, and
Local agencies; the private sector; and citizens) as necessary to perform
their mission essential functions.

Continuity An uninterrupted ability to provide services and support, while maintaining

organizational viability, before, during, and after an event.

Continuity Capability

The ability of an agency to continue to perform its mission essential
functions, using State-identified Business Continuity programs and
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continuity requirements that have been integrated into the agency’s daily
operations, with the primary goal of ensuring the preservation of
government and the continuing performance of SEFs under all
conditions. Building upon a foundation of continuity planning and
continuity program management, the pillars of a continuity capability are
leadership, staff, communications, and facilities.

Communications that provide the capability to perform essential functions, in

Continuity Communications : : : - . :

conjunction with other organizations until normal operations can be resumed.
Continuity of Government A coordinated effort within the State of Ohio to ensure that the SEFs
(COG) continue to be performed during a catastrophe.

An effort within individual agencies to ensure they can continue to perform
Continuity of Operations their MEFs and PMEFs during a wide range of emergencies, including
(COO0P) localized acts of nature, accidents, and technological or attack-related

emergencies.
Continuity of Operations Any event that causes an agency to relocate its operations to an AWL to
(COOP) Incident assure continuance of its essential functions.
Continuity Program An ongoing, cyclical model of planning, training, evaluating, and
Management Cycle implementing corrective actions for continuity capabilities.

A plan written after an AAR that allows agencies to analyze, plan for,
Corrective Action Plan (CAP) | document, and implement improvements in their continuity plans and
programs.

Criterion For the purpose of this document, criterion is defined as a rule.

An interdependent network of vital physical and information facilities,
networks, and assets, including telecommunications, energy, financial
services, water, and transportation sectors, that private business and the
Government rely upon. Critical infrastructures are those systems and assets
so vital that their incapacity or destruction would have a debilitating impact on
the security of the State and/or the public health and/or safety of citizens.
Risk management actions intended to prevent a threat or threat agent from
attempting to, or succeeding at, destroying or incapacitating critical
infrastructures.

Identification, by position, of the authorities for making policy determinations
and decisions at all agency locations (e.g., HQ, field offices, satellite offices,
Delegations of Authority etc.). Generally, pre-determined delegations of authority will take effect when
normal channels of direction have been disrupted and will lapse when these
channels have been reestablished.

The capability to transfer statutory authority and responsibility for MEFs from
an agency’s primary operating staff and facilities to other employees and

Critical Infrastructure

Critical Infrastructure
Protection (CIP)

Devolution facilities, and to sustain that operational capability for an extended period of
time.

Devolution of Control Provides a structure and recommended content for developing a Devolution

Appendix Plan.

A non-profit, internationally known organization that helps organizations
spanning private and public sector prepare for and recover from disasters
through thoughtful leadership, education, and accreditation.

The physical location at which the coordination of information and
Emergency Operations resources to support incident management activities normally takes
Center (EOC) place. An EOC may be a temporary facility or may be located in a more
central or permanently established facility.

A plan for responding to specific hazards (e.g., dam failure, flooding, wild fire,
Emergency Operations Plan | etc.). For the State of Ohio, the EOP is managed by the Ohio Department of
(EOP) Public Safety, Emergency Management Agency (EMA) and supported by 12
other State agencies.

Disaster Recovery Institute
International (DRII)
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Ergcei)r?desncy Operating Records that support the execution of an agency’s essential functions.
Pre-designated staff that move to a relocation site to continue essential

Emergency Relocation functions in the event that their normal work locations are threatened or have

Group (ERG) been incapacitated by an incident. The ERG is composed of an advance

team plus emergency personnel.

Emergency Relocation
Group (ERG) Member

A person who has been assigned responsibility to report to an alternate site,
as required, to perform mission essential functions or other tasks related to
continuity of operations.

Emergency Relocation
Group (ERG) Member
Planning Guide

Provides tools for developing ERG positional standard operating procedures
to support continuity programs. ERG positional guides assist staff in
understanding the key elements of performance in that position and allow
business continuity coordinators access to positional requirements
considered when preparing a business impact analysis of the agency’s
mission essential functions.

Essential Databases

Information systems that are needed to support essential functions during a
continuity situation.

Essential Records

Electronic and hardcopy documents, references, databases, and records
that are needed to support mission essential functions during a continuity
situation. The two basic categories of essential records are (1) emergency
operating records and (2) rights and interests records.

Essential Records Packet

A checklist that assists with the identification of, protection of, and readies
availability of an agency’s essential records.

Essential Resource

Resource(s) that support the organization’s ability to provide vital services,
exercise civil authority, maintain the safety and well-being of the general
populace, and sustain the Nation’s industrial and economic bases during an
emergency.

Exercise Appendices

A series of documents for agency’s to follow in developing exercises that are
compatible with the Homeland Security Exercise and Evaluation Program
(HSEEP), meeting National Exercise Program requirements.

Facility(ies)

Locations where an organization’s leadership and staff operate. Leadership
and staff may be co-located in one facility or dispersed across many
locations and connected by communications systems. Facilities should be
able to provide staff with survivable protection and should enable continued
and endurable operations.

Facility Degradation
Appendix

Provides a structured action plan, listing steps taken by specific members of
facility response teams in the event of a degraded facility.

Federal Emergency
Management Agency
(FEMA)

FEMA is an agency within the United States Department of Homeland
Security, responsible for coordinating the response to a disaster that has
occurred in the United States and has overwhelmed the resources of local
and state authorities. The Governor must declare a state of emergency and
formally request assistance from FEMA before the federal government may
respond.

Full-scale Exercise

The most comprehensive type of test that may be performed by an agency.
In this type of exercise, the agency implements all or portions of its COOP
Plan by processing data and transactions using back-up media at an
alternate recovery site, typically under simulated operating conditions.

Functional Exercise

Involves the actual mobilization of personnel to other sites in an attempt to
establish communications and coordination as set forth in the COOP Plan.
This type of exercise is conducted on one or more components of the COOP
Plan under actual operating conditions.

Hazard

Something potentially dangerous or harmful, often the root cause of an
unwanted outcome
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A capabilities-based and performance-based program that furnishes
standardized policies, doctrines, and terminologies for the design,
development, performance, and evaluation of homeland security exercises.
The NEP uses the HSEEP as a common methodology for exercises. The
HSEEP also provides tools and resources to facilitate the management of
self-sustaining homeland security exercise programs.

An AWL that already has in place the computer, telecommunications, and
Hot Site environmental infrastructure required to recover critical business functions or
information systems.

A cycle of events that incorporates evaluations, after-action reports, and
lessons learned into the development and implementation of a document
Improvement Plan (IP) (the improvement plan itself) that identifies specific corrective actions,
assigns them to responsible parties, and establishes targets for their
completion.

An occurrence or event, natural or man-made, which requires an emergency
response to protect life or property. Incidents can, include major natural
disasters, emergencies, terrorist attacks, terrorist threats, wild and/or urban
Incident fires, floods, hazardous materials spills, nuclear accidents, aircraft accidents,
earthquakes, hurricanes, tornadoes, tropical storms, war-related disasters,
public health and medical emergencies, and other occurrences requiring an
emergency response.

A written plan containing general objectives reflecting the overall
strategy for managing an incident. The IAP may include the identification
Incident Action Plan (IAP) of operational resources and assignments and attachments that provide
direction and important information for management of the incident
during one or more operational periods.

Homeland Security Exercise
and Evaluation Program
(HSEEP)

Initial Response Resources initially committed to an incident.
A written agreement entered into between agencies that require specific
Interagency Agreements goods or services to be furnished or tasks to be accomplished by one

agency in support of the other.

“Interoperability” has two meanings: (1) The ability of systems, personnel, or
agencies to provide services to and accept services from other systems,
personnel, or agencies, and to use the services so exchanged so that these
organizations can operate together effectively; (2) A condition that is realized
among electronic-communications operating systems or grids and/or among
individual electronic-communications devices, when those systems and/or
devices allow the direct, seamless, and satisfactory exchange of information
and services between the users of those systems and devices.

Apply to major, usually catastrophic, incidents that deny access to the normal
computer center for an extended period. The IT Disaster Recovery Plan(s)
may also refer to a systems-focused plan designed to restore operability of
IT Disaster Recovery Plan the target systems, applications, and/or computer facility at an alternate site
Appendices after a disaster. Per the National Institute of Standards and Technology
(NIST) Standard Procedure (SP) 800-53, the State of Ohio plans for IT
Disaster Recovery based on the criticality or the impact of the system: low,
moderate, or high.

Records that are necessary to protect the legal and financial rights of both
Legal and Financial Records | the government and private sector and the persons who are affected by its
actions.

Information that is essential to supporting the execution of an agency’s
mission essential functions.

Multiagency coordination systems provide the architecture to support
coordination for incident prioritization, critical resource allocation,

Interoperability

Mission-critical Data

Mitigation
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communications systems integration, and information coordination. The
components of multiagency coordination systems include facilities,
equipment, emergency operations centers (EOCs), specific multiagency
coordination entities, personnel, procedures, and communications. These
systems assist agencies and organizations to fully integrate the subsystems
of the NIMS.

Multi-Year Strategy and
Program Management Plan
(MYSPMP)

A process that ensures the maintenance and continued viability of COOP
plans. The MYSPMP sserves as a roadmap for agency BC coordinators to
follow to ensure that critical activities and resources can be implemented and
obtained so that the agency’s programs continue to improve over time. The
MYSPMP provides strategic guidance, a current program assessment, and
outlines program needs, goals, objectives, and strategies for the agency’s
COORP as well as milestones for accomplishing these activities and any
issues, concerns, or obstacles that they may face.

Mutual-Aid Agreement
(MAA)

Written agreement between agencies and/or jurisdictions that they will assist
one another on request, by furnishing personnel, equipment, and/or
expertise in a specified manner.

National Incident
Management System (NIMS)

A system mandated by HSPD-5 that provides a consistent nationwide
approach for Federal, State, local, and tribal governments; the private sector;
and nongovernmental organizations to work effectively and efficiently
together to prepare for, respond to, and recover from domestic incidents,
regardless of cause, size, or complexity. To provide for interoperability and
compatibility among Federal, State, local, and tribal capabilities, the NIMS
includes a core set of concepts, principles, and terminology. HSPD-5
identifies these as the ICS; multiagency coordination systems; training;
identification and management of resources (including systems for
classifying types of resources); qualification and certification; and the
collection, tracking, and reporting of incident information and incident
resources.

National Institute of
Standards and Technology
(NIST)

NIST is an agency within the United States Department of Commerce
responsible for promoting innovation and industrial competitiveness by
advancing measurement science, standards, and technology in ways that
enhance economic security and improve our quality of life.

Normal Operations

Generally and collectively, “normal operations” refer to the broad functions
undertaken by an organization when it is assigned responsibility for a given
functional area; these functions include planning and execution of tasks
throughout the range of operations.

Orders of Succession

Provisions that identify and determine succession of staff that will take
command during and/or after an incident, if agency leadership is
incapacitated or unavailable. Pre-establishing this chain of command
enables an orderly transition of leadership, while also ensuring that
respective successors are able to be cross-trained on duties in advance.

Ohio Emergency
Management Agency (EMA)

Ohio EMA is a division of the Ohio Department of Public Safety, responsible
for coordinating the response to a disaster that has occurred in the State of
Ohio that has overwhelmed the resources of local authorities.

Pandemic

Defined by FEMA as, An epidemic that affects the entire world, or substantial
portions of it.

Pandemic Appendix

Provides guidance in developing a Pandemic Appendix, including general
guidance and sample information for reference.

Plan

A proposed or intended method of getting from one set of circumstances to
another. A plan is often used to move from the present situation towards the
achievement of one or more objectives or goals.
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Preparedness

The range of deliberate, critical tasks and activities necessary to build,
sustain, and improve the operational capability to prevent, protect against,
respond to, and recover from domestic incidents. Preparedness is a
continuous process. Preparedness involves efforts at all levels of
government and between government and private-sector and
nongovernmental organizations to identify threats, determine vulnerabilities,
and identify required resources. Within the NIMS, preparedness is
operationally focused on establishing guidelines, protocols, and standards for
planning, training and exercises, personnel qualification and certification,
equipment certification, and publication management.

Prevention

Actions to avoid an incident or to intervene to stop an incident from occurring.
Prevention involves actions to protect lives and property. It involves applying
intelligence and other information to a range of activities that may include
such countermeasures as deterrence operations; heightened inspections;
improved surveillance and security operations; investigations to determine
the full nature and source of the threat; public health and agricultural
surveillance and testing processes; immunizations, isolation, or quarantine;
and, as appropriate, specific law enforcement operations aimed at deterring,
preempting, interdicting, or disrupting illegal activity and apprehending
potential perpetrators and bringing them to justice.

Program

A group of related initiatives managed in a coordinated way, so as to obtain a
level of control and benefits that would not be possible from the individual
management of the initiatives. Programs may include elements of related
work outside the scope of the discrete initiatives in the program.

Public Information Officer
(P10)

A member of the Command Staff responsible for interfacing with the public
and media or with other agencies with incident-related information
reguirements.

Orders of Succession

Identify and determine succession of personnel staff that will take command
during and/or after an incident, if agency leadership is incapacitated or
unavailable. Pre-establishing this chain of command enables an orderly
transition of leadership, while also ensuring that respective successors are
able to be cross-trained on duties in advance.

Reconstitution

The process by which surviving and/or replacement agency personnel
resume normal organization operations from the original or replacement
primary operating facility.

Reconstitution Appendix

Provides structure and recommended content for developing a reconstitution
plan.

Recovery

The implementation of prioritized actions required to return an organization’s
processes and support functions to operational stability following an
interruption or disaster.

Report-in Location

Location or facilities where incoming resources can check in at the incident.

Resource

Personnel and major items of equipment, supplies, and facilities available or
potentially available for assignment to incident operations and for which
status is maintained. Resources are described by kind and type and may be
used in operational support or supervisory capacities at an incident or at an
EOC.

Resource Management

Efficient incident management requires a system for identifying available
resources at all jurisdictional levels to enable timely and unimpeded access
to resources needed to prepare for, respond to, or recover from an incident.
Resource management under the NIMS includes mutual-aid agreements;
the use of special Federal, State, local, and tribal teams; and resource
mobilization protocols.
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Response

Activities that address the short-term, direct effects of an incident. Response
includes immediate actions to save lives, protect property, and meet basic
human needs. Response also includes the execution of emergency
operations plans and of mitigation activities designed to limit the loss of life,
personal injury, property damage, and other unfavorable outcomes. As
indicated by the situation, response activities include applying intelligence
and other information to lessen the effects or consequences of an incident;
increased security operations; continuing investigations into nature and
source of the threat; ongoing public health and agricultural surveillance and
testing processes; immunizations, isolation, or quarantine; and specific law
enforcement operations aimed at preempting, interdicting, or disrupting
illegal activity, and apprehending actual perpetrators and bringing them to
justice.

Risk Analysis

The process by which risks are identified and evaluated.

Risk Assessment (RA)

The identification and assessment of hazards.

Risk Management

The process of identifying, controlling, and minimizing the impact of events
whose consequences are or may be unknown, or events that are
themselves fraught with uncertainty.

Staff

All personnel who provide the leadership, advice, recommendations, and
functional support necessary to continue essential operations.

Standard

A document which either directly supports or provides leading practice
guidance through regulations, laws, and generally-accepted practices.

Standard Operating
Procedure (SOP)

Complete reference document or an operations manual that provides the
purpose, authorities, duration, and details for the preferred method of
performing a single function or a number of interrelated functions in a uniform
manner.

State Mission Essential
Function (SEF)

Statewide Mission Essential Functions — validated by the Business
Continuity Steering Committee (BCSC), the Director of the Ohio
Department of Administrative Services, and ultimately the Governor of
the State of Ohio — which must be performed before during, and after an
incident in order to support the continuity of government of the State of
Ohio. These SEFs must be continuous or resumed within 12 hours of an
incident’s occurrence and maintained for up to 30 days or until normal
operations can be resumed.

Provides a structure for management response to a staff shortage or strike

Strike Appendix .

scenario.

Basic test to ensure that critical personnel from all of the COOP sections and
Structured Walk-through . I ) . o
Exercise appendices are familiar with the Business Continuity Plan, activities, and

recovery procedures.

Tabletop Exercise (TTX)

The tabletop is largely a discussion guided by a facilitator (or sometimes
two facilitators who share responsibilities). Its purpose is to solve
problems as a group. There are no simulators and no attempts to
arrange elaborate facilities or communications. One or two evaluators
may be selected to observe proceedings and progress toward the
objectives.

Telecommuting Locations

Those locations equipped with computers and telephones that enable
employees to work at home or at a location closer to their home than their
main office.

Telework

The ability to work at a location other than the official duty station, using
portable computers, high-speed telecommunications links, and mobile
communications devices.
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State Business Continuity Program Guidance

Measures to ensure that an organization’s continuity plan is capable of
supporting the continued execution of the organization’s essential functions
throughout the duration of a continuity situation.
Threat An indication of possible violence, harm, or danger.

' ) A location or environment where employees use portable information
Virtual Office . . .
technologies and communication packages to do their work.
A process that defines, identifies, and classifies the susceptibility of a facility,
computer, network, or communications infrastructure, to damage or
Vulnerability Analysis destruction. In addition, a vulnerability analysis can forecast the effectiveness
of proposed countermeasures and can evaluate their actual effectiveness
after they are implemented.
An AWL that is equipped with some hardware, and communications
interfaces, electrical and environmental conditioning which is capable of
providing backup after additional provisioning, software or customization is
performed.
When employees carry out their work duties at their residence rather than
their official duty station.

Testing, Training, and
Exercise (TT&E) Program

Warm Site

Work-at-Home
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13.4 Record of Changes

State Business Continuity Program Guidance

Version Author Description of Updates Date
1.0 Melinda Craig Initial 07/09/2014
1.1 Melinda Craig Revisions to methodology 07/16/2014
1.2 Melinda Craig Revisions to essential functions 07/23/2014
1.3 Melinda Craig Revisions to roles 08/06/2014
14 Melinda Craig Revisions to responsibilities 08/13/2014
15 Melinda Craig Reformatted layout 10/20/2014
16 Melinda Craig St(ij\g(ée)lrdlzatmn of terms throughout (recommendation of 11/05/2014
17 Melinda Craig Elimination of embedded templates 11/20/2014

. . Reformatted layout and additional clarification of technical
1.8 Melinda Craig terms (recommendations of BCSC) 12/10/2014
Addition of the following sections:
e Essential Employee Designation and Policy
Training, Testing, and Exerci
1.9 Melinda Craig *  raning, festing, and Exercise 02/13/2015
e Record Retention
e Public Record Classification
e Terms and Definitions
1.10 Melinda Craig Reformatted layout (recommendation of BCSC) 04/30/2015
Updated BIA process to reflect change from advanced
111 Melinda Craig spreadsheet to simplified heat map (recommendation of 08/05/2015
BCSC)
1.12 Melinda Update of Business Continuity Office’s contact information 08/08/2016
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