SERVICE ATTACHMENT 3
CLOUD SERVICES

This Service Attachment (the "Service Attachment"), is between Bluemile, Inc. ("Service
Provider") having an office at 7775 Walton Parkway, New Albany, Ohio 43054, and the State of
Ohio, Department of Administrative Services, ("the State"), having its principal place of
business at 30 E. Broad St. — 40" Floor, Columbus, Ohio 43215 (jointly referred hereto as the
"Parties"), and it is effective as of the date signed by the State. This Service Attachment is
entered into, subject to, and incorporates by reference the terms and conditions of, that certain
Master Services Agreement between the Parties dated June 5, 2012 (the "MSA"). Capitalized
terms used herein without definition shall have the respective meanings ascribed to them in the
MSA or elsewhere in this document. Agencies boards, commissions and Cooperative
Purchasing members who purchase under this Agreement with Service Provider will be known
as Subscribing Entities.

1. Service Overview

Bluemile (Service Provider) provides Cloud Computing Services (hereinafter referred to as
“Cloud Services") of which Subscribing Entities can take advantage...Cloud Services allow
Subscribing Entities to utilize the infrastructure and services of Serwce Prowders faC|I|t|es
for compute, disk, backup and other related services. . = .

2, Description of Service

Cloud services supplied by Service Provider offer a broad array of computing -Services for
Subscribing Entities. The Virtual Data Center (VDC)-is a combination .of Compute and
Storage Cloud Services. This is a managed environment. Bluemlle Infrastructure as a
Service (laaS, Cloud Services) includes:

* Compute ~ provides a virtual server(s) that may be used by Subscribing Entities just as
they would a physical server(s) deployed in their data center. Service Provider bills
compute resources hourly based on virtual machine -configuration and use. The
Subscribing Entity's authorized administrators can create or delete guest systems as
needed.

« Storage — allows for the Compute process to have a Iocat:on to store applications and
data. Service Provider bills on an hourly basis, based on monthly commitments for
storage, which is can be found in Section 5 of this Service Agreement. There are three
different performance tiers: Near Line (SATA drives), Performance (high-speed fiber
channel drives) and Extreme (Solid State technology of no less than 500 MB/s
aggregate read/write speed).- Collocation and Transport Subscribing Entities may also
access Storage directly through Service Provider provided local storage connectivity.

*  Backup ~ provides Subscribing Entities with a backup functlonallty thatis stored off site
at a secure Service Provider facility. Service Provider will invoice. backup( ) based on
the storage used per month and pricing which can be found in Section 5 of this
document,

* Replication - prOVIdeS Subscrlblng Entities ‘with a-means of facilitating environment
disaster recovery. Replication provides: Storage and/or Compute replication between a
primary and secondary site (utilizing both Service Provider data centers). If a single site
is unavailable as a result of a disaster, then the secondary site is available with the
actively replicated data and virtual machines available. Replication services will be
implemented as to ensure that no more than 24 hours of processing are lost (Recovery
Point Objective) and Services are transferred to the replication site no less than 48 hours
from the time of the disaster affecting the primary Service Provider data center
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(Recovery Time Objective). Replication bills based on GB of storage or MB of RAM
leveraged per month as detailed in Section 5.

In the Cloud Services (laaS) model, Subscribing Entities are given access to their VDC
environment and the Subscribing Entity is responsible for the creation and deletion of
managed guest systems. As an optional service, Bluemile Managed Services can perform
these tasks.

Optional Services

There are also Optional Services that Subscribing Entities can purchase as part of Cloud
Services. These Optional Services allow Subscribing Entities to expand the basic services
beyond what is available from the cloud.

The following are Optional Services the Service Provider offers for Cloud Services. Pricing
for these services resmies in Section 5.3;

+ Managed Firewall — Allows Service Provider to manage the ﬂrewail conflgurataon and
service updates as requested by Subscribing Entity.

+ . Managed IDS/IPS — Service Provider provides all maintenance. and’ conﬂguratuon of the
Intrision Detectlon ‘System (IDS)/Intrusion Prevention System (IPS). -IDSAPS: systems
provide protectton to networks by detecting:.and 1o the ‘extent possnble utilizing' the
Service Provider's implemented network devices,: preventmg attacks. - In most cases,
the Subscribing Entity will review -and resolve ‘the IDS/IPS events; but the 1DS/IPS
events that cannot be resolved can be triaged and prloratlzed before the. event |s sent to
the Subscribing Entity for review/resolution. '

*  Monitoring — provides a view as to the status, performance and avaltabllsty of the
systems in the Subscribing Entity’s contracted environment by providing reporting,
alerting, and feedback to the Subscribing Entity. - Monltormg will provide the ability to
consolidate data from VNIWare Operating system Storage and associated Networks
(wide area or storage), ‘and other sources |nto one smgle mtegrated view of the
Subscribing Entities contracted environment. -

*+ Managed Load Balancing - Subscribing Entities can’ leverage a Ioad balanced
environment managed by the Service Provider. Load balancing allows alternatsng
servers to share load across multiple systems. -

* Managed VPN — Service Provider can offer Subscribing Entltles a managed VPN
connection that Service Provider provides and maintains.

Due to the fluid nature of the Optional Services many are prowded on-an Individual Case
Basis. ; : .

Fee Structure

The Service Provider is providing the following pricing to deliver its Cloud Services to the
Subscribing Entities. The pricing includes monthly Cloud Pricing, One-Time or Non-
Recurring Charges (NRC), and the Term of an Order placed in the State Ordering System.
Cloud price covers the Services that this Service Attachment defines which the Service
Provider provides to the Subscribing Entity. The NRC covers costs of provisioning the
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services. All charges are governed by the Term, which provides the length of the Services
contract. Additional charges might be incurred for optional services requested, but will not
be billed without an approved Order placed in the State's Ordering System.

The Service Provider provides services to the Subscribing Entity based upon minimum
commitment levels for the core services and duration. The Subscribing Entity will be billed
at this level, whether the services are being consumed or not. The Service Provider will
configure the VDC so that the Subscribing Entity may exceed its minimum commitment level
by 25% for Storage. Due to technical limitations, the Service Provider cannot set limits on
compute. Therefore, the Service Provider will send a notification to the Subscribing Entity
when usage is 25% above the commitment’ level. If notification is not sent to the Subscribing
Entity at 25%, but is sent at a higher percentage, the Subscribing Entity will be credited the
difference :percentage -the higher percentage and the 25%. For example, if Subscribing
Entity is notified of usage at 30% above commitment. level, then the Subscribing Entity will
be responsmie for the first 25%, will be credited the next 5% and then will be responsible for
all usage at 30% and above. This allows for growth.and flexibility.. Billing for any usage
over the commitment level is determined on an hourly basis’ based upon the correspondlng
hourly price for a gwen service as per pricing in Section 5. :

For example, a Subscribing Entity that has contracted Compute and Storage for four (4)
virtual machines of 4 GB RAM and 1 TB drive space each would have a monthly
commitment level of 16 GB RAM (Compute) and 4 TB of drive space (Storage). The
Subscribing Entity would be able to expand that environment up to 4 GB.RAM and 5 TB of
storage. This allows for temporarily or permanently creating new-systems to handle
requirements as they arise. It is also possible for Subscribing Entities to increase the
amount of processing power within their virtual machines above that ‘default amount
provided. This incurs an additional per hour charge:as perpricing schedules in Section 5, -
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5.1. Virtual Data Center Monthly Rates (Compute and Storage)
This is the monthly pricing for Compute and Storage for the Virtual Data Center.

Virtual Data Center Monthly Rates (Compute and Storage)

Virtual Data Center Monthly Rates

12 Month
Non- fﬂ‘;':{:f; ‘24 Month | 36 Month
Service Recurring - Recurring Contract Contract
- “Charge - Chara MRC . MRC
e . Charge o _

. o ' _{MRC) - _
RAM.(Compute, perGB) | ICB $41.12 $30;84 $27.41
Extreme Storage (Solid - | ICB R T '

State Drive, per GB) * ' $0.5050 | -~ $0.475{ = . $0.400
Performance Storage (15k | ICB ' . -
Fiber Channel, per GB) $0.2520 ' $0.23 $O.200
Near Line Storage (SATA, | ICB o _ .
per GB) ' $O 198 $0.185 $0 165 | -
CPU per hour* " lICcB .

(Unlx/Lmux/Wmdows) S A4 $0 091553:1 SO 074907- $0 066584

* CPU per hour is measured by productlve use by the State of a prov:ded CPU of no Iess
than 4 virtual cores. Productive use is defined as performance of computmg work for the

State and exclusive of machine idle time.
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5.2. Cloud Services Backup Service
This is the pricing for various backup offerings for Cloud Services.

Backup Services

Backup Services

12 Month
Non- Contract | 4 ponth | 36 Month
. R Monthly o
Service Recurring Recurring Contract | Contract
Charge ch MRC MRC
arge
(MRC) '

Virtual Machine Disaster
Recovery Backup {per _
VM*) ICB $100.00 $80.00 $75.00
Off-Site Backup Service .
(per GB vaulted) $250.00" $0.198 $0.185 .$0.165
NFS Archive (per GB) $250.00* $0.198 $0.185 $0.165
Data Domain® Target : o L
Serv:ces (per GB) $250. OO* $0.125 $O 125 . $0' 125

*Cllent wnll be billed for amount of storage used on backup VM system for system to
lie idle waiting for the fail-over. Customer WI|| not be bllled for CPU or RAM unless a

fait over is invoked.

5.3. Optional Services for Cloud
This is the pricing for an Optlonal Cloud Services for the 12 24 and 36 month Terms

Optlonal Cloud Services

Optional Cloud Services

12 Month

Non- | $OMUaSt 54 Month | 36 Month
Service Recurring Recurri -:g Contract | Contract
Charge Charge MRC MRC
(MRC)
Unmanaged Firewall up to - L
100 Mbps ' $200.00 - $250.00 $196 OO. ~ $181.00
Unmanaged Firewall:101 . [
Mbps up to 1 Gbps ' $275.00 | - $1000.00 .-.$783 OO $722.00
Unmanaged Firewall 1+ T P
Gbps ICB ICB ICB ICB
Managed Firewall* up to
100 Mbps $350.00 $350.00 $296.00 $281.00
Managed Firewall* 101
Mbps up to 1 Gbps $350.00 $1100.00 $883.00 $822.00
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Optional Cloud Services
12 Month
Non- Contract | 24 Month | 36 Month
Service Recurring 'y Contract | Contract
Charge Recurring MRC MRC
| charge
. (MRC):
Managed Firewall* 1+ e e
Gbps 1CB |CB _ICB ICB
Unmanaged Load o S -
Balancing™ up to 100 S S R
Mbps $350.00 | - $250.00 $196.00 $181.00
Unmanaged Load : R o
Balancing® 101 Mbps up - : ;
to 1 Gbhps $350.00 $1000.00 $783.00 $722.00
Unmanaged Load 3
Balancing* 1+ Gbps ICB ICB ICB ICB
Managed i.oad Balancing”® : S
up t0-100 Mbps $350.00 $350.00 $296.00 | -$281.00
Managed l.oad Balancing* : ' L
101 Mbps up to 1 Gbps - '$350.00 $1100.00.| - $883.00 | . $822.00
Managed Load Balancing* | 1l e il
1+ Gbps | “icB ACB | ICB | IeB |
Host Monitoring (upto 25 | . _
hosts, prices per host) $25.00 $102.95|  $71.00|  $63.90 "
Host Monitoring (26-51 R B
hosts, price per host) $25.00 $98.60 | - $68.00 $61:20
Host Monitoring (51-100 |
hosts, price per host) ~ |2 7:$25.00 $92.80°| . $64.00 | = $57.60
‘Host Monitoring (101+ e B
hosts, per host) 826,00 ICB |+ ICB.| ICB
Managed VPN i SR
Connection (1 IPSec T SR I B
Tunnel) 1$125.00 $143.55: $99 | $89.10 |
Managed IDS up to 50 - o Sk T
Systems - $1,000.00 $720.00 $600.00 $576.00
Managed IDS 51 up to '
100 Systems $1,133.33 $1,520.00 | $1,266.67 | $1,216.00
Managed IDS 101 up to
250 Systems $1,466.67 $1,920.00 | $1,600.00 | $1,536.00
Managed IDS 251 up fo ' R
500 Systems $1,600.00 $2,080.00 | $1,733.33 | $1,664.00
Managed 1DS 501 up to
1000 Systems $1,866.67 $2,400.00 | $2,000.00 | $1,920.00
Managed iDS 1001 up to
1500 Systems $2,400.00 $3,200.00 | $2,666.67 | $2,560.00
Managed IDS 1501 up to
2000 Systems $2,933.33 $3,840.00 | $3,200.00 | $3,072.00
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Optional Cloud Services
12 Month
Non- Contract | 24 Month | 36 Month
Service Recurring Y Contract | Contract
Charge | reeuming | “ypc MRC
Charge
(MRC)

Managed IDS 2001 up to
2500 Systems $3,866.67 $5,120.00 | $4,266.67 | $4,096.00
Managed DS w/ : : '
ActiveWateh up to 50 . Ik
Systems ' '$1,000.00 | .- $1,360.00 | $1,133.33 | $1,088.00
Managed |DS w/Protect |- - ]
Watch 51 upto 100 .~ . _ .
Systems . 2 - $ICB $ICB “$ICB| . %iCcBY
Managed 1DS w/Protect ' '
Watch 101 up to 250 ' e
Systems $I1CB $ICB | $1iCB $1CB
Managed |DS w/Protect o
Watch 251 up to 500 ' S
Systems $icB $icB $1ICB $iCB
Managed 1DS w/Protect . L R '
Watch 501 up to 1000 . B SRR
Systems $1CB $I1CB $ICB $1CB
Managed IDS w/Protect oo
Watch 1001 up to 1500 . S
Systems $I1CB $ICB| . $ICB ‘$1C8B
Managed IDS w/Protect (R i B
Watch 1501 up to 2000 o E
Systems $ICB $ ICB $ICB $iCB
‘Managed IDS w/Protect '
Watch 2001 up to 2500 L R F '
Systems o $lICB | - $:ACB | 1 $ICB $ICB 1 ~

* Managed Firewall _-ahd Load Ba!a'nCing includes f'ﬁ"o.nthly configuration c:"h__aﬁges, not fo
exceed 2 hours of effort. Additional hours are available at $150/hour. . -

Note: Managed IDS/IPS includes monthly configuration changes,'ﬁpt to exceed 2 hours of
effort. Additional hours are available at $150/hour. Managed-IDS/IPS does not include
monitoring and managing alerts, only the system and rules'defined.
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5.4. Professional Services Schedule of Services. The following table provides the fees
associated with various professional services offerings available.

Professional Hourly After Minimum Billing
Service Rate* Hour Commitment Increment
Resource Rate™

NOC Service $90.00 $135.00 1 hour 30 minute
Technician e

Field Service [.$125.00 - | $187.50 | t"hour 30 minute
Technician - _

Network Engineer | $225 $400 1 hour 30 minute
Security Engineer | $250 $450 1 hour 30 minute
Network $225 $400 8 hour 1 hour
Operations Project

Manager

* Hourly rates are for normal business hours, 8 AM — 5 PM EST Monday through Friday.

** After hours, weekends, and holiday rates. Service Provider holidays include: New
Year's Day, Memorial Day, Independence Day, Labor Day, Thanksgiving Day, Friday
after Thanksgrvrng Day, Chrlstmas Eve Day, Christmas Day, and New Year's Eve
Day . ) B

5.5. Cloud Servroes pricing schedule mclude several payment opt|ons G :
(A) The Subscribing Entity pays for the NRC ‘and'NRCC after’ the work is performed at
the begrnnrng of the contract.  All MRCs are paid on the billing due date.
(B) The Service Provider may offer the Subscribing Entity with an option to amortize
~ the NRC and NRCC over a period of time, not to exceed the Term of the contract
for Services. This option may include a management fee to cover the cost of
- managing the NRC and NRCC. MRCs are due on.the billing due date.

. Terms & Conditions

The MSA describes many of the common terms and--con:d.itions. Terms ahd ‘conditions in
this Service Attachment pertain_ to the Cloud Services described in this document. Early
Termination charges for any cancelled Cloud Service shall equal the sum of:

(A) Fifty percent (50%) of all unpaid amounts for Service(s) provided through the date of
termination; plus

(B) any documented termination liability payable to appropriate third. pames resulting
from the termination (thrrd parties may include carriers like; (VMware ‘Microsoft) plus the
lesser of _

(C) for each mmrmum volume requirement remaining on the contracted Term (the
"MVR"), 50% of any and all oorrespondmg minimum volume commitments and charges,
less amounts previously paid by Subscribing’ Entlty toward that specific MVR (the MVR
is the minimum amount of a total contract by a Subscribing Entity with the Service
Provider); or

(D} In the event no MVR is stated in a given service order within the State's Ordering
System, 50% of the monthly recurring charges at rates defined above for all months
remaining in the applicable Service Order Form (SOF) Term.
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Logically this would work out to be: A+ B + (C or D)

Early Termination Charges. Early Termination charges do not apply in the event of non
appropriation of funds or if Bluemile is in default based on the Terms of the Master Service
Agreement.

Expedite Fees. If the Subscribing Entity wishes. to speed the acquisition of services they
may consider Expedite Fees, These are the costs assomated with expediting the installation

~of a Service which may include a per item charge. These fees will be presented at the time
of pricing request. Service Provider reserves,the:_rlght_to determine ifit can accommodate an
expedite installation request. There may be an ICB quote provided to ‘meet the expedited
Service. Subscnblng Entity must include the expedlte quote in- any Order placed requiring
such service. RO

Additional Services. It is pOssibIe for the SubScribing Entity to a'dd Additional: Services.
This is done through the State's Ordering System. Subscribing Entities may add Services:
(a) during the Term of the initial order, staying within that Term, or.(b) during the lnltlal Term
and extend the Term of the applicable Order. The price will be determined in this’ Service
Aftachment to the nearest full length of billing term remaining. For example, if an entity with
a thirty-six (36) month contract wants to add storage in month twenty-three (23), the nearest
pricing that altows for the full term is the twelve (12) month pricing limit (36 — 23 = 13, which
is less than 24 months, but greater than 12.) Likewise, adding storage in the 15" month of a
thirty-six (36) month contract would require the twenty-fourth (24) month term pricing for the
remainder of the term (36-10 = 26, which-is greater'than 24 but less than 36.) - Service
Provider-and Subscribing. Entity may extend the existing contract Term’ to match the new
Service Term if mutually agreeable. - -

Change Serwces Subscribing Entities may also change Serwces subject to thls Serwce
Attachment and the MSA. The service type may:change to meet changes needed by the
Subscribing Entity with a minimum of thirty (30) days . wntten“ _otlce The new IVIRC is based
on the service contract to the nearest full term of billing remaining on the contract. Change
in service type might require additional NRC or other costs; which are evaluated on an |CB.
Additionally, changing the Subscribing Entity to a lower.cost service .may invoke Early
Termination charges as descnbed in the MSA unless mutuaily agreed upon by both parties.

Service Level Agreement and Schedule of Credlts Thls Ser\nce Levet Agreement (SLA)
becomes effective -upon initial confirmation of traffic. pass:ng into.Subscribing Entity’s Cloud
Services ‘environment by the Subscribing Entity. The beginning of the Service Level
Agreement has no bearing on the start of billing for related services.

Cloud Availability '

The Service Provider is committed to providing the highest availability to the Subscribing
Entities. The Service Provider's SLA for Cloud Availability for all Cloud Services provided by
Bluemile is 99.95% as measured on a 24 hour basis, 7 days per week, less mutually agreed
upon scheduled outages.

The Service Providers Cloud Availability is defined as the percentage of minutes in a in any
30-day period a Subscribing Entity’s Cloud Environment did not experience a Service
Outage in that time period. Cloud Availability as a percentage is calculated:
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1 - {Time to restore service for all cloud outages in a biling peried /Total minutes in the same period) x 100

The availability SLA does not account for scheduled outages on Service Provider's
resources nor from Subscribing Entity issues or events outside of the Service Provider's
control, including, but not limited to, force majeure evenis or Subscribing Entity managed
environment outages. Cloud downtime is calculated commencing with the date and time on
which the Subscribing Entity contacts the Service Provider and a trouble ticket is opened,
and ending upon documenied conflrmatlon from the Semce Provider that the Service is
restored. :

Severe And Chronic Problems

A Subscribing Entity is experiencing a Severe Problem if the aggregate Service Outage time
or Service out of Specification Time experienced is in excess of twenty-four (24) hours in
any rolling 30-day period. If a subsequent Severe problem occurs within the rolling 30-day
period in which a Subscribing Entity experienced a Severe Problem, the problem will be
considered Chronic. In the :case of a Chronic problem,-a full credit-for the monthly.services
impacted by the Chronic problem shall be issued on the bill in the month 1mmed|ately
following the Chronic problem. In the case of a persistent Chronic. problem defined as'those
Chronic problems. oceurring in any three (3) consecutive months or in.any three (3)‘months
‘during a six month period, the State may terminate the serwces w:thout penalty or cost in
i'conSIderatlon of rematnmg Term of the Agreement _

‘ Force Majeure
See Section 3.1 of the MSA,

Credit Ava|lab|lity

it is the Subscribing Entity's responsmlllty to identify and request all valid SLA claims and
corresponding credits. To be eligible for Service credits, the Subscribing. Entity -must first
report outage or Service out of specification events to Bluemile's National Support Center at
1-866-384-7587 while following prompts to submit a trouble ticket. Please request a ticket
number from the Bluemile representative. The Bluemile will :notify Subscribing Entity of its
resolution of the reported outage. Bluemile Accounts Receivable will apply the credit arlsrng
from the SLA violation to the Subscnbmg Entity's next monthly mvmce '

Service Outage ' T

For purposes of this Ser\nce Attachment a "Service: Outage" will mean an unavallabllaty of
the Service to carry traffic between two_ points of Service, provided that'a Service Outage
will not be deemed to have occurred in the event that it arises from or relates 1o any of the
following: SR

(i) a circuit has not been accepted by Subscribing Entlty

i) the negligence, error, acts or omissions of Subscribing Entity or others
authorized by Subscribing Entity to use the Service P

(iii) failure of Subscribing Entity provided equipment; .

(iv}  during any period in which. Service Provider-or its agents are not afforded access
to the Services under Subscribing Entity's control where the access lines
associated with the Service are terminated;

(v) during any period when Subscribing Entity and Service Provider have agreed to
maintenance or rearrangement purposes (including, without limitation, during any
Routine or Emergency Network Maintenance);

(vi) any period when Subscribing Entity elects not to release the Service for testing
and/or repair and continues to use it on an impaired basis;
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(vii) an event where Service Provider's failure to perform is excused by the
Subscribing Entity in writing;

(vii)  a breach by Subscribing Entity of its obligations under the MSA or this Service
Attachment;

{ix) Or the failure is the responsibility of a third-party, not provided by the Service
Provider as part of the contracted Service that are outside of Service Provider's
control.

8. Maintenance

Service Provider will- occas:onalfy have to perform routine . network maintenance for
network improvements and preventive maintenance: Service Provider will use reasonable
efforts to provide. 10 days notice to Subscribing Entities of all Routine Network Maintenance
that could affect Subscribing Entities’ Services and schedule the outage as to not impact or
otherwise make unavailable the Subscribing Entities services during business hours. In
some cases Service Provider will need to address Emergency Network Maintenance needs
quickly in order to address serious security or performance concerns. [n these situations all
attempts will be made to provide a reasonable level of notice to Subscribing Entities about
the upcoming changes and potential impacts. Emergency network Maintenance does not
factor against SLA measurements as it is part of maintaining an efﬂcnent and 'secure
operatmg envaronment : :

The standard wmdow for Routine Network Maintenance will-be 12 AIVI until 8:AM‘local- tlme
Monday through Sunday Notification, will. be prowded by the .Service. Provider's Network
Operations Center: (NOC) 1o, the contact listed: for the: Subscnbmg Entlty “The notification will
reference the. start time, expected duration, proposed -or required ‘changes, and other
pertinent information:: Service Provider. will internally devise and, if necessary, :mplement a
backout strategy that may or may not be communicated.to the. Subscribing. Entities. Service
Provider reserves the right to conduct maintenance that requires a longer service window.
Subscribing Entities will be informed and the Serwce Prowder will endeavor to conduct
longer service outages over weekends if possible. -

It mtght be necessary fo perform Emergency Mamtenance ThIS might include important
fixes for functionality or key security updates that need to be applied outside the standard
Routine Maintenance Window. described above. Service Provider will provide as ‘much
notice as is possible through emall to contacts ||sted by the Subscr;b:ng Ent:tles

Subscribing Entities - are requlred to enter service calls for Service outage issues they
experience via Service Provider's 24x7x365 NOC. The Subscribing Entity should perform
an initial analysis to ensure that the issue is not with the :Subscribing Entity’s system(s).
Once it has been determined that the Subscribing Entity does not feel it-is their issue, the
Service Provider will perform an analysis. if the analysis indicates an issue is with the
Subscribing Entity and not'with the Service Provider, then the. Service Provider may, at
Service Provider’s discretion; provide the Subscribing ‘Entity with a bill for services on a time

and material basis using Service Provider's current applicable rates defined in section 5.4

9. Network Operations Center - Service Provider maintains a Network Operations Center
(NOC) staffed (24) hours per day, seven (7) days per week for the Subscribing Entity to
open Service Tickets, receive status on existing tickets, and escalate issues when
appropriate. Service Provider's staff is knowledgeable employees in the appropriate fields,
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the Service Provider's products, and services, and basic troubleshooting techniques. The
Subscribing  Entty NOC can be contacted at (866) 384-7587  or

noc@bluemilenetworks.com.

Installation and Acceptance of Service — In order for the Service Provider to successfully
install the Services to a Subscribing Entity it is important for said Entity to obtain and
maintain through the Term of any Services any consents, permits, or orders that are
necessary o the efficient operation of the Semces:--.--,Thi_s includes any landlord or tand-
owner permissions or exempttons or federal, ‘state, or ‘local permits, permissions, or
exemptions. - S

The Service Provider perscnnel must be given reasonable access to faCllltIeS as necessary
to install, ‘deliver, operate, upgrade, or maintain the ‘Services being prowded and any
equipment associated with those Services. The Service Provider. wnEI work W|th Subscrlbmg
Entities to perform work at a mutually agreeable trme :

Subscribing Entities are also respons;bie for’ prov:dmg appropnate mternat resources
necessary to support maintain, install, upgrade, or deliver the Services.: ~This may include
but is not limited to floor space, equipment rack space, personnel time, power, appropriate
environmental controls,-and others. The Service Provider will not unreasonabfy wuthhold

.'access to a Subscrlbmg Entity's access to the contracted space.

11.

Subscnbmg Entlty is responsible for ensuring the safety and security of any Serwce Provnder
equipment left on site for purposes of providing agreed upon Servzces

Subscribing Entity will ensure that his/her site preparations are completed-prior to Service
Provider's installation or service call to the agreed upon schedule. Service Provider will
make all reasonable efforts to complete installation or Service within agreed upon schedule
and promptly notify the Subscribing Entity upon completion of the work, orif required that:a
delay will adversely impact the agreed upon schedule along W|th an rewsed schedule for
completlon _ . . _ o

Service Prowder will prowde a completlon notice when the Ser\nce is completed and the
Subscribing Entity has five (5) business days after rece|pt to, “either acknowtedge or
challenge the installation.” Subscnbmg Entity must |mmedlately notify-Service Provider with
sufficient detail if the Service:is under-performing during'the five (5) day Acceptance Period.
Within thirty (30) days of the notice, the Service Provider will make. all reasonable efforts to
remedy the Service being provided. *This:process continues until the Service is accepted or
rejected by the Subscribing Entity after the 30 day period. ifthe Subscribing Entity accepts
the Service or-fails to acknowledge the Service, then the Service is deemed accepted by the
Subscribing Entity. The date of acceptance is referred to as the “service live date.”

Subscribing Entity is responsible for connecting -to the Service' from the Service Provider
CPE device. Subscribing Entity agrees that this Service Attachment and the MSA provide
exclusive remedies to Service issues or failures.

Reporting - Within thirty (30) days of the close of a quarter the Service Provider will provide
a report to the State of Ohio that lists all of the Services associated with this Service
Attachment that Subscribing Entities were using in the previous quarter. The report will be
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tabular and will include the following fields, if appropriate, at a minimum: Subscribing Entity,
Service Type, Services Assigned,, Cloud Compute Charges, Cloud Storage Charges, Cloud
Backup Charges, Managed Services Charges, Billing MRC, invoice Number, Invoice
Amount, Amount of Invoice Paid, Billing Account Number, Billing Contact, Billing Start Date,
Site Contacts, Order Number, and potentially other information.

Cost Recovery Fee (CRF) - The Cost Recovery Fee is payable by the Service Provider to
the State of Ohio. These fees are for the management and administration of the Services in
the State’s system. The Service Provider will generate a report within thirty (30) days of the
end of each quarter. This report, described above, will provide details about the Services
associated with this Service Agreement that were invoiced and paid within the previous
quarter, The State of Ohio Department of Administrative Services will review the report
against their records and generate an invoice for 2% :of the Services paid during the
preceding quarter. The Service Provider WHI pay the |nv01ce for the quarterty Ser\nces paid
asa Cost recovery Fee wnthm 30 days of recelpt TR

13. Confldent:allty

The State may d|sclose to the Servtce Provider wrltten materlal or oral or other
information that the State treats as confidential ("Confidential Information”). Title: to
the Confidential Information and alf related materials and documentation the State
delivers to the Service Provider will remain with the State, The Service Provider
must treat such Confidential Information as secret‘lfwt is so marked, otherwise
identified as such, or when, by its very nature it deals with- matters that, if generaliy
known, would be damaging to the best interests of the public, other contractors or
potential contractors with the State, or individuals or organizations about whom the
State keeps information. The Service Provider may not disclose any Confidential
Information to third part|es and must use it soiely to perform under this Agreement

If any Service delivered under this Agreement contams data documentat:on or
other written information that is confidential in nature- and properly labeled as such,
then it also will be Confidential Information for purposes of this section. The State
will keep all such Confidential:Information in confidence and will not use it other than
as authorized under ‘this- Agreement Nor ‘will. the State disciose .any such
Confidential Information to.any third party without. first oblsgatmg the th|rd party to
maintain the secrecy of the Confidential Information.

if one party dlscloses Conftdentlal Information (“Dtsc!osmg F’arty ) to the other party
to this Agreement (“Receiving Party”), the Receiving Party’s obligation to maintain
the confidentiality of the Confldentlal Informataon will not apply ‘where such;

(1) was already in the possessnon of the Recelvsng Party without an obligation of
confidence;

(2} is independently developed by the Receiving Party, provided documentary
evidence exists to support the independent development;

(3) except as provided in the next paragraph, is or becomes publicly available
without a breach of this Agreement;
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(4) is rightfully received by the Receiving Party from a third party without an
obligation of confidence;

(5) s disclosed by the Receiving Party with the written consent of the Disclosing
Farty; or

(6) is released under a valid order of a court or governmental agency, provided
that the Receiving Party:

(a) Notifies the Dlsc!osmg Party of the Order immediately upon receipt of
it, unless it is. legally prohibited from doing so; and .~

{b) Makes a reasonable effort -fo obtain a protect;ve order from the
issuing court or agency limiting the disclosure and use of the Confidential
Information solely for the purposes mtended to be served by the original
Order of productlon :

Information that may be avallable publicly through' other sources about peeple that is
personal in.nature, such as medical records, addresses, phone numbers, socral
security numbers, and similar things, is nevertheless sensitive in nature and may not
be disclosed or used in any manner except as expressly authorized in this
Agreement. Therefore, item (3) in the preceding paragraph does not apply, and the
Service Provider must treat such information as Confidential Informatlon Whether rt is
available elsewhere or not. s - -

The Recervmg Party must return aII ongmals of any Confrdentsat Informatron and
destroy any copies it has made on termlnatron or exprratlon of thls Agreement

The drsclosure of the Confidential Information of the Drsclosrng Party in a manner
inconsistent ‘with the Terms of this provision may:cause the Drsc!osmg Party
irreparable damage for which remedies othe 'fmjunctive relief-.may .be
inadequate, and each Receiving Party agrees that in the event of a“breach of. the
Receiving Party’s obligations. hereunder, the Disclosing Party” will:be ‘entitled to
temporary and permanent -injunctive relief to -enforce the provisions ‘of - this
Agreement: w;thout the necessrty of proving actual damages However, this provrsron
does not drmsn:sh or alter any rlght to clarm and recover damages 3

This Agreement is not Confrdentral Information Ail |ts Terms and: Condrtrons
including pricing and any attachments, represent public mformat_r_e_n
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Public Records Requests.

Should the Service Provider receive any public records request with
respect to any Subscribing Entity Data, the Service Provider will
immediately notify the affected Subscribing Entity or Entities and fully
cooperate with the affected Subscribing. Entrty or Entities as it or they
direct.

13.2, Handling of Subscribing Entity Data.

“Subscribing Entity Data” is any rnformatlon data, files, or software that a
Subscribing ‘Entity uses or stores on or.in conjunction with the Services,

~including but not limited to Generated Files. The Service Provider must

use due diligence to ensure computer and tetecommumcatrons systems

.and Services involved-in storing, using, or transmlttlng Subscrlblng Entity
“Data are secure and to protect that data from unauthorized disclosure,

modification, or destruction. To accomplish this; the Service Prov;der
must. comply” with all applicable Nationat Institute. -of Standards_and

Technology ("NIST") standards for [Moderate Impact] systems and

(1) Appty approprlate risk management technrques to ensure securlty for

all_sensitive data, including but not limited to any data identified: as
Confidential Informatron elsewhere in this Agreement.

(2) Ensure that its internal security policies, plans, and procedures
address the basic security elements of confldentiailty, mtegrlty, and
availability.

(3) Maintain plans and policies that mciude methods to protect agatnst
security and integrity threats and vulnerabilities, as weil as and detect
and respond to those threats and vulnerabilities.

(4) Maintain appropriate identification and -authentication process for

- Information systems and serv:ces assomated W|th Subscrlbrng Entity
Data. '

{5) Marntarn approprlate access control and authortzatron potlmes plans,
and procedures to protect “system assets and other information
resources associated with Subscribing Entity Data, .~ &

(6) Implement and manage ‘security audit Ioggmg ‘on information
systems, mctudlng computers and network devrces

The Service Provider must marntam a robust boundary security capacity
that incorporates generally recognized system hardening techniques. This
includes determining which ports and services are required to support
access to systems that hold Subscribing Entity Data, limiting access to
only these points, and disabling all others. To do this, the Service Provider
must use assets and techniques such as properly configured firewalls, a
demilitarized zone for handling public traffic, host-to-host management,
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Internet protocol specification for source and destination, strong
authentication, encryption, packet filtering, activity logging, and
implementation of system security fixes and patches as they become
available. The Service Provider must use two-factor authentication to limit
access to systems that contain Subscribing Entity Data.

Unless a Subscribing Entity instructs the Service Provider otherwise in
writing, the Service Provider must assume all Subscribing Entity Data is
both confidential ‘and critical for Subscribing. Entity operations, and the
Service Provider's security policies; plans, and procedure for the handling,
storage, backup, access, and, if appropriate destruction of that data must
be commensurate to this level of sensitivity, As part of-the Service
Provider's protectlon and control of access to-and use of data, the Service
Provider must.-employ appropriate intrusion- and attack prevention and
detection capabilities. Those capabilities must track Unauthorized' access
and attempts to access Subscribing Entity Data, as well as.attacks on the
Service Provider's infrastructure associated with Subscribing Entity
Data. Further, the Service Provider must monitor and appropriately
address information from its system tools used to prevent and detect
unauthorized access to and attacks on the infrastructure assomated wrth
Subscnbmg Entlty Data : e :

The Serv;ce Provider must use approprlate Theastres to ensure that
Subscrlbmg Entity -Data- is.. secure before transferring control of any
systems or media on which Subscribing Entity-Data is stored. The method
of securing the data must be appropriate to the situation and may include
erasure, destruction,” or encryption of -the data before transfer of
_control. The transfer. of any stch system r media must be reasonably

necessary for the“' erformance of the Sewlce-Prov;ders obllgatlons under
this Agreement s :

The Servic_e Pr_o_vide‘r,must have a business continuity plan in place. The
Service Provider must test and update the |T disaster recovery portion of
its business continuity plan at least annually The plan must address
procedures for response to emergencies’ and other business
interruptions. Part of the plan must address backing up _and storing data
at a location sufficiently remote from the facilities-at which the Service
Provider.maintains Subscribing Entity Data in, case:of loss of that data at
the primary “site. “The. plan_ also must address the rapid restoration,
relocation, or replacement of resources associated with Subscribing Entity
Data in the case of a disaster or other business interruption. The Service
Provider's business continuity plan must address short- and long-term
restoration, relocation, or replacement of resources that will ensure the
smooth continuation of operations related to Subscribing Entity
Data. Such resources may include, among others, communications,
supplies, transportation, space, power and environmental controls,
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documentation, people, data, software, and hardware. The Service
Provider also must provide for reviewing, testing, and adjusting the plan
on an annual basis.

The Service Provider will not load Subscribing Entity Data onto portable
computing devices or portable storage components or media unless
necessary to perform.its obligations.under this Agreement properly.

Any encryption requ1rement identified in thts prowswn must meet the NIST
standards identified above. e

The Service Provider- muSt mémtém éh incident response: capability for all
-security breaches mvoivmg Subscrxbing Entlty Data whether involving

. mobile dewces or media or not. The Service Provider must-detail this
~ capability in a written policy that defines procedures for how the Service

Provider will detect, evaluate, and respond to adverse events that may
indicate a breach or attempt to attack or access Subscribing Entity Data or
the infrastructure associated with Subscribing Entity Data.

In case of an actual security breach that may have compromised
Subscribing Entity Data, including but not limited to loss or theft of devices
or media, the Service Provider must notify the Subscribing Entity in wrlting
of the breach within 24 hours of- the. Servnce Rrovider:becoming-aware of

) the- breach and fully cooperate with the Subscribing: Entlty to" m:tlgate the

. the Subscribing Entity Data that is inconsistent with the terms
 Agreement and of which the Service Provider becomes aware, “mcludang

- consequences of such-a.breach. This includes any use or discl_osure of

- .but not limited to, ‘any discovery.of a use or disclosure that is  not

~ consistent with this Agreement by an employ: e
- the Serwce Prowder ‘

..i'agent or subcontractor of

The Serv:ce F’rowder must give affected Subscrlbtng Entltles futl access to
the details of the breach and assist each’ Subscribing Entity in making any
notifications to _potentially affected people and organizations that the
affected Subscrlblng Entities ‘deem are ‘necessary. or appropriate. The
Service Provider must document all such incidents, including its response
to them, and make that documentation available to* the affected
Subscribing Entities on request. in addition to any other liability under this
Agreement related to the Service Provider's improper disclosure of
Subscribing Entity Data, and regardless of any.limitation on liability of any
kind in this Agreement, the Service Provider will be responsible for
acquiring one year's identity theft protection service on behalf of any
individual or entity whose personally identifiable information is
compromised while it is in the Service Provider's possession. Such
identity theft protection must be reasonably acceptable to the State.
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All Subscribing Entity Data will remain the property of the Subscribing
Entity. The Service Provider must ensure that the Subscribing Entity
retains access and download capability for purposes of retfrieving its data
for research, investigation, transfer, or migration to other systems.

All Subscribing Entity Data at rest in systems supporting the Service
Provider's Services must reside within the contiguous United States with a
minimum of two data center facilities at two different and distant
geographic locations and be handled in accordance thh the requirements
of this sectlon at all Service. Provrder Iocataons

14. Disentanglement Servrce

On termination, in whoie or in part, or exp:ratron of an. Order for any reason, the
Service Provider will perform  disentanglement Services if - requested by
Subscribing Entity to transition responsibility for any affected Servrces toanother
service - provider or to Subscribing Entity: itself (“Dtsentanglement
Services”). Such Disentanglement Services will be” provrded at-the rates
specrﬂed in the applicable Service Attachment. :

On request the Service Provider will- lmmedlately provrde uote for such
Dlsentanglement Services based on the rate(s) in the pricing table listed'in 5.4 of
this - Service ‘Attachment. Upon issuance of an Order for the’ Dtsentanglement
Services, the Service Provider will immediately begin providing necessary and
appropriate assistance to aliow the Services to continue without- rnterruptton and
to facilitate the transfer of the Services to the orderrng Subscribing . Entlty or |ts
designee (“Successor”).

The Service Provider wil provide the Disentanglement Services so that
minimized risk and maximized predictability are afforded to .the Subscribing
Entity. This includes at:a minimum all efforts necessary for knowledge transfer to
the succeeding supplier {or to-the Subscribing Entatys mternat resources) upon
the Subscribing Entity’s . request and :ssuance of -an .. Order for the
Disentanglement Servrces o S .

All documents processes programs, and other tangrble materrals created by the
Service Prowder at any time during-an Order or otherwise pursuant to the
relationship will-be the.sole property of the applrcable Subscribing Entity and
must be delivered to the Subscrlbmg Entaty as Wetl

The Service Provider will aSS|st the Subscr:b:ng Entity or the designated
Successor in developing a plan that will specify the tasks to be performed by the
parties during disentanglement and the schedule for the performance of such
tasks. The plan will be developed, implemented, and concluded with full
disentanglement with all due speed, not to exceed 90 days.
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The Service Provider will participate in all disentanglement meetings as
reasonably requested by the Subscribing Entity.

The Service Provider must return ali of the Subscribing Entity’s Data to the
Subscribing Entity in accordance with the requirements of the previous section.

The Service Provider will take part-in parallel operations and continue to perform
the Service alongside resources supplied.by the deS|gnated Successor or, as the
case may be, the Subscribing Enttty :

Additionally, the Service Prowder will provzde knowledge transfer for all incoming
personnel ‘who will assume responsibility for the Services after termination or
expiration of this Agreement, and the Service Provider will cooperate with alt third
parties in the Subscnbmg Entity IT Env:ronment durmg disentanglement

The Service Provider's personnel appropriate for knowledge transfer w;li be
dedicated to the Subscribing Entity for the duration of the dasentanglement and
‘thereafter for up to 12 months, if the Subscribing Entity requests -

The Servuce Provider also will prowde the Subscribing Entlty ali mformatlon and
documentation available. regarding . service delivery me_thod_ .gprocesses and
issues related to the Subscnbmg Ent;ty s use of the Serv;ce s

To the extent reasonably necessary to facmtate a srnooth dlsentanglement the
Service Provider will provide the Subscribing -Entity .and..any deS|gnated
Successor, in writing, any applicable policies, practices, standards, processes,
procedures, architectures, operating procedures,. technical documentatlon and
~ other documentation relating to the affected Sewlces ‘and necessary access to
the: systems and Iocahons from which the affected Serwces were prowded :

The Service F’rowder w;ll turn over any tools software equment and cther
materials owned by the Subscnblng Entity, |f any .

All Dlsentanglement Serv;ces will be performed as expedlently and efﬂCientIy as
reasonably possible to facilitate -a timely, cost effective and organized
disentanglement. : i

If necessary to complete the dlsentanglement and requested in writing by the

which the applicable Order has expired.or ‘terminated on a month to month basis
in exchange for a monthly fee equal to the monthly cost to the Subscribing Entity

of the Service under the applicable expired or terminated Order.
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15.Holiday
Business Days exclude holidays.
Service Provider holidays include: New Year's Day, Memaorial Day, Independence Day,
Labor Day, Thanksgiving Day, Friday after Thanksgiving Day, Christmas Eve Day,
Christmas Day, and New Year's Eve Day.

Subscribing Entities additional holidays not mentioned above include, Martin Luther
King, Jr. Day, President’s Day, Columbus Day and \{et_e_rans Day. '

| ___._.:.:f.if::_S_IGN.ATUR:E PA‘?_GE T-b FQL*-OW-- o G
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IN WITNESS WHEREOF, the Parties have executed this Service Attachment which
shall be effective on the date signed by the State, "Effective Date."

STATE OF OHIO,

BLUEMILE, INC. DEPARTMENT OF ADMINISTRATIVE
A SERVICES
Dl Pl Als Dobsuit Bl fot
Signature ‘ Signature 4
i C ({f{”‘?‘( C //// Vhuld) /ﬂ“f € Kohent 'g/m};/{ faet Dave,
Printed Name Printed Néme
/L‘f 5f//~m ( Buz /d ss7 pin
Title /. Title
5{ /// 2 £lro/12
Date Effective Date

20- 44356 SY

Federal Tax ID
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