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Overview 

This procedure defines the steps to be followed by State of Ohio agencies reporting information, 
computer system, or network security incidents as outlined in Ohio IT Policy ITP-B.7, Security 
Incident Response. This procedure pertains to the type of incidents described under 
Definitions below. It does not apply to general system outages. 

Scope 

State agencies required to report IT security incidents under Ohio IT Policy ITP-B.7, Security 
Incident Response, shall use this procedure.  

Procedure 
State Agencies 

 
1.0 Agency Security Incident Response Contact  
 

1.1 Agencies shall establish a primary and secondary security incident response 
contact and register this contact information with the Ohio Office of Information 
Technology (OIT) Service Delivery Division (SDD) Enterprise Operations 
Security Office. Agency incident response contact information shall include as 
much of the following as is available: 

 

 Name 

 Primary or secondary status 

 Title 
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 Organization 

 Telephone number 

 Cell phone number 

 Pager number 

 Fax 

 E-mail address 

 Mailing address 
 

1.2 Agency Incident Response Contact information shall be sent through the 
following channel to the OIT SDD Enterprise Operations Security Office: 

 

 E-mail: OITEnterprise.OperationsSecurity@OIT.Ohio.Gov 
 

2.0 Reporting an Incident 
  
2.1 Upon realization of a security incident, Agency Incident Response Contacts will 

register the incident by calling the Ohio Customer Service & Security Center 
(OCSSC) at 1-800-644-0701 or 614-644-0701. 

 
2.2 When the OCSSC call center personnel answer the phone, they will ask the 

caller for their name and organization along with a description of the problem. At 
this time the Agency Incident Response Contact should specifically indicate that 
they are reporting an incident by stating the following: 

 

 “I Have a Security Incident to Report.” 
 

2.3 Agency Incident Response Contacts should be prepared to provide the following 
information pertaining to the incident: 

 

 Date and time detected, date and time occurred and duration of adverse 
event 

 Current status of the incident 

 Brief description of the incident 

 Specifics about the affected systems such as software and network 

 What is the source or cause of the incident?  

 Have there been any previous occurrences of this incident? 

 If the incident has occurred before, when? Are there previous reports 
available?  

 What is the IP address for the machine in question? 

 What services are impacted? 

 What applications are impacted? 

 Any additional information 
 
3.0 Incident Containment 
 

3.1 The Agency Incident Response Contact shall also report the subsequent 
containment of the incident to the Ohio Customer Service & Security Center 
(OCSSC) at 1-800-644-0701 or 614-644-0701.  When the OCSSC call center 
personnel answer the phone, they will ask the caller for their name and 
organization.  
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3.2 The Agency Incident Response Contact will be required to provide the OCSSC 

with the security incident ticket number assigned when the incident was opened. 
 

3.3 At this time the Agency Incident Response Contact should specifically indicate 
that they are reporting a follow-up to a security incident by stating the following:  

 

 "I am calling to report security incident ticket XXXX as now contained.”  
 

3.4 Following confirmation of the authorized caller, the OCSSC will update/close the 
ticket accordingly.   

 
3.5 Agencies shall forward the results of their lessons learned analysis, as outlined in 

Ohio IT Policy ITP-B.7, Security Incident Response, to the OIT SDD 
Enterprise Operations Security Office. 

  

Enterprise Operations Security Office 

 
4.0 EOS Incident Coordinator 
 

4.1 The EOS Coordinator is responsible for coordinating appropriate efforts to 
resolve the incident and for communicating the incident to the Agency Security 
Coordinators. 

 
4.1.1 When notified of an incident, the EOS Coordinator will assess the 

situation and determine if and when the OIT SDD Management Team 
should be assembled. If the incident requires OIT SDD to respond to a 
request for emergency technical assistance from an agency, the 
Coordinator will initiate the OIT SDD internal Computer Network 
Security Incident Response procedure. 

 
4.1.2 Incident notifications [not to include the identity of impacted agencies or 

agency specifics] shall be disseminated to agency incident response 
contacts along with any information pertaining to the resolution of the 
incident. 

 
4.2 The EOS Coordinator is responsible for coordinating appropriate efforts to 

resolve the event and for communicating the event to the Agency Incident 
Response Contacts. 

 
4.3 The OIT SDD Enterprise Operations Security Office shall maintain a central list of 

state Agency Incident Response Contact information and as needed disseminate 
alerts to State of Ohio agencies. Alert notifications will not include the name of 
impacted agencies or agency specifics.  

 
4.3.1 Agency Incident Response Contacts will be notified via e-mail that that an 

incident is in progress.  
 

4.3.2 In the event that e-mail is unavailable Agency Incident Response 
Contacts will be notified via telephone that that an incident is in progress.  
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Definitions 
 
Agency Incident Response Contact - The contacts from each agency supported by EOS for 
security related incidents. These contacts are responsible for reporting incidents to EOS and for 
appropriately communicating incident related information within their agencies.  
 
EOS - The Enterprise Operations Security (EOS) Program works in concert with Service 
Delivery Program Administrators and other Senior OIT Staff to define and implement security 
related policies, standards, procedures, and guidelines. This program monitors the current 
information systems security conditions on an ongoing basis and identifies needed changes in 
order to maintain the desired state for best practices in the area of security. Included in the 
desired state is monitoring by the EOS to assure compliance with statewide security policies.  
 
Incident - A reported adverse event or group of adverse events that has proven to be a verified 
IT security breach. An incident may also be an identified violation or imminent threat of violation 
of IT security policies, or a threat to the security of system assets. Some examples of possible 
IT security incidents are:  

 

 Loss of confidentiality of information 

 Compromise of integrity of information 

 Loss of system availability 

 Denial of service 

 Misuse of service, systems or information 

 Damage to systems from malicious code attacks such as viruses, trojan horses or 
logic bombs 

 
OCSSC - The Ohio Customer Service and Security Center. 
 

Revision History 
Date Description of Change 

8/10/2006 Original procedure. 

3/28/2011 Group names and addresses updated.  
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Inquiries 

Direct inquiries about this procedure to: 
 
Ohio Office of Information Technology 
Service Delivery Division 
Enterprise Operations Security 
1320 Arthur E. Adams Drive 
Columbus, Ohio 43221 
 
Telephone: 614-995-7632 
Facsimile: 614-644-2133 
E-mail:  OITEnterprise.OperationsSecurity@OIT.Ohio.Gov 
 

References 

Ohio IT Policy ITP-A.1, Authority to Publish Policy and Communications Regarding the 
Acquisition and Use of Computer and Telecommunications Products and Services, 
outlines the authority of the Ohio Office of Information Technology pursuant to the Ohio Revised 
Code to promulgate OIT procedures. 
 
Ohio IT Policy ITP-B.1, Information Security Framework, is the overarching umbrella for the 
State of Ohio that directs agencies to create and adopt a set of security policies that will achieve 
a desired level of information Confidentiality, Integrity, and Availability (CIA).  
 
Ohio IT Policy ITP-B.7, Security Incident Response requires the state and its respective 
agencies to develop and maintain an adequate security response capability for identified 
security incidents.  
 

This procedure replaces all previously issued procedures regarding statewide security incident 
reporting. 

 


